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Abstract

In this dissertation, we focus on designing and implementing a platform that offers a unique

experience for service providers, freelance contractors, and customers.

Our platform, named "Khedemni," has been created to streamline service operations be-
tween providers and clients. Customers can search for the right professional for their required

services, while service providers can showcase their offerings and interact directly with clients.

Our platform features a secure payment system, acting as a financial intermediary between
the two parties. Once a service is selected and requirements are set, the client pays an amount

that is held until the service is completed.

Our platform contributes to developing a safe and reliable environment for both parties.
As a startup in the Algerian market, it brings mutual benefits to both service providers and

customers.

Keywords :

Mobile applications , Service , UML , Money transfer , Startup , Flutter , Firebase , Fi-
nancial intermediary , Dart , Platform , Self-employed contractors , Customers , Khademni
, Service operations , Clients , Secure environment , Algerian market , Direct interaction ,

Development , Financial security
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Résumé

Dans ce Mémoire, nous concentrons sur la conception et la mise en ceuvre d’une plateforme
offrant une expérience unique aux prestataires de services, aux travailleurs indépendants et aux

clients.

Notre plateforme, nommée "Khedemni", a été créée pour rationaliser les opérations de
service entre les prestataires et les clients. Les clients peuvent rechercher le professionnel
approprié pour leurs services requis, tandis que les prestataires de services peuvent présenter

leurs offres et interagir directement avec les clients.

Notre plateforme dispose d’un systeme de paiement sécurisé, agissant comme intermédiaire
financier entre les deux parties. Une fois qu’un service est sélectionné et que les exigences sont

définies, le client paie un montant qui est retenu jusqu’a ce que le service soit terminé.

Notre plateforme contribue au développement d’un environnement siir et fiable pour les
deux parties. En tant que start-up sur le marché algérien, elle apporte des avantages mutuels

aux prestataires de services et aux clients.

Mots cle :

Applications mobiles , Service , UML , Transfert d’argent , Startup , Flutter , Firebase ,
Intermédiaire financier , Dart , Plateforme , Entrepreneurs indépendants , Clients , Khademni ,
Opérations de service , Clients , Environnement sécurisé , Marché algérien , Interaction directe

, Développement , Sécurité financiere
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General Introduction

In our contemporary digital landscape, guarantees and virtual money transfers stand as piv-
otal concepts, crucial for bolstering trust and security in financial transactions. They underpin
the modern payment system, enabling both individuals and institutions to conduct financial
transfers with confidence and efficiency. As reliance on digital services grows, the demand in-
tensifies for secure platforms that safeguard funds and streamline transactions between service
providers and customers, fostering a dependable environment conducive to the proliferation
of online home services. Addressing the challenges specific to Algeria, where accessing reli-
able home services like crafts, private education, and cleaning can be daunting, our platform,
"Khadmni," ensures fund security until service completion, catering as an innovative solution

tailored to the digital age.

In Algeria, finding home services often represents a major challenge. Individuals looking
for services, whether crafts, private education, healthcare, cleaning. .. etc., often encounter dif-
ficulties in finding reliable providers, in arranging appointments or even in accessing a diversity
of services. choice in one place. This situation can lead to wasted time, and sometimes even

limit access to essential services at the appropriate time.

Traditional payment methods contribute to customer apprehension, leading to hesitation in
making upfront payments, and leaving service providers at risk of non-compensation. This
trust deficit poses a significant hindrance to the growth of the freelance economy, as clients
demand secure, efficient, and transparent service transactions. For their part, service providers
may face obstacles in reaching their target audience, managing their schedule effectively, or
establishing strong connections with potential clients, thereby limiting their ability to offer their
skills and services optimally. In addition, the dearth of reliable platforms contributes to a lack of
flexibility in payment methods, hindering clients’ ability to exercise control over their financial

transactions. Service quality assurance is also compromised, as clients find it challenging to



General Introduction

review and select service providers based on past performance, ratings, and reviews.

The overarching problematic is clear: Algeria’s freelance industry faces a trust and secu-
rity crisis, with an urgent need for a comprehensive solution to facilitate secure, efficient, and

transparent P2P interactions, ultimately fostering growth in the freelance economy.

Our goal in this dissertation is to develop and design a secure service provision platform
called “Khadmni” that helps solve some of the problems mentioned above. We have followed
the agile project management methodology, which allows us to adapt to changes and ensure

reaching our main goal, which is to create a platform that ensures:

Financial guarantee system: which enhances confidence and protects payments.

* Unique user experience: Facilitating direct communication and achieving improved user

experience.

Payment after service: Enhanced monitoring and security for customers.

Comprehensive Service Offering: Allowing service providers to promote and manage

their offerings.

With a focus on using innovative technologies in payment management and communica-
tions, the platform offers a comprehensive and effective solution to the crisis of trust and secu-

rity in the freelance sector in Algeria.

After we presented in the first chapter the design goal of the platform and the issues faced

by service providers and customers, this note will also include the following chapters:

Chapter 2: It will reveal the concepts of guarantee and Online payment system and how

they work.
Chapter 3: It will provide a comparison and overview of platforms similar to ours.

Chapter 4: will provide a review of how to apply the agile methodology in project manage-
ment, focusing on system requirements and design and how to model our platform into several

UML diagrams.

The final chapter: It relates to how our platform was created, the tools and programming
languages used in its development, design, and the method of installing it, in addition to the
system architecture of our platform, providing an evaluation of the platform’s performance, in

addition to screenshots of some of our platform’s interfaces.



Chapter 1

Literature Review

1.1 Introduction

Escrow and virtual money transfers are among the most important concepts of our time, as
these mechanisms are the basic foundation of the modern payment system . These mechanisms
provide an important security guarantee that allows individuals and institutions to carry out

financial transfers with confidence and ease.

In this context, secure service provisioning platforms offer an innovative and reliable solu-

tion to facilitate money transfers and provide a secure environment for users.

This chapter will explore the concepts of guarantee and virtual money transfers.

1.2 Overview About Escrow

1.2.1 What Does Escrow Mean

In financial transactions, the term ‘“in escrow’’refers to the temporary placement of an item,
such as money or property, where a third party holds the money or assets and arranges their

payment on behalf of the parties involved in the transaction.

“In escrow” is a type of legal holding account for things that cannot be released until
predetermined conditions are met. The purpose of using an escrow is usually to ensure that

both parties fulfill their obligations as agreed upon before the transaction is completed.[ ]
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1.2.1.1 How Does it Work

Escrow functions as a secure and impartial intermediary between transaction-involved par-

ties, such as buyers, sellers, or borrowers, ensuring a smooth and equitable transaction process.

Here’s a breakdown of how it typically operates:

1.

Agreement: The involved parties reach an agreement to utilize an escrow service within
their transaction. This agreement is typically documented in a contract or agreement that

delineates the terms and conditions of the escrow arrangement.

. Deposit: The buyer places funds or assets into an escrow account held by an impartial

third party, often an escrow agent or company.

. Verification: The escrow agent validates that the agreement’s conditions are met, includ-

ing verifying the delivery of goods or services as specified.

Release: Upon fulfilling all conditions, the escrow agent releases the funds or assets to

the appropriate party as per the agreement’s stipulations.

1.2.2 Types of Escrow

Different types of escrow arrangements are available, each tailored to specific transactions

or industries.

Here are examples of common escrow types:

1.

Online escrow: services are becoming increasingly popular due to the rise of online
transactions. These services function as intermediaries in online sales by securely hold-
ing funds until buyers confirm receipt of goods or services. This helps reduce fraud risks

and promotes trust in online business dealings.

Real estate escrow: involves placing funds, documents, and related items for property
sales into an escrow account. The escrow agent holds these items until all sale conditions
are met, such as inspections, financing, and legal matters. Once conditions are satisfied,

the escrow agent releases funds, completing the ownership transfer.

. Mortgage Escrow: Lenders have the option to mandate borrowers to create a mortgage

escrow account to cover expenses like property taxes, homeowners insurance, and po-

tentially mortgage insurance payments. The lender assumes responsibility for managing

4
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this account and making payments on the borrower’s behalf as needed.

4. Business escrow: is utilized in mergers, acquisitions, and commercial transactions. It
encompasses depositing funds, contracts, and documents into an escrow account, where
they remain until all transaction conditions are met. This process ensures that both parties

fulfill their obligations before finalizing the deal.

1.2.3 Advantages and Disadvantages of Escrow

Advantages and disadvantages of using escrow services can vary based on specific circum-

stances and the nature of the transaction.[2]
Here are some general advantages and disadvantages:

1. Advantages of Escrow

1.1 Payment Protection: For buyers, escrow offers protection by ensuring that pay-

ment is only released once they receive the goods or services as agreed.

1.2 Security: Escrow ensures transaction security by holding funds or assets until all

terms and conditions of the agreement are met.

1.3 Trust: Escrow fosters trust among transaction parties, particularly in situations

where they have limited familiarity with each other.
2. Disadvantages of Escrow

2.1 Cost: Using escrow services usually incurs fees, which can add to the overall trans-

action costs.

2.2 Processing Time: Escrow transactions may take longer to complete compared to
direct transactions, as the escrow agent verifies and processes the necessary docu-

ments and conditions.

2.3 Potential for Escrow Disputes: There is a potential for disputes in escrow arrange-
ments, especially concerning the release of funds or assets, when parties disagree

about meeting conditions or if one party violates the agreement.
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1.3 Overview About Online Payment System

1.3.1 What is Online Payment System

An online payment system is a digital network or infrastructure that facilitates the transfer of
funds between buyers and sellers in electronic transactions. This system enables users to make
payments and receive money electronically, without the need for paper money or paper checks.
These online payment systems revolutionize the way people shop and provide commercial

services, while providing speed, convenience and flexibility.[3]
Key components of online payment systems include:

1. Payment Gateways: Payment gateways are interfaces that connect the online platform
with the banking system, ensuring secure and reliable transactions. They authenticate

and process payment requests from customers.

2. Payment Methods: Online payment systems support various payment methods, such as

credit and debit cards, bank transfers, and digital currencies.

3. Security: Protecting financial transactions and user data is a priority for online payment
systems. Technologies such as encryption, SSL certificates, and secure tokenization are

commonly used.

4. Compliance: Online payment systems must adhere to regulatory standards, such as PCI
DSS (Payment Card Industry Data Security Standard), AML (Anti-Money Laundering),

and KYC (Know Your Customer) requirements.

1.3.2 Virtual Money Transfers

Virtual money transfer is the electronic movement of funds from one account to another
over the internet. It offers a quick and efficient way for individuals and businesses to transfer

money across various locations.

1.3.2.1 How Virtual Money Transfers Work

Virtual money transfers, also known as electronic funds transfers (EFT), encompass a wide

range of methods for electronically transferring funds from one entity to another.

Here’s a general overview of how these transfers typically work:
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1. Selection of Platform or Service: Users select a virtual currency transfer platform based
on their requirements, preferences, and available features like international transfers, low

fees, and user-friendly interfaces.

2. Account Establishment: Users establish an account on the chosen platform or service
by providing personal details, verifying their identity, and linking their bank account,

debit card, or credit card for funding transfers.

3. Initiating Transfer: To initiate a transfer, users log in to their account on the virtual
currency transfer platform or app, input the recipient’s details (e.g., name, email address,

bank account information), and specify the transfer amount.

4. Verification and Confirmation: Users may need to verify their identity or confirm trans-
fer details through security measures like passwords, PINs, biometrics, or two-factor au-

thentication (2FA).

5. Processing of Transaction: The virtual currency transfer platform processes the trans-
action, debiting the specified amount from the user’s funding source and crediting it to

the recipient’s account or virtual wallet.

6. Notification and Confirmation: Both the sender and recipient receive notifications and
confirmation of the completed transfer, including transaction specifics such as the trans-

ferred amount, exchange rates (for international transfers), and transaction IDs.

1.3.2.2 Reasons for the Prevalence of Virtual Currency Transfers

1. Convenience: Virtual currency transfers offer unparalleled convenience, enabling users
to send and receive money from anywhere with an internet connection, without the need

to visit physical bank branches.

2. Speed: Normally, transfers through virtual currency transfer services get processed within
a short time. Most of the transfers get processed within minutes or instantly. This helps

users in getting quick access to their funds.

3. Diverse Options: There are many virtual money transfer methods, such as peer-to-peer
transfers (e.g., Venmo, PayPal), ACH transfers, and wire transfers. Each method offers

varying levels of speed, convenience, and cost.

4. Cost-Effectiveness: Most virtual currency transfer platforms offer competitive prices
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and lower fees in contrast to traditional banks (especially for international transfers),

which saves users money on transaction charges.

5. Global Reach: Virtual currency transfer platforms operate globally, enabling users to

send money internationally easily, overcoming geographical and currency barriers.

6. User-Friendly Interfaces: These platforms feature user-friendly interfaces, intuitive

navigation, and mobile accessibility, enhancing the overall user experience.

7. Security Measures: Reputable virtual currency transfer services employ robust security
measures like encryption, fraud detection, identity verification, and secure authentication

methods to safeguard user accounts and transactions.

1.3.3 E-Wallets

E-wallets, or digital wallets, are software applications that allow users to store, manage,
and use their financial information electronically. They have become increasingly popular due

to their convenience and versatility.
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ﬁ — = Request for
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Server
A
7 ‘
Bank Response u”“ﬂ ‘ 4
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&_/ Funds Transferred
to Company

Platform Account
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Figure 1.1: An Example of Depositing Money Process

1. Types of E-Wallets: There are different types of e-wallets, such as closed, semi-closed,

and open, offering various levels of flexibility in terms of usage and access to funds.

2. Functionality: E-wallets store payment methods such as credit and debit cards, bank
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account information, and even digital currencies. Users can make payments, transfer

funds, and conduct other financial activities directly from the app.

3. Integration: Many e-wallets integrate with banks and other financial institutions, mak-

ing it easy for users to link their existing accounts and manage their finances within the
app.
4. Security: E-wallets prioritize user security through encryption, secure authentication

(e.g., bio-metrics), and other measures to prevent fraud and unauthorized access.

5. Uses: E-wallets are versatile tools that can be used for online shopping, bill payments,

peer-to-peer transfers, and more.

1.4 Conclusion

The first chapter has provided a thorough overview of Escrow and Online Payment Sys-
tems, highlighting their critical roles in ensuring trust, security, and efficiency in platforms for
providing secure services. Escrow acts as a neutral party, ensuring obligations are met before
funds are released, while Online Payment Systems facilitate seamless financial interactions.
Understanding these pillars enables secure service provisioning platforms to offer a transpar-

ent, reliable.



Chapter 2

Peer-to-Peer Platforms and Escrow: A Com-

parative Overview

2.1 Introduction

Escrow services play a vital role in ensuring secure transactions within peer-to-peer plat-
form . By utilizing escrow, both parties can engage in transactions with confidence, knowing
that the funds are held securely until the agreed-upon conditions are met. This introduction will
delve into the benefits of using escrow in service provider agreements, highlighting its role in

fostering trust, mitigating risks, and facilitating smooth and transparent transactions.

2.2 Peer-To-Peer Service Platforms

2.2.1 Definition

A peer-to-peer (P2P) service platform is an online space where people or businesses can
connect directly to trade goods, services, or information. Unlike traditional setups with mid-
dlemen like companies, P2P platforms let participants be both service providers and customers,

forming a decentralized network.

Here’s how a typical P2P service platform operates:

* User Registration: Users log in to the platform and create profiles that include service

introductions, personal information, skills, and other details.

10
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* Service Listings: Users can create lists or posts for the services they offer. These listings

include a description of the service, price, and location.

» Search and Discovery: Users can search for the services they need using filters such as
price and location, and they can browse the listings to find the service provider that suits

them.

2.2.2 Examples of Peer-to-Peer Service Platform Around the World

2221 Freehali /-l

¢ What is Freehali

Freehali® is a freelance services platform in Algeria that connects skilled individuals
looking to monetize their talents with entrepreneurs seeking reliable services at afford-
able rates.Users can freely choose and negotiate with multiple freelancers simultane-
ously without any obligations. The platform offers a wide range of services such as
graphic design, programming, translation, content writing, social media management,
online courses, video editing, voice-overs, digital marketing, advertising campaigns, and

web hosting.

Freehali® acts as a trustworthy intermediary, ensuring clients receive reimbursement if
the work doesn’t meet predefined standards and ensuring freelancers get paid for meeting

these standards.[4]
* How Does it Work

The Freehali website provides users with listing requirements, setting a budget and the
time needed to complete the work, allowing the interviewer and negotiator with free-

lancers to choose the best offers, as well as the payment feature in the application "baridiMob".[5]

2.2.2.2 FareNow fh

¢ What is FareNow

It is a digital marketplace that connects users with freelancers and provides many differ-

ent tasks, including manual labor, craft work, and transportation and more.[6]

 How Does it Work

11
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It allows users to browse the list of available freelancers, search for available services,
and book tasks. They can also choose between the subscription service and the hourly

service.[0]

2.2.2.3 Upwork

* What is Upwork

Upwork serves as an online platform that facilitates the connection between freelancers,
independent professionals, and clients seeking their services. It offers a means for busi-
nesses and individuals to discover and engage talent across diverse projects like web

development, graphic design, writing, marketing, and other specialized fields.[ 7]

Upwork equips users with communication tools, project management resources, and
streamlined payment processing systems to enhance the efficiency and effectiveness of

collaborations between clients and freelancers.
* How does it work

Upwork assists expanding businesses in discovering and collaborating with exceptional
talent and agencies. Starting is straightforward: sign up, post your project, and review
proposals to identify the ideal independent contractor or agency for your needs. After en-
gaging your talent, utilize the platform’s tools to communicate, collaborate, and securely

pay for your project.[&]

Understanding how Upwork operates is best explained in three phases:
1. Preparation before hiring
2. Discovering and engaging talent
3. Executing the work

Throughout this journey, the process may vary slightly based on the plan you select:

Upwork Basic, Plus, Business, or Upwork Enterprise.

2.2.3 Comparison of Popular Peer-to-Peer Platforms:

The next table provides a comparison of popular P2P platforms: Upwork, freehali and

fareNow. The comparison includes several key factors that are important for freelancers and

12



Chapter 2. Peer-to-Peer Platforms and Escrow: A Comparative Overview

clients, such as the types of services offered, fee structures, user base, and other features. By
examining the similarities and differences between these platforms, it becomes possible to gain
a better understanding of their respective strengths and weaknesses, and to make an informed

decision about which platform may be the best fit for one’s individual needs:

Upwork FareNow fn Freehali ~/
Year Established 2013 2020 2017
Number of Users Over 16 million Unknown 100.000
Geographic Focus Global Global Algeria
Project Types All types All types Only Arabic
Bank transfer, Bank transfer, BaridiMob and ccp
Payment Methods credit/debit card, credit/debit card,
PayPa PayPal, local
payment methods

13
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Upwork

FareNow fh

Freehali P-rechali

Fees

20% for the first
$500m billed with a
client.10% for
lifetime billings
with clients
between$500
$10,000.5% for
billings with clients

that exceed $10,000

Unknown

Unknown

Quality Control

Screening process
for freelancers,
work monitoring
tools, dispute

resolution system

Unknown

Verification system
for freelancers,
work monitoring

tools

Dispute Resolution

Arbitration for
disputes between
clients and

freelancer

0.90

Dispute resolution

system

Communication

n-app messaging
system and video

conferencing tools

In-app messaging

system

In-app messaging

system
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Upwork FareNow f Freehali 7'["“”“1‘
Mobile App 10S and Android 10S and Android Not Supported
Time tracker, buyer request Local currency
collaboration tools, feature support, buyer
SUlliee integration with request feature
IR popular project
management tools,
premium
membership

Table 2.1: Comparison of The Most Popular Peer-to-Peer Platforms for Freelancers and Service
Providers.

Upwork, Freehali, and FareNow are popular online freelance marketplaces that connect
clients with freelancers from various fields. While they share some similarities, there are also

some notable differences among them.

Upwork is a platform that offers a more diverse range of project types, including both
hourly and fixed-price projects [9].1t also provides more advanced tools and features for man-

aging and tracking projects, such as time tracking software and dispute resolution services.

FareNow, on the other hand, a more diverse range of services , including Barber Shop
,Central Air Conditioning, Cleaning Services ,Electrical Services,Graphics and Design and

fixed-price projects .

Freehali is a specail platform for algerians that focuses on providing a wide range of ser-
vices, including creative work, digital marketing, writing, and programming [ | 0].It emphasizes

fixed-price projects and offers a streamlined, user-friendly interface

In summary, while all three platforms offer opportunities for freelancers to find work and for

clients to hire them, each has distinct differences that cater to different needs and preferences.

The selection of Upwork, Freehali, and FareNow for comparison in the graduation disserta-
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tion is justified for several academic reasons. Firstly, these platforms are considered freelancing

platforms with the same features found on our platform (peer-to-peer).

Secondly, comparing these platforms allows for an analysis of their unique features, busi-
ness models, and effectiveness, providing valuable information for individuals seeking free-

lance work or employers looking to hire freelancers.

Lastly, studying these platforms helps understand the impact of online freelancing on the

economy and the future of work.

2.2.4 Advantages and Disadvantages of Peer-To-Peer Service Platform

1. Advantages of Peer-To-Peer Service Platform

1.1 Transaction Facilitation: This platform facilitates the transaction process, such as
payment processing and scheduling. It offers different payment methods, such as

direct payments, escrow services, or integrated payment systems.

1.2 Direct Contact : Once the user finds the service provider he is looking for, he can
communicate with him via messages or contacts provided by the platform, and this

gives the possibility to ask questions and negotiate details.

1.3 Cost-Effective: peer-to-peer platforms usually reduce costs for both service providers

and consumers by eliminating intermediaries

1.4 Flexibility: Users have the freedom to choose the service provider that helps them

based on price, location and needs because it offers a wide range of service providers.

1.5 Increased Options: Users have access to a wide range of services and providers on
peer-to-peer platforms, providing more choices and flexibility in selecting services

that meet their specific needs.

1.6 Transparency and Accountability: Rating and feedback systems on P2P plat-
forms promote transparency and accountability, helping users make informed deci-

sions and maintain trust within the community.
2. Disadvantages of Peer-to-Peer Service Platform

2.1 Trust and Safety Concerns:Trust and Safety Concerns: Trust is essential in peer-
to-peer platforms, especially when dealing with services that involve personal in-

teractions or access to private spaces (e.g., home services). Ensuring the safety of
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users and their belongings can be a significant challenge.

2.2 Reliability and Availability: Service availability can be inconsistent, as providers
may have varying schedules or may not always be reliable. This can lead to diffi-

culties in booking services when needed or in emergencies.

2.3 Dependence on Technology: Peer-to-peer platforms rely heavily on technology
for matchmaking, booking, payments, and communication. Any technical glitches,

cybersecurity threats, or platform outages can disrupt the user experience.

2.4 Dispute Resolution: Resolving disputes between users and providers can be com-
plex, especially when there are disagreements over service quality, pricing, or other
issues. Peer-to-peer platforms need robust mechanisms for handling disputes fairly

and efficiently.

2.5 Limited Service Offerings: Peer-to-peer platforms may not offer the same range
of services as traditional service providers or may lack specialized services. This

can be a limitation for users with specific needs.

2.3 Conclusion

In conclusion, Peer-to-Peer (P2P) service platforms revolutionize connections between in-
dividuals and businesses for goods, services, and information exchange. By enabling direct
interactions, these decentralized networks offer cost-effectiveness, flexibility, and increased
options. Examples like Freehali, FareNow, and Upwork showcase the varied applications and
models of P2P platforms globally. Despite their advantages, they face challenges in trust, reli-
ability, and technology dependence. Overall, P2P platforms significantly impact the future of

freelance work, highlighting the importance of direct and flexible service exchanges.
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System Requirements and Design

3.1 Introduction

The ongoing evolution of technology has made providing security services over the Internet
a crucial aspect of modern society. Employing the Agile project management methodology is

essential for the success of digital endeavors, such as our security services platform.

This chapter aims to review how to apply the agile project management methodology, based
on the data we have about the system needs and design requirements. focusing on functional
and non-functional requirements. It also touches on system design principles and technical

foundations essential for platform effectiveness and security.

The goal of this chapter is to gain a comprehensive understanding of the framework needed
to implement our project successfully, thereby delivering innovative and secure online security

services to our users.

The Best Practices for Designing and Implementing

For the optimal design and implementation of the Service Providers platform, it is advis-
able to adopt a user-friendly interface akin to those found on popular platforms like Facebook
and Upwork. This approach will not only enhance the user experience but also attract a greater
number of users to the platform. To prevent clients and Service Providers from conducting busi-
ness off the platform and thereby evading platform fees, it is imperative to implement effective
measures aimed at combating off-platform transactions.This objective can be accomplished by

instituting a clear policy that explicitly prohibits off-platform dealings and imposing penalties
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for non-compliance. Furthermore, the implementation of secure payment methods that facili-
tate transactions exclusively on the platform will serve as an incentive for users to remain on
the platform and conduct their business securely. In essence, the design and implementation of
a freelance platform that embraces best practices and places emphasis on user experience and

security will foster the growth and long-term sustainability of the platform.

3.2 Project Management Methodology (Agile)

The Agile methodology, developed by a group of software developers in 2001[1 1], is an
iterative and flexible approach to project management and software development. It empha-
sizes collaboration, adaptability, and customer feedback with the goal of delivering value to
customers more efficiently and effectively than traditional linear approaches. This approach
prioritizes working software over extensive documentation, customer collaboration over con-

tract negotiation, and adapting to change over strictly following a plan[!2].

3.2.1 Details of Agile Methodology

Agile methodology is distinguished by its flexibility and adaptability, enabling teams to
promptly respond to changing requirements and customer needs. It fosters constant feedback
and iteration to enhance the product. Agile methodology employs short development cycles,
typically lasting two to four weeks, known as sprints, to deliver working software incrementally
[13]. Within each sprint, the team concentrates on delivering a set of features or functionality

that can be demonstrated to customers and stakeholders for feedback .

One of Agile methodology’s fundamental principles is self-organizing and cross-functional
teams. These teams consist of individuals with diverse skills and backgrounds who collaborate
towards a common objective. They are authorized to make decisions and adjust to changes
without formal management approval [14]. Agile methodology also stresses continuous im-
provement. At the end of each sprint, the team conducts a retrospective meeting to review
successes, areas for improvement, and actions for the next sprint. This process enables ongo-

ing learning and enhancement of performance .

Overall, Agile methodology is a customer-centric, collaborative, and adaptable approach
to project management that prioritizes working software and continuous improvement. It has

gained widespread acceptance in the software development industry and beyond, proving ef-
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fective in delivering high-quality products promptly [15].

3.2.2
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Figure 3.1: An example of agile software development methodology: Scrum

Applying agile methodology

Here we discuss how to apply agile methodology in our project:

1.

Form an Agile Team: we began by assembling a cross-functional team, including devel-
opers, designers, and other necessary roles, and assigning clear responsibilities to each

individual in the team within the project.

. Define the Vision and Goals: We clearly defined the project’s vision, achievable goals,

and objectives, and made sure that every member of the team understood and aligned

with these goals.

Create a Product Backlog: We have established a prioritized list of features and tasks
known as the Product Backlog and keep it regularly updated based on feedback and

changing requirements.

Sprint Planning: We break down the product backlog into smaller tasks that can be
completed within a short time frame. This is discussed during sprint planning meetings,

where the team decides what to work on in the next sprint.

. Review and adjust: We hold daily meetings for a maximum of 30 minutes where we

discuss progress, challenges, and plans for the day, collect feedback. This helps everyone
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get along and know the progress of a project.

6. Develop and test iteratively: We applied an agile approach to continuous integration and
testing for feature development. We conducted numerous tests and ran them repeatedly,

enabling us to detect problems early on.

We have applied the Agile methodology in our work because it encourages continuous
improvement and constant communication among team members, which facilitates and accel-

erates the development process.
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Figure 3.2: Agile Methodology For Platform Development

3.3 Non-Functional Requirements

Non-functional requirements define the qualities or characteristics that a system must pos-
sess, such as performance, security, usability, scalability, and reliability. These requirements
focus on how the system should behave under various conditions and constraints, rather than

specific functionalities.
Our platform comprise the following Non-Functional Requirements:

1. Security: The platform must contain strong measures to protect the database from unau-

thorized access, breaches and thefts, thus ensuring user confidence and confidentiality.

2. Privacy: One of the most important things a platform must have is ensuring user privacy

and protecting their personal and financial information.
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10.

11.

12.

. Reliability: Freelancers and clients need to be able to access the platform reliably, any

time they need it. This means the platform should always be working smoothly and

consistently.

Performance: The platform should prioritize user experience by delivering rapid re-
sponse times and minimizing downtime, to provide an optimal user experience and opti-

mize user satisfaction.

. Scalability: The platform must be designed to seamlessly handle a growing user base

while accommodating a large number of projects without compromising performance

Maintainability: Design with ease of maintenance in mind; the platform should be

effortlessly updatable and maintainable over time.

. Usability: Intuitiveness is paramount; the platform must be easy to navigate for users of

all proficiency levels, fostering accessibility and engagement.

. Accessibility: Every user, regardless of ability, should access the platform effortlessly,

adhering to relevant accessibility standards for inclusivity.

. Compatibility: Seamlessness across devices and browsers is essential, accommodating

users with diverse technological setups for enhanced accessibility.

Data backup: Regular data backups are imperative to prevent loss during system failures

or disasters, safeguarding user information and integrity.

Monitoring: Continuous monitoring ensures proactive detection and resolution of po-

tential issues, maintaining service quality and reliability.

Support: Adequate resources and support channels should be available to assist free-

lancers and clients promptly, fostering user satisfaction and loyalty.

3.4 Functional Requirements

Functional requirements, on the other hand, delineate the specific functionalities or features

that a system must provide to its users. They specify what actions the system should be capable

of performing and how it should respond to particular inputs or events.

Our platform has these essential Functional Requirements:

1.

User Management: Allows users to create and edit profiles, providing the necessary
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information for effective platform interaction (e.g., contact details, preferences, qualifi-

cations).

2. Search and Discovery: Enables users to efficiently find relevant offers and services
through powerful search and filtering tools. This includes features like nearby search for

mobile users using GPS, ensuring a smooth user experience.

3. Secure Transactions: Facilitates secure and convenient transactions between users through

an integrated payment system, ensuring financial security and peace of mind.
4. Safeguarding User Interactions

* P2P Escrow System: Safeguards transactions by holding funds in escrow until both

parties fulfill their obligations, minimizing risk and fostering trust between users.

* Dispute Resolution Process: Implements a robust mechanism to address user dis-
agreements or issues arising from platform interactions, ensuring a fair and timely

resolution process.
5. Enhancing the User Experience

* Built-in Messaging System for Communication: Allows users to communicate
directly with each other through a convenient messaging system, streamlining col-

laboration and communication.

* Notification System: Informs users of relevant platform activity, such as incoming
messages, new offers, or important updates, promoting user engagement and timely

action.

* Review and Feedback System for Improvement: Enables users to provide and

receive feedback, fostering continuous improvement and a positive user experience.
6. Data and Insights

* Comprehensive Reporting and Analytics Tools: Offers comprehensive reporting
and analytics tools, allowing users to gain valuable insights into platform usage and

user behavior for informed decision-making.

* Invoicing and Billing: Generates clear and accurate invoices or billing statements

for transactions, ensuring transparency and clear financial records.

7. Optional Functionality
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* Time Tracking (if applicable): (Optional) Allows users to track time spent on
tasks or projects relevant to the platform’s functionality, providing valuable data for

project management and resource allocation.

3.5 System Design

3.5.1 System Modeling

We utilized UML diagrams, including use case, class, and sequence diagrams, to offer a

comprehensive visual depiction of our software system from various viewpoints.

UML ( Unified Modeling Language) . It is a standardized modeling language used in
software engineering to visually represent systems, designs, and processes. UML provides a set
of graphical notations and diagrams (use case, class, sequence) that help software developers
and stakeholders communicate and understand the structure, behavior, and interactions of a

system.

To produce these UML diagrams, StarUML, a software application specializing in UML-
based modeling and diagramming was utilized. StarUML facilitates a user-friendly interface
for the creation, modification, and examination of UML diagrams, encompassing an extensive
array of functionalities. These functionalities include assistance for different UML diagram

categories, model verification, code syndissertation, and extension through plugins [16].

3.5.1.1 Description based on roles (Actors/Roles).

Actor Functionalities

* Login or Signup: Access the platform by creating a
Visitor new account or logging into an existing one.
* Browse and Search: Explore available service offers

through a user-friendly interface.
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Actor

Functionalities

Client

* Request Job Services: Initiate service requests from
providers.

* Job Management: Initiate, monitor, and follow up
on job statuses.

* Real-time Messaging: Communicate with service
providers to discuss job details.

* Dispute Resolution: Raise and resolve disputes in
case of conflicts.

* History and Notifications: Access past and ongoing
job details, receive real-time notifications.

* E-Wallet System: Manage finances, including bal-
ance checks, deposits, withdrawals, and transaction
history.

* Profile Editing: Customize profile information and

preferences.

Service Provider

* Service Offer Creation: Post service offers with de-
tailed descriptions.

» Offer Management: Edit, delete, or refresh posted
offers.

* Professional Profile: Showcase skills, experience,

and portfolio for client review.
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Actor

Functionalities

Moderator(Support Agent)

* Dispute Management: Mediate and resolve disputes
between clients and providers.

* Job Oversight: Monitor ongoing jobs, access mes-
sages, and track job statuses.

* Dual Role Capability: Perform actions both as a

client and a service provider.

* Moderator Management: Add or remove modera-
Admin tors for dispute resolution and oversight.
* Global Notifications: Send real-time notifications to

all platform users.

Table 3.1: Roles and Functionalities for Different Actors

3.5.1.2 Use Case Diagram

* Definition: The use case diagram represents the structure of the major functionalities

necessary for users of the system

* Elements of a Use Case Diagram:

1. Actor: Represents users or external processes interacting with the system. Two

types are:
— Main Actor: Directly involved in the use case, seeking a specific result.

— Secondary Actor: Provides additional information necessary for the use case.

. Use Case: Represents a specific functionality or action the system performs in

response to an actor’s request, typically shown as ellipses or ovals.

. Relationships between Actors and Use Cases: Show interactions between them,

including:
— Association: A simple interaction between an actor and a use case.
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— Inclusion/Extension: One use case is integrated into or extended by another

use case.

3.5.1.3 Khdemni Use Case Diagram

The following figure represents the general use case diagram of our platform.

UseCase Diagram For KHDEMNI Platforme
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Figure 3.3: khdemni use case diagram

3.5.1.4 Text description of use cases

A CU use case highlights the functional relationships between the actors and the system

being studied.
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Preconditions: Define the conditions that must be met for the CU to start.

Post-conditions: Define the conditions that must be true when the CU completes success-

fully, whether in a nominal or alternative scenario.
1. «Request a service» use case

The table shows the use case of how to request a service and displays the different actors

who can access this service

Identification
Use case name: Request a Service.
Purpose: Request a Service.

Actors: Costumer , Service provider

Precondition
» The client is connected to the platform.
* The customer searched for and selected a specific service.
* The customer has to check the details and availability of the service for the desired
date and time.

Nominal sequences:

* The customer selects the desired service from the available options.
* The customer chooses the desired date and time for the service.
* The Customer checks the reservation details and confirms the request.
* The system records the reservation and sends a notification to the relevant service
provider. The service provider confirms availability and accepts the reservation.
+ The customer receives a reservation confirmation with details
Alternative sequences:
If the service provider is not available or refuses the request, the system informs the
customer and suggests selecting another service provider.
Post-conditions:

1. The service is successtully requested.

o)

. The service provider is notified of the request.
3. The customer receives a reservation confirmation,
Variants:
The customer can choose a quick booking option which assigns them the first available

provider in their region for the selected service

Figure 3.4: Table 1. “Request a service” use case

2. «View service requests» use case

The table shows the use case of how to view request a service and displays the different

actors who can access this service
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Identification
Use case name: View service requests.
Purpose: View service requests.

Actors: Service provider ,Costumer

Precondition
* The service provider is connected to the platform.
» The service provider has access to pending service requests.

Nominal sequences:

* The service provider views pending service requests.

* The provider selects a service request for review.

» The provider verifies the details of the request and service specifications. .

» The provider accepts the request if they are available and willing to provide the
service.

* The provider start a chat with consumer to negotiate about the details of the request.

» The system records the provider’s decision and sends a notification to the customer.

Alternative sequences:

If the provider is not available or refuses the request, the system records the refusal and
sends a notification to the customer.
Post-conditions:
» The service provider accepted or refused the service request.
* The service can start a chat with the consumer who request the service.
* The customer is notified of the service provider’s decision.
Variants:

The provider can manage multiple pending service requests simultaneously, reviewing

them one by one and making a decision on each.

Figure 3.5: Table 2. “View service requests” use case

3. «Reserve a service» use case

The table shows the use case of how to Reserve a service and displays the different actors

who can access this service
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Identification
Use case name: Reserve a Service.
Purpose: Reserve a Service.

Actors: Client | Service Provider, System.

Precondition
= The client is logged into the platform.
* The client has selected a specific service.
* The service availability has been verified.
Nominal sequences:

= The client selects the desired service from the available options.

The client chooses the desired date and time for the service.

The client reviews the reservation details and confirms the request.

The system verifies the service availability for the chosen date and time.

The system records the reservation and sends a notification to the service provider.

The service provider reviews the request and confirms availability.

The system sends a confirmation of the reservation to the client with the service
details.

Alternative sequences:

= Date/Time Unavailable If the chosen date or time is unavailable, the system notifies
the client and suggests selecting a different time slot.
= Service Provider Declines Request If the service provider declines the request, the
system notifies the client and suggests selecting a different service provider or time
slot.
Post-conditions:
= The service is successfully reserved.
* The service provider is notified of the reservation.
= The client receives a confirmation of the reservation. Main Scenario
Variants:
Quick Reservation The client can choose a quick reservation option to be matched with

the first available service provider in their area. Frequency of Use Frequently, whenever

a client wishes to book a service on the platform.

Figure 3.6: Table 3. “Reserve service” use case

4. «Manage a dispute» use case

The table shows the use case of how to Manage a dispute and displays the different actors

who can access this service
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Identification
Use case name: Manage Disputes.
Purpose: Manage Disputes.

Actors: Moderator . Client, Service Provider. System.

Precondition
* The moderator is logged into the platform.
* There is a dispute reported by either a client or a service provider.
Nominal sequences:
* The moderator views the list of reported disputes.
* The moderator selects a dispute to review.
* The moderator examines the details of the dispute. including messages, service

details, and any attached evidence.

The moderator contacts both the client and the service provider if additional infor-

mation is needed.

The moderator makes a decision based on the evidence and platform policies.

The system updates the status of the dispute to resolved.

The system notifies both the client and the service provider of the resolution.

Alternative sequences:

Additional Investigation Needed If the dispute requires further investigation, the mod-
erator can put the dispute on hold and request additional information from either
party.Escalation If the moderator is unable to resolve the dispute, it may be escalated
to a senior moderator or manager for further review.
Post-conditions:

* The dispute is resolved.

* Both parties are notified of the resolution.

* The system records the outcome of the dispute.
Variants:
Automatic Dispute Resolution For certain types of disputes, predefined rules may allow
for automatic resolution without moderator intervention. Frequency of Use As needed.

whenever a dispute is reported on the platform.

Figure 3.7: Table 4. “Manage dispute” use case

3.5.1.5 Sequence Diagram

* Definition: Designed to illustrate how different system objects interact over time, show
casing exchanged messages between objects. In our context, system sequence diagrams
are employed to depict scenarios in which specific use cases are realized. These diagrams
treat the system as a black box, focusing on the interaction between actors and the system

to achieve the desired use case.
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3.5.1.6 Class Diagram

* Definition: Utilized for modeling the system’s structure in terms of classes, their attributes, and the

relationships between them.
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3.5.2 Database Design

Database design represents a pivotal facet of system development, serving as the structural

foundation of the system. It encompasses the intricate processes of conceptualizing, crafting,

and administering the database, which encompasses the schema, tables, and their interconnec-

tions. The database design’s efficacy, security, and dependability are paramount to safeguarding

the system’s operational efficiency and data integrity. This segment delineates the database de-

sign pertinent to the service providers platform. The database design methodology comprises

several stages, encompassing the identification of data prerequisites, the formulation of a con-

ceptual data model, its translation into a logical data model, and in its implementation within

the physical database.[ 7]

3.5.2.1 Database Modeling
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Figure 3.12: Database Modeling

3.5.2.2 Database Tables

* id
© timestamp
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1. Users: This table stores information about users, including their usernames, emails,

passwords, and profile information such as date of birth, gender, profile picture, phone
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10.

number, and rating. It has relationship with the (wallets) table, while (Feedback and

Availability) are objects.

Feedbaks: This object stores information about comments left by users and the number

of positive and negative ratings given by customers.

. Availability: This object stores information about the user’s availability and the last time

they were available.

Wallets: This table stores information about the user’s wallet, including the balance,

security features , creation or updating of a wallet,while (transactions) are array .

. Transactions: this array is where information about platform transactions is stored, cov-

ering details like amount, timestamp, method, sender, receiver, and the transferTo and
transferFrom fields. Additionally, it includes an "isPending" field that indicates the pay-

ment status (e.g., pending, paid, or refunded).

Trades: This table stores information about the trades that take place on the platform,
including the offer, the conversation, and the time of its creation and update, and it has a

relationship with the (chats, users, offers ) tables , while (tradePeers) are object

. Chats: This table stores information about conversations between users, the times of cre-

ating and updating the conversation, and the list of participants, and it has a relationship

with a tables (users and offers) , while (messages) are array.

Messages: This array stores information about messages exchanged between users, in-

cluding message content, timestamps, sender and recipient.

. Offers: This table stores information about the offers available on the platform, including

the name, description, price, and time of creation and updating, and it has a relationship

with the (chats) table.

Categories: This table stores information about the categories available on the platform,

including names and jobs .

3.6 Conclusion

In conclusion, for the optimal design and implementation of a Service Providers platform,

adopting a user-friendly interface similar to Facebook and Upwork is crucial. This will enhance
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user experience and attract more users. To prevent off-platform transactions, implement clear
policies and secure payment methods that keep transactions within the platform. Utilizing
Agile methodology ensures flexibility, collaboration, and continuous improvement, essential
for delivering high-quality products efficiently. Non-functional requirements such as security,
reliability, and scalability must be prioritized to ensure a robust platform. Functional require-
ments, including user management, secure transactions, and data insights, are vital for effective
platform operation. Proper system and database design, using tools like UML and StarUML,
will support the platform’s structural integrity and operational efficiency, fostering long-term

sustainability and growth.

38



Chapter 4

Implementation

4.1 Introduction

In this chapter, we will present the details related to the practical creation of our mobile ap-
plication and website platform. Specifically, we begin by discussing the various programming
languages used in both front-end and back-end development. We also introduce the frameworks

and tools that played a crucial role in our development process.

Finally, we conclude this chapter with a presentation of the platform, highlighting the inter-

faces designed for both mobile and web applications.

4.2 development frameworks, tools and APIs

4.2.1 Front-End

This section covers the various programming languages and framework utilized in both

front-end development for the creation of our mobile app and website platform.

4.2.1.1 Language

HTML

1. HTML

* HTMLS (Hypertext Markup Language) is the standard markup language for creat-
ing the structure and content of web pages. It defines elements such as headings,

paragraphs, images, links and forms.[ 8]
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2. CSS g

* (CSS3 (Cascading Style Sheets) is a style sheet language used to control the pre-
sentation and layout of HTML documents. It allows developers to define styles for

elements to create visually appealing designs.[ 9]

O™ Dart
3. Dart

* Dart is a general-purpose programming language developed by Google. It is de-
signed to be easy to learn yet powerful enough to build complex applications, es-
pecially for web, mobile, and server-side development. Dart has features that make
it suitable for both front-end and back-end development, making it a versatile lan-

guage for creating modern applications.[20]

4.2.1.2 Framework

1. Tailwind

 Tailwind CSS v3.0 is specifically crafted and tested to be compatible with the latest
stable versions of Chrome, Firefox, Edge, and Safari, while lacking support for
any version of Internet Explorer, including IE 11. It is a popular utility-first CSS
framework used for building modern and responsive web designs. The framework
provides a set of pre-designed utility classes that developers can use to style their

HTML elements without writing custom CSS. [21]

2. Flutter ‘&

* Flutter is a software development framework by Google that lets developers build
mobile, web, and desktop applications from a single codebase. It uses the Dart pro-
gramming language and offers a range of widgets and tools for creating attractive
and high-performing user interfaces. The framework is praised for delivering fast,
smooth user experiences on various platforms and devices. The Google community
regularly updates Flutter with new features and enhancements, ensuring its ongoing

popularity among developers. It is free and open-source.[27]
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4.2.1.3 Libraries and packages

1. React]Js

* React.js, commonly known as React, is an open-source JavaScript library main-
tained by Facebook. It enables the creation of views that are rendered in HTML.
React adheres to a component-based architecture, wherein user interfaces (Uls) are
constructed using reusable and encapsulated components. These components have
the ability to manage their state and properties autonomously, leading to a codebase

that is modular and simpler to maintain.[23, chapter-1 page-5]
2. React-Router Dom o’) °

* React-Router is a library that handles URLs and history, similar to how Express
manages server-side routing. It functions by parsing URLs and associating specific
code with them based on their components. Additionally, it aids in transitioning
between views and ensuring seamless navigation using the browser’s Back button.
This makes it a user-friendly option compared to constructing routing systems from

scratch.[23, chapter-1 page-12]

3. Redux toolkit ((/—\)

* Redux Toolkit (also known as "RTK" for short) is a package designed to make Re-
dux development easier and boost productivity by offering a collection of tools and
utilities. It aims to streamline typical Redux tasks, minimize boilerplate code, and

includes essential API methods and dependencies for building Redux applications.[

4. Socket.IO @

* Socket.IO is a library that enables real-time, bidirectional communication between
web clients and servers. The Socket.IO client is the part of the library that runs
on the client side (browser) and facilitates communication with the server via Web-

Socket or other transport mechanisms.[25]
5. Axios A

* Axios is a widely-used JavaScript library that makes it easier to send HTTP requests

from both web browsers and Node.js environments. It provides a user-friendly API
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for handling asynchronous requests and managing responses.

Axios comes with several useful features including interceptors, cancellation sup-
port, automatic JSON parsing, and error handling capabilities. When used on the
server side, Axios uses the native node.js http module, while on the client side

(browser), it uses XMLHttpRequests for communication.[26]

4.2.2 Back-End

4.2.2.1 JavaScript

» JavaScript is a dynamic programming language for client-side scripting in web develop-
ment. It adds interactivity and dynamic behaviour to web pages, such as form validation,

animation, and event handling.[27]

nude
4.2.2.2 NodeJs ®

* Node.js is a JavaScript runtime environment that allows developers to run JavaScript
code outside of a web browser. It’s built on Chrome’s V8 JavaScript engine and provides
an event-driven, non-blocking I/0 model that makes it lightweight and efficient for build-
ing scalable network applications. Node.js is commonly used for server-side scripting,

backend development, and building web applications.[23, chapter-1 page-7]

4.2.23 JSON 0

* JSON, short for JavaScript Object Notation, serves as the primary encoding method for
data in both request and response bodies. It represents a lightweight data interchange
format that humans find easy to read and write, while machines can effortlessly parse
and generate it. JSON finds widespread use in transmitting data between servers and web
applications, and it is also commonly employed for data storage in files or databases.[23,

chapter-5 page-71 ]

]

* MongoDB is the database used in the MERN stack. It is a NoSQL document-oriented

4.2.2.4 MongoDB

database, with a flexible schema and a JSON based query language. I’ll discuss a few
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things that MongoDB is (and is not) here.

- NoSQL
NoSQL, short for "non-relational," refers to databases that do not adhere to the
traditional table-and-column structure of relational databases. There are two key
aspects that distinguish NoSQL databases. Firstly, they can horizontally scale by
spreading the workload across multiple servers, albeit sacrificing strong consistency
for brief periods. Secondly, NoSQL databases are not limited to relational data
models; they allow for data representation as objects or documents, eliminating
the need for object-relational mapping layers in programming. This flexibility re-
duces impedance mismatch, streamlining the development process in platforms like

MongoDB.[23, chapter-1 page 10]

— Document-Oriented
MongoDB is a flexible, document-oriented database that organizes data into collec-
tions, similar to tables. It uses documents akin to rows but is more adaptable and
efficient, with each document having a unique identifier for quick access. Unlike re-
lational databases that use multiple tables for complex data, MongoDB stores such
data as a single document, simplifying operations and enabling atomic updates. It
supports nested objects and indexing on nested fields, providing advantages over
relational databases. However, MongoDB’s approach may lead to denormalized
storage, potentially causing duplication and increased space usage. Nonetheless,
considering decreasing storage costs and infrequent operations, MongoDB’s bene-

fits often outweigh these drawbacks.[23, chapter-1 page-10,11]

4.2.2.5 JWT %

* JWT stands for JSON Web Token, which is a compact and self-contained method of
securely transmitting information between parties as a JSON object. It can be signed
using a public/private key pair with RSA or ECDSA methods, or a JWTs using a secret
(using the HMAC algorithm).[28]

4.2.2.6 Libraries and framework

1. Express Js
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* Express is a framework for Node.js that simplifies writing server code by allow-
ing you to define routes for handling HTTP requests. It handles parsing request
details and provides functions for setting response data. Express supports custom
middleware and various template engines, making it versatile for web development.
For single-page applications, Express isn’t focused on server-side rendering, as dy-
namic content is typically generated on the client side with technologies like React
in the MERN stack. Overall, Express offers standard functionalities for building

web servers in Node.js.[23, chapter-1 page-9 chapter-2 page-24,72]
2. Mongoose

* Mongoose is a popular Node.js library used for working with MongoDB, a NoSQL
database. It simplifies the process of interacting with MongoDB by providing a
schema-based solution for modeling data, data validation, and query building. [23,

chapter-13 page-319]

4.2.3 Programming Tools:

Tool Name Definition

(VS Code) is a free code editor from Microsoft available on
Visual Studio Code ’<l Windows, Linux, and macOS. It’s like an IDE, making it ver-

satile for different programming languages and tasks.[29]

Postman is a popular API client tool used for testing, devel-
Postman oping, and documenting APIs. and send HTTP requests to
APIs,Postman supports various request types, including GET,

POST, PUT, DELETE, and more.[30]

Vite is a frontend build tool that enhances modern web devel-
Vite ﬁ/ opment by offering a fast development server with hot module
replacement (HMR). This allows developers to view changes

instantly without reloading the entire page.[3 1]

A free, open-source distributed version control system that en-
Git 0 ables developers to track code changes and collaborate with

one another.[32]
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Tool Name Definition

A web-based Git repository hosting service that offers a
Github O platform for code collaboration, version control, and project

management[33].

Docker is an open-source platform that automates ap-
Docker &4 plication deployment, scaling, and management using

containerization.[34]

Table 4.1: Tools Used in Developing the KHDEMNI Platform.

4.3 Programming Tasks

The Agile methodology was used in developing the KHdemni platform to effectively man-
age project needs and tasks. Initially, the project’s requirements were identified, prioritized,
and assigned points based on their importance to gauge the project’s progress rate. This ap-
proach enabled the team to concentrate on the most critical needs and features first, ensuring

the timely development and implementation of the platform’s essential functionalities.

Determining Tasks

To ensure efficient completion and tracking of tasks, an Excel template was used to record
all completed and remaining tasks. This approach facilitated monitoring the project’s progress,

identifying bottlenecks, and mitigating risks by tracking tasks and project progress in real time.

Using Agile methodology to manage project needs and tasks streamlined the development
process, ensuring that the platform was developed to meet users’ needs. This approach allowed
for greater flexibility, adaptability, and collaboration, resulting in a more robust and reliable

platform that met the project’s requirements.
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Figure 4.1: An Excel sheet for the project progress form.

4.4 System Architecture

4.4.1 High Level System Design

High-level system design refers to the process of conceptualizing and outlining the architec-
ture and components of a system at a broad level. This involves defining the major components,
their interactions, and the overall structure of the system without delving into detailed imple-
mentation or technical specifics.

Figure 4.2 illustrates the main components that constitutes our system.

User Data-Base
)
Mobile ‘ NodeJS(Express) Backend ‘ (MongoDB)
= Fetch
Data/Resource
REST API
(GET,POST,PATCH,DELETE,PUT)
Browser Data/Resource

| server

Figure 4.2: High level system design flow
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The system comprises three main components: the mobile and web UI, which share a
MongoDB server with a REST API. This setup is designed to enhance scalability, flexibility,

and, most importantly, secure data processing and transfer.

4.4.2 Model View Controller

The Model-View-Controller (MVC) architecture figure(4.3) is a design pattern used in soft-
ware development to separate an application into three interconnected components: the Model,
the View, and the Controller. This separation helps manage the complexity of large-scale ap-

plications by promoting modality and facilitating code maintainability and scalability.[35]

In the context of the MERN stack, which comprises MongoDB, Express.js, React, and
Node.js,

The MVC pattern can be implemented as follows:

[EXPLESS.]S

m Request m 1
de

Controller

| Navigation/Router | Response

Front-End (View)

Model
} Mongoose { 0 }
“ mongo n-de
Database Back-End

Figure 4.3: (Model View Controller) Architecture in the MERN Stack

1. Model: This segment embodies the data and business logic of the application, responsi-
ble for managing data manipulations.[36] In the MERN stack, the Model is handled by
MongoDB along with Mongoose (an ODM for MongoDB).

2. View: The View represents the user interface components of the application. It displays
the data to the users and interacts with them. The View component is responsible for
presenting information to users and receiving their input. In the MERN stack, the View

is primarily handled by React.
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3. Controller: The Controller serves as a mediator between the model and the view, tak-
ing charge of processing user inputs, deciding the suitable view for presentation, and

initiating the necessary actions or modifications in the model.

In the MVC architecture, the data flow and interactions typically unfold in this manner the
user engages with the View, which in turn prompts a request that the Controller handles.
Subsequently, the Controller updates the Model according to the request, and the View
fetches the updated data from the Model to showcase it to the user. In the MERN stack,

the Controller is implemented using Express.js in conjunction with Node.js.

The MVC pattern advocates for separating concerns, resulting in a more organized, mod-
ular, and easier-to-maintain application. This approach improves code reusability, scal-
ability, and testability by breaking down the application logic into distinct components

with clearly defined responsibilities.

4.4.2.1 Integrating with Back-End APIs

The React]S front-end seamlessly integrates with the Node.js Express back-end, using li-
braries like Axios for the web app and libraries like Pub for the mobile app to facilitate smooth
communication through HTTP requests. Functions and methods are thoughtfully designed
within the React]S code-base to handle various API calls, ensuring efficient data transmission

to the back-end and processing of responses.

By leveraging Axios and Pub or similar libraries, robust interaction between the React]S
front-end and Node.js Express back-end is achieved, enabling effective data exchange and syn-
chronization. The Axios and Pub client includes request interceptors to handle authentication.
The
axiosClient.interceptors.request.use() method adds a request interceptor that retrieves the ac-
cess token from local storage and adds it to the Authorization header of each request. This

ensures that the back-end APIs are accessed with the appropriate authentication.

The ‘axiosClient‘ instance can be imported and used throughout the React]S code-base
to make HTTP requests to the Node.js Express back-end APIs. The features and methods
of the Axios and Pub library can be leveraged to customize API calls, handle responses, and

implement data processing and error-handling logic specific to the application’s requirements.
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f “
':{%%" React Mongoose
( Components \

B

HTTP
Communication

Pub

@ pub.dev ’
. Data-Base
2
o 8
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5 e
-4y

\ Components )

(4 Flutter Controller

Figure 4.4: Project Structure.

4.4.3 RESTful Services

RESTH(ul services, often referred to as RESTful APIs, are an architectural style for design-

ing networked applications. They provide a type of web service that follows the principles of
Representational State Transfer (REST), emphasizing simplicity, scalability, and maintainabil-
ity.
Generally, when developing a RESTful API, we implement the MVC architecture on the server
side to manage API requests. These requests are directed to the relevant controllers, which
communicate with the models to fetch or modify data and then provide the response in a for-
mat suitable for consumption by the mobile app, often JSON.

Below are a few reasons explaining the popularity of RESTful APIs:

1. Simplicity: RESTful services use a uniform interface for interactions between clients
and servers. This interface is typically based on standard HTTP methods such as GET ,
POST, PUT , DELETE , and others.

2. Scalability: RESTful services are stateless, meaning that each request from a client to
the server must contain all the information necessary for the server to fulfill the request.
The server does not store any client state between requests, improving scalability and

reliability.
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3. Flexibility: RESTful services represent resources in a format easily comprehensible
to clients, commonly employing formats such as JSON (JavaScript Object Notation).
Clients can request varying representations of a resource as per their requirements. REST-
ful APIs are versatile, compatible with any programming language or platform due to

their reliance on standard protocols like HTTP and JSON.

4. Security: RESTful APIs can achieve security through standard authentication mecha-
nisms such as OAuth, guaranteeing access to resources only for authorized users. They
offer a flexible and scalable approach to developing web services, facilitating seamless

integration with other systems while ensuring a high level of security.

WHAT IS AREST API?
CLTENT SERVER

—  HTTP URL —>

GET [surveys

POST /surveys/123
DELETE

PUT

rvey_id: 123,
core: 9,

essage: “Hi....”,
sponse_id: 4

/surveys/123/resp

wu~
€

R

Figure 4.5: What Is A Rest API

4.4.4 Socket.IO Overview and Workflow Explanation

Socket.1O is a library that enables real-time, bidirectional, and event-based communication
between web clients and servers. It consists of a client-side library that runs in the browser
and a server-side library for Node.js. Socket.IO is built on WebSockets but provides additional

features such as:

* Automatic reconnection: Automatically attempts to reconnect when a connection is

lost.

* Multiplexing support: Allows multiple namespaces, enabling different endpoints to be

communicated simultaneously.

* Event handling: Supports custom events that can be defined and triggered on both the
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client and server sides.

* Fallback to polling: If WebSockets are not supported or fail, Socket.IO falls back to

long-polling or other transport methods to maintain communication.

4.44.1 Workflow and Flowchart Explanation

(?)Socket-io Real-Time Server Flowchart for KHDEMNI Platforme

(G
-@ GlobalNotificationEvent
[ (G

REAbﬂMESERVERJ

NameSpace : Global

______________

LientEvent)

(JoinRoomEvent-> Bx6eb...) (:)

(Service Provider)

TlientEvent)
\{f>

(ReceivelMessageEvent,UpdateJobStatusFromServerEvant)

SendMessageEvent,UpdateJobStatusFromC

B
@

SendMessageEvent, UpdateJobStatusFromCli

( ( )
USER 1 USER 2 B USER 4
g O
i [
X 2 (Client)
(Client) (Service Provider) ~
e
ROOM ( JOB #ID ex: @x5df... ) ROOM ( JOB #ID ex: @x6eb... )
\ ) . J
USER 5

(Client / Service Provider)

_____________________________________________________________________

Figure 4.6: Real-Time Flowchart for KHDEMNI platform

4.4.4.2 General Workflow

1. Connection Establishment: Users (clients or service providers) connect to the real-time

server via Socket.1O.

2. Namespace Usage: Communication happens within a specific namespace (Global in this

case), allowing for organized handling of events.
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3. Room Management: Each job has a dedicated room identified by a unique job ID,

enabling isolated communication related to that specific job.

4. Event Handling: Various events (SendMessageEvent, ReceiveMessageEvent, GlobalNo-

tificationEvent, etc.) are defined to manage the communication flow and status updates.

4.4.4.3 Flowchart Breakdown

1. Components
* Real-Time Server: Central hub that manages connections, rooms, and events.

» Users: Can be clients, service providers, or both, interacting within specific rooms

based on job IDs.

2. Events

GlobalNotificationEvent:
— Sent from the server to all clients connected to the Global namespace.
— Purpose: To broadcast notifications globally to all users.

* JoinRoomEvent:

— Triggered by users to join a specific room associated with a job ID.

— Example: JoinRoomEvent -> Ox6eb... indicates a user joins the room for job

ID Ox6eb....
* SendMessageEvent (User to Server):
— Users send messages or updates to the server within the context of a room.
— Example: User 1 and User 2 send messages or status updates related to their
job.
* ReceiveMessageEvent and UpdateJobStatusFromServerEvent (Server to User):
— The server forwards messages or updates to users in the room.
— Ensures all participants in a room receive the necessary communication.
* NotificationEvent:
— Sent by the server to users to notify about updates or changes.

— Example: User 5 receives notifications from the server.
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4.4.4.4 Specific User Interactions

1. User 1 and User 2:
* Both are in the same room associated with job ID 0x5df....

* They send messages and status updates to the server, which are then relayed back

as necessary.
2. User 3:
* Joins a different room with job ID Ox6eb....
* Receives global notifications and specific updates pertinent to the job.
3. User 4:
* Similarly, joins the room for job ID Ox6eb....
* Participates in job-specific communication and receives updates.
4. User S:
* Interacts as both client and service provider.
* Receives notifications from the server, indicating updates relevant to their jobs.

The flowchart demonstrates a real-time server architecture using Socket.IO for the KHDEMNI
platform. It effectively illustrates the communication flow between users and the server, high-
lighting the use of namespaces and rooms for organized, job-specific interactions. Events are
utilized to handle messages, status updates, and notifications, ensuring smooth and efficient

real-time communication.

4.5 Installation and Project Initialization

* Prerequisites Before starting the installation, we ensured that the following tools were

installed on our machines:

Node.js (version 17)

Vite

MongoDB and MongoDB Compass (GUI for MongoDB)

- Git
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— Flutter SDK
— Docker and Docker Compose

* Project Structure The KHDEMNI project repository is structured as follows:

Client Front-end (React.js and Flutter)

Web React.js application

mobile Flutter application

server Back-end (Node.js)

4.5.1 Installation Steps

4.5.1.1 Installing Necessary Tools

1. Installing Node.js (version 17):

* Downloading and installing Node.js from the https://nodejs.org/.

15 Nodejs Setup - X

Welcome to the Node.js Setup Wizard

The Setup Wizard allows you to change the way Mode.js
n - features are installed on your computer or to remove it from
your computer, Click Next to continue or Cancel to exit the
Setup Wizard,

© !

Figure 4.7: NodelJs Installation Setup.

2. Installing Vite:
* Vite will be installed as a development dependency in our React.js project.
3. Installing MongoDB and MongoDB Compass:

* Downloading and installing MongoDB from the official website https://www.mongodb.

com/try/download/community

* Downloading and installing MongoDB Compass for a GUI interface from the offi-

cial website https://www.mongodb.com/products/compass
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MongoDB Compass is being installed.

It will launch once it is done.

Figure 4.8: MongoDb Compass Installation Setup

4. Installing Git:

* Downloading and installing Git from the official website https://git-scm.com/.

Git 2.43.0 Setup - X

Information
Please read the following important information before continuing.

When you are ready to continue with Setup, dick Mext,

GNU General Public License

Version 2, June 1991

Copyright (C) 1980, 1001 Free Software Foundation, Inc.
59 Temple Place - Suite 330, Boston, NA DZ111-1307, USA

Everyone is permitted to copy and distribute verbatin copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General Public
License is intended to auarantee vour freedom to share and chanae

] only show new options Cancel

Figure 4.9: Git Installation Setup

5. Installing Flutter SDK:

* We Followed the Flutter installation guide on https://flutter.dev/docs/get-started/

install.
6. Install Docker and Docker Compose:

* Downloading and installing Docker Desktop from the https://www.docker.com/products/

docker-desktop.
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€ Installing Docker Desktop 4.30.0 (149282) - O X

Docker Desktop 4.30.0

Existing installation is up to date

Close

Figure 4.10: Docker and Docker Compose Installation Setup

4.5.2 Project Initialization

4.5.2.1 Front End (React.js)

1. Inmitializing a React Project with Vite:

» we Navigate to the ‘client/web* directory:

mkdir -p khdemni/client/web
cd khdemni/client/web

npm create vite@latest . --template react

2. Installing Project Dependencies:

* Installing necessary packages:

i| npm install

)

3. Set Up Tailwind CSS:

* Installing Tailwind CSS:

npm install -D tailwindcss postcss autoprefixer

npx tailwindcss init

* we Configure Tailwind CSS by editing the ‘tailwind.config.js* file and adding the

necessary import statements in your CSS files.
4. initializing Git Repository:
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» we Initialize a Git repository and make the initial commit:

| git init
git add

git commit -m "Initial commit"

4.5.2.2 Mobile (Flutter)

1. Initializing a Flutter Project:

» we Navigate to the ‘client/mobile* directory and create a new Flutter project:

mkdir -p khdemni/client/mobile
cd khdemni/client/mobile

flutter create

2. Installing Project Dependencies:

* Installing Flutter packages:

flutter pub get

3. Initialize Git Repository:

* Initialize a Git repository and make the initial commit:

git init
2| git add

git commit -m "Initial commit"

4.5.2.3 Back End (Node.js)

1. Initialize a Node.js Project:

* we Navigate to the ‘server® directory and initialize a new Node.js project:

mkdir -p khdemni/server
2| cd khdemni/server

npm init -y
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2. Install Necessary Packages:

* Install essential packages including Express.js and Nodemon:

npm install express

npm install --save-dev nodemon

3. Set Up Nodemon:

* Adding a ‘start® script in ‘package.json‘ to use Nodemon:

"scripts": {

"start": "nodemon index.js"

4. Initialize Git Repository:

* Initializing a Git repository and making the initial commit:

| git init
git add .

git commit -m "Initial commit"

4.5.3 Pushing to GitHub Repository

1. Create a GitHub Repository:

* we Created a new repository on GitHub. We named it ‘khdemni‘ , and this the

repository URL : https://github.com/azerazerty/khdemni.git.
2. Push Local Repository to GitHub:

* Adding the remote repository URL:

| git remote add origin https://github.com/azerazerty/khdemni.

git

* Push the local repository to GitHub:

i| git branch -M main

git push -u origin main
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fe/bricoula_project
$ git push origin main --force
Enumerating objects: done.

: : , done.
Writing objects: 186X (113/113) 8 MiE | s8.88 KiB/s, done.

Total 113 (delta 47), reuse ( a @), pack-reused 8
: Resolving deltas: ( 47), completed with 36 local objects.
oM demni.git

fe/bricoula_project

Figure 4.11: running git push command

Crate READSE mai

-

O sy

bl sk o Ebdeen e pragect

Q v

Figure 4.12: GitHub repo activity up to date

4.6 Testing

4.6.1 Front End Testing

1. Unit Testing with Jest:
* We Ensure Jest is installed in our React project.
* We Write unit tests in the ‘tests‘ directory with a “.test.js* extension.

* In this example we are Writing unit tests in the ‘tests‘ directory for Form Compo-

nent

4.6.2 Back End Testing

1. Unit Testing with Jest:
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Figure 4.13: Front-End Unit Tests Example.

* We Ensure Jest is installed in our Node.js project.
* We Write unit tests in the ‘tests‘ directory with a ‘.test.js* extension.

* In this example we are Writing unit tests in the ‘tests* directory for testing different

Api Endpoints

Test
Snapshots:

Figure 4.14: Back-End End Unit Tests Example.
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4.7 Deployment

4.7.1 Docker and Docker Compose

4.7.1.1 Create Docker Files

1. Front End Docker-file:

* Create a ‘Docker-file* in the ‘client/web* directory:

o

6

# Use the latest Node runtime as the base image

FROM node:latest as builder

# Set the working directory in the container

WORKDIR /app

# Copy package.json and package-lock.json to the working
directory

COPY package.json package-lock.json ./

# Install dependencies

RUN npm install

# Copy the .env file

COPY .env .env

# Copy the rest of the application code

COPY

# Build the React app

RUN npm run build

# Use a smaller image for production

FROM nginx:alpine

# Copy the built app to the nginx web server directory

COPY --from=builder /app/dist /usr/share/nginx/html

# Expose port 80

EXPOSE 80

# Start nginx

"

CMD ["nginx", "-g "daemon off ;"]

2. Back End Docker-file:

* Create a ‘Dockerfile‘ in the ‘server‘ directory:

1

5

3

# Use the latest Node runtime as the base image
FROM node:latest

# Set the working directory in the container
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4| WORKDIR /app

s| # Copy package.json and package-lock.json to the
directory

o/ COPY package.json package-lock.json ./
71 # Install dependencies

g RUN npm install

9| # Copy the .env file

| COPY .env .env

1| # Copy the rest of the application code
| COPY

3| # Expose the backend port

4| EXPOSE 5000

15| # Start the backend server

6| CMD ["npm", "start"]

working

4.7.1.2 Create Docker Compose File

* Create a ‘docker-compose.yml‘ file in the root directory:

version: "3.8"

il services:

4 frontend:

5 build:

6 context: ./Client
7 ports:

8 - "4173:80"

9 env_file:

10 - ./Client/.env

11 depends_on:

12 - backend

14 backend:

15 build:

16 context: ./server
17 ports:

18 - "3000:3000"

19 env_file:

20 - ./server/.env

62




Chapter 4. Implementation

2 depends_on:

22 - mongo

24 mongo :

25 image: mongo:latest
26 ports:

27 - "27017:27017"

28 volumes:

29 - mongo-data:/data/db
30

31l volumes :

32 mongo -data:

4.7.1.3 Running Docker Compose

* To build and start the containers, we run the following command in the root directory:

docker -compose up -build

This command will build the Docker images for both the front end and back end, and
then start the containers, making the application accessible on our local machines at the

specified ports.

Figure 4.15: Docker Compose Building Stage
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Containers

Lst wharied

Temecondsage  ®

Msecondsagn =

I0meconduage  ®

Walkthroughs

Figure 4.17: Docker Final Deployment

The implementation of KHDEMNI involves setting up a robust environment for both de-
velopment and production. By utilizing modern tools and technologies such as Node.js, Vite,
MongoDB, Tailwind CSS, and Docker, we have designed the project to be scalable and main-
tainable. The use of Jest for testing ensures the reliability of the application, while Docker and

Docker Compose facilitate smooth deployment and scalability.
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4.7.2 Final Look of the Platform

After implementing the necessary features and conducting thorough testing, the platform
has achieved its final design and functionality. The user interface is intuitive and user-friendly,

enabling users to easily navigate through different sections and perform various actions.

Khdemni Become a Provider © Request Service Contact Us fis:} Sign In m

Register a New Account

Already have an Account ? Login

, First Name: Last Name:

@ First Name.. IE Last Name.

Username:

D] Choose your Usermame

Choose your Email:

@ Choose your Email

Choose your Password:

Figure 4.18: Sign Up Platform

Khdemni somivoitn ()  cwaw  © s [N

Sign In to Your Account

Don't Have an Account ? Register

Email:

@ Enter your Email

Password:

B Enteryour Password

Figure 4.19: Sign In Platform
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Figure 4.20: Home Page Platform
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Figure 4.21: Profile In Platform
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Khdemni Become a Provider @ Request Service Contact Us ® e @ v

Service is Ongoing @ Zaki Mekkari
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After Requesting Service , you have to walt for Service Provider Approval , f He doss Not
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Job Title: English Teacher
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starting their English learming
journey.

month, youll dive into essential
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Figure 4.22: Platform
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Figure 4.23: Wallet In Platform
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Figure 4.24: Requests in Platform
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Figure 4.26: Create New Offer In Platform

Browse Services @ Provider Dashboard Contact Us

Manage Offers:

OFFER INFO PRICING

Job Title:
English Teacher

Categories:

Tutoring

Job Title:
Plombier

Categories

DATE AND TIME

1:04 PM

Updated At
Thu 06-06-2024 3:11:05 PM

Fri 31 2024 8:42:19 PM

Updated At

@

OFFER #ID

(u]
#1d 665a1

[a]

#id 665a1.

183691,70 DA & @ ¥

OFFER STATUS

FOIT/ORLETE (ACTIVE/INACTIVE)

«©

Figure 4.27: Modify Offer In Platform
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Figure 4.29: Dashboard In web application
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Zaki Mekkari
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you.
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§ CAPand BTP Plumber-Heating Specialist

Reviews and comments

15 402 rostve L) 5 negative

Figure 4.30: Service provider In application
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Figure 4.31: Contact Us In application
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General Conclusion

In conclusion of this thesis, we seek to contribute to the development of an effective plat-
form for providing services in a safe and innovative way, specifically designed for the Algerian
market. Through a comprehensive literature review, we highlighted the guarantee and online
payment system and its working mechanism. In addition, we conducted a comparison and
study of similar platforms, which allowed us to uncover the challenges that users face, such as

payment issues and intense competition.

Based on the research results, we defined and designed the platform requirements, focus-
ing on functional and non-functional aspects to ensure user satisfaction. The database is also
designed and modeled to store and retrieve data efficiently. We used UML diagrams to model
the system explicitly. The implementation and testing phase followed the agile methodology,
using programming languages and frameworks such as MongoDB, Node.js, and React.js. We

ran tests using Jest to verify the functionality and stability of the system.

This thesis provided insights on how to integrate assurance and service provisioning to
create a secure service delivery platform. The platform aims to empower service providers and
provide high-quality services while ensuring a financial system that protects funds until the
service is completed, and provides new and fast search methods. Through these efforts, we
seek to create a startup that meets the needs of service providers and customers. Further and
continuous improvements based on user feedback will be necessary to achieve the objectives

of this memorandum and ensure the startup’s long-term success.
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Figure 5 Service Tracking In Platform
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Figure 6 Wallet In Platform
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Figure 7 Requests in Platform
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Figure 8 Offers In Platform
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Figure 9 Create New Offer In Platform
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Figure 12 Search In Mobile
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Figure 13 Settings In Mobile
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Figure 16 Service provider In application
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Figure 17 Contact Us In Web Application

96




Peer to Peer Secure Escrow Service Platform : ¢ 9,4l (ylgie

JEaX g Jgluzd!

4ol adiSa :(01)J gzl

(.) Aol 241
600 000.00 Tomial) gk 5 43
150 000.00 JRECHOU DR PO:
200 000.00 )il Al 2l

50 000.00 e Gl
3200 000.00 510y 15 sl il oy
720 000.00 PRIV PP PRTEIRTY
1 500 000.00 Ay gl 5 Ahe Y1 o beall 2K g\l
300 000.00 S il gl Clna
700 000.00 TSl el
300 000.00 il 5 ) Sy
360 000.00 o 5alls Al i€l i) 443
200 000.00 FERA I
8 280 000.00 £ sanall

97




Peer to Peer Secure Escrow Service Platform : ¢ 9,4l (ylgie

AL Ayl Asline :(02)J sl

KHDEMNI

ETS DE PRESTATION
ADRESSE: B,B,ARRERIDJ

BILAN PREVISIONNEL

ACTIF IMMOBILISE ( NOM COUR)

Ecarts d'aquis,(goodwill positif)

Immobilisation incoroorelles

IMMOBILISATION XORPORELLES

Terrains

Batiments industriels

Autres immobilisation corporelles 1100000 | 1100000| 1100000 | 2500000 | 4000000

Immobilisation Concession

Immobilisation en cours

Amortissements 220000 440000 660000 | 1160000 | 1960 000

IMMOBILISATION FINANCIERES

Titres mis en équvalence

98



Peer to Peer Secure Escrow Service Platform : ¢ 9,4l (ylgie

Autres particip,et créances ratt,

Autres titres immobilisés

Prets et Autres actifs fin,non cour,

Impot Differés d'actif

ACTIF COURANT

Stocks et encours 0 0 0 0 0
CREANCE ET EMPLOIS ASSIMILES
Clients 200000 | 320000 450 000 700 000| 2 000 000
Autres débiteurs 0 0 0 0 0
Impots et assimilés 0 0 0 0 0
Autres créances et Emploi assimilés 0 0 0 0 0
DISPONIBILITES ET ASSIMILES
plac,et autres actifs fin,couran
Tresorerie 1102000 | 2600000 | 5411000 |16 653000 |20 823000

99



Peer to Peer Secure Escrow Service Platform : ¢ 9,4l (ylgie

CAPITAUX PROPRES
Capital émis 1500000 | 1500000 | 1500000 | 9000000 | 9000000
Capital non appelé
Primes et réserves 0 0 0 0 0
Ecarts de réévaluation
Ecarts d'équvalence
Resultat net 522000 | 1318000 | 2571000 | 4622000 | 5900000
Autres cap,propres/Rep,a nouv, 0 522000 | 1840000 | 4411000 | 9033000

PASSIF NON-COURANTS

Emprunt et dettes financieres 0 0 0 0 0
Impots Différes et provisionnés

Autres dettes non courantes

Prov,et prod,constatés d'avance

PASSIF COURANTS

Fournisseurs et compte rattachés 150 000 230 000 380 000 650 000 920 000
Impots 10 000 10 000 10 000 10 000 10 000
Autres dettes 0 0 0 0 0

Tresorerie passive

100



Peer to Peer Secure Escrow Service Platform : ¢ 9,4l (ylgie

dadgall bl Sblus Jauz :(03)J suzl

Vente de Marchandises

Production Vendue,Vente de travaux

Prestation de servises

2500000 | 3750000 | 7 500 000 | 12 500 000 | 20 000 000

Production immobilsée

Subventions d'exploitation

ACHATS DE MARCHANDISES VENDUES
MATIERES PREMIERES

AUTRES APPROVISIONNEMENTS
AUTRES CONSOMATIONS

SOUS TRAITANCE

LOCATION

ENTRETIEN ET REPARATION

PRIME D'ASSURANCE

RENUMERATION D'INERMIDIAIRES ET HONORAIRES
PUBLICITES

DEPLACEMENT MISSION ET RECEPTION
AUTRES SERVICES

300000

360 000

500000 | 800000| 1100000| 1400000

0 0 0 0 0
360000 | 360000 400 000 500 000

10 000 20 000 30000 50 000 120 000
8 000 23 000 45 000 78 000 140 000
0 0| 200000 400 000 500 000

10 000 27 000 84 000 90 000 130 000

101



Peer to Peer Secure Escrow Service Platform : ¢ 9,4l (ylgie

Charges Personnel ’ ’ 960 000 ‘ 1152 000 ‘ 2 880 000 ‘ 4800 000 ‘ 9 600 000

Impots,taxes et vers,assimilés 0 0 0 0 0

Autres Produits operationnels 0 0 0 0 0
Autres Charges opérationnelles 100000 | 100000 | 250000 300 000 500 000
Dotation aus Amort,et aux prov, 220000| 220000| 220000 500 000 800 000
Reprise sur pertes de val,et ptov,

Produits Financiers 0 0

Charges Financiéres 150 000 400 000

Elements ext,(Produits a preciser)

Elements ext,(Charges a preciser)

Impots exigibles sur resultats ord, 10 000 10 000 10 000 10 000 10 000

Impots defféres (Var,) sur rés,ord,

102



Peer to Peer Secure Escrow Service Platform : ¢ 9,4l (ylgie

2 8Y1 i) :(04) ]

KHDEMNI
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EXERCICE 2024
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Abstract

In this dissertation, we focus on designing and implementing a platform that offers a unique
experience for service providers, freelance contractors, and customers.

Our platform, named "Khedemni," has been created to streamline service operations between
providers and clients. Customers can search for the right professional for their required services, while
service providers can showcase their offerings and interact directly with clients.

Keywords : Mobile applications , Service , UML , Money transfer , Startup .

Dans ce Mémoire, nous concentrons sur la conception et la mise en ceuvre d'une plateforme offrant
une expérience unique aux prestataires de services, aux travailleurs indépendants et aux clients.

Notre plateforme, nommée "Khedemni", a été créée pour rationaliser les opérations de service entre
les prestataires et les clients. Les clients peuvent rechercher le professionnel approprié pour leurs
services requis, tandis que les prestataires de services peuvent présenter leurs offres et interagir
directement avec les clients.

Mots clé : Applications mobiles , Service , UML , Transfert d'argent , Startup .

5N A Nl g8y aall ALaY 53, b 45,40 25 Alale i malad e 5 8000 o2 3 ks

Jalall e Al G K A e Maally culaddll lalal (s Bedal) clilaal) Gl v 38 v sllial) ilaia oL
ot g Al JEE oladd ) welS cculdal Al o sthaall pglasdl i

AU A 58 o) saY) o gad cdas sall Aadail) 45 cdadd (A ganal) il gell Culinlat 3 Agalidal) cilalgl)



	List of Figures
	List of Tables
	General Introduction 
	Literature Review 
	Introduction
	Overview About Escrow
	What Does Escrow Mean
	Types of Escrow 
	Advantages and Disadvantages of Escrow

	Overview About Online Payment System
	What is Online Payment System
	Virtual Money Transfers 
	E-Wallets

	Conclusion

	Peer-to-Peer Platforms and Escrow: A Comparative Overview
	Introduction 
	Peer-To-Peer Service Platforms
	Definition
	Examples of Peer-to-Peer Service Platform Around the World
	Comparison of Popular Peer-to-Peer Platforms:
	Advantages and Disadvantages of Peer-To-Peer Service Platform

	Conclusion

	System Requirements and Design
	Introduction
	Project Management Methodology (Agile)
	Details of Agile Methodology
	Applying agile methodology

	Non-Functional Requirements
	Functional Requirements
	System Design
	System Modeling


	System Requirements and Design
	System Design
	Database Design

	Conclusion

	Implementation
	Introduction
	development frameworks, tools and APIs
	Front-End
	Back-End
	Programming Tools:

	Programming Tasks
	System Architecture 
	High Level System Design
	Model View Controller 
	RESTful Services 
	Socket.IO Overview and Workflow Explanation

	Installation and Project Initialization
	Installation Steps
	Project Initialization
	Pushing to GitHub Repository

	Testing
	Front End Testing
	Back End Testing

	Deployment
	Docker and Docker Compose
	Final Look of the Platform


	General Conclusion 
	References

