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Abstract

Connected vehicles have great potential to enhance road safety, reduce traffic congestion,
and play a vital role in green engineering by reducing pollution and fuel consumption. By
enabling more efficient traffic flow, eco-routing, and optimized driving behaviors, connected
vehicles contribute to a cleaner environment. However, when a vehicle is compromised, it
can pose a serious threat to the entire network due to the potential harm it can cause. One
of the major challenges in vehicular networks is the detection of misbehaving vehicles, which
should then be blacklisted or their certificates revoked. In this work, we propose a novel
scheme that leverages machine learning to accurately detect and classify vehicle behavior,
enabling effective identification and management of misbehaving vehicles. To assess the
effectiveness of our approach, a comprehensive comparative analysis was performed. The
results demonstrate that our model outperforms existing methods in accurately classifying
vehicle behaviors, highlighting its potential for real-world deployment in securing vehicular
networks.

Index Terms :Misbehavior detection, Security, Machine learning, Classification, Eco-Friendly

Mobility.



Résumé

Les véhicules connectés offrent un fort potentiel pour améliorer la sécurité routiere, réduire
les embouteillages et jouer un role essentiel dans I’ingénierie écologique en limitant la pollution
et la consommation de carburant. En facilitant un flux de circulation plus efficace, un routage
éco-responsable et des comportements de conduite optimisés, ces véhicules contribuent a un
environnement plus propre.

Cependant, lorsqu’un véhicule est compromis, il peut représenter une menace sérieuse pour
I’ensemble du réseau en raison des dommages qu’il peut causer. L'un des défis majeurs dans
les réseaux véhiculaires est la détection des véhicules malveillants, qui doivent étre mis sur liste
noire ou voir leurs certificats révoqués.

Dans ce travail, nous proposons un nouveau mécanisme basé sur 1’ apprentissage automatique
permettant de détecter et de classer avec précision le comportement des véhicules, facilitant
ainsi leur identification et leur gestion. Pour évaluer I’efficacité de notre approche, une analyse
comparative approfondie a été réalisée. Les résultats montrent que notre modele surpasse
les méthodes existantes en matiere de classification des comportements, soulignant ainsi son
potentiel d’intégration dans des environnements réels pour renforcer la sécurité des réseaux
véhiculaires.

Mots-clés : Détection de comportements malveillants, sécurité, apprentissage automatique,

classification, mobilité écologique.
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General Introduction

Cooperative Intelligent Transport Systems (C-ITS) promise, on the one hand, to enhance road
safety by reducing accidents. On the other hand, they play a crucial role in creating a greener,
more sustainable transportation ecosystem by reducing pollution and promoting environmen-
tally conscious travel. These goals can be achieved through real-time communica- tion between
vehicles (V2V), infrastructure (V2I), and traffic management systems. C-ITS improve traffic
flow and fuel efficiency, significantly reducing emissions. These systems offer eco-driving
advice, such as optimal acceleration and braking patterns, and suggest routes that minimize
congestion and fuel consumption. C-ITSs also support green engineering objectives by facili-
tating the integration of electric vehicles, prioritizing public transport and non-motorized modes
like bicycles, and promoting smart mobility planning. In addition, they contribute to long-term
environmental goals by reducing traffic-related energy use and enabling infrastructure design
that aligns with sustainable development principles. By combining safety improvements with
pollution reduction and energy efficiency, C-ITS are a cornerstone of future green transportation

systems.

C-ITS are built upon a complex network of communication types that go far beyond simple
car-to-car interaction. These systems facilitate diverse forms of real-time communication, such
as interactions between vehicles (V2V), links connecting vehicles with roadside infrastructure
(V2I), exchanges between infrastructure components (I12I), and communication with pedestrians
(V2P). Altogether, these interactions fall under the umbrella of vehicle-to-everything, or V2X,
highlighting the broad connectivity that defines modern smart transportation environments. This
integrated communication approach enables different elements of the transport ecosystem to

coordinate efficiently, adapt to real-time situations, and enhance overall system responsiveness.



General Introduction

Despite technological advances, vehicles especially those operated manually remain a key risk
factor on roads. However, the landscape is evolving rapidly with the introduction of intelligent
transport solutions, particularly the cooperative capabilities offered by C-ITS. The vision for the
near future is that every connected vehicle will function as a dynamic data node, gathering and
sharing information anonymously with central traffic control systems. These systems will then
analyze the inputs immediately and issue targeted notifications to only those road users who are
directly affected by potential hazards. Whether it’s alerting a driver to a traffic jam ahead or
warning of a pedestrian stepping into the street, the aim is to deliver only the most relevant and

timely information ultimately making mobility safer, smarter, and more efficient.

In order to meet the objectives mentioned above, C-ITS enable smooth data exchange between
mobile nodes through wireless communication technologies such as Dedicated Short- Range
Communications (DSRC) and 5G. C-ITS applications share sensitive data (such as identity,
location, speed, direc- tion, etc.) for informed decision-making. The accuracy of a node’s
location information is especially critical, as it directly affects the reliability of the system.
Unfortunately, vehicles are exposed to various cyber-security threats, including Sybil attacks,
where an attacker generates multiple fake identities to manipulate the network, denial of service
(DoS) attacks that disrupt communication by overloading the network, as well as identity

spoofing and eavesdropping, which compromise data integrity and confidentiality.

Intrusion detection in Vehicular Ad Hoc Networks (VANETSs) has been extensively studied
using centralized, decentralized, and distributed approaches to combat various attacks such
as Sybil, black-hole, DoS, and position falsifica- tion. Centralized systems rely on trusted
authorities to collect and analyze data, while decentralized approaches use local nodes like Road
Side Units (RSU) or cluster heads to monitor behavior using game theory, neural networks, or
filtering techniques. Distributed systems allow vehicles to detect threats collaboratively through
consistency checks, signal analysis, or trajectory comparisons. Recently, machine learning-
based methods have gained traction, particularly for detecting posi- tion falsification attacks.
These models use various features such as signal strength, velocity, trajectory plausibility, and

movement patterns.[ ]

In this study, we focus exclusively on machine learning- based approaches to address position

falsification attacks. We propose a novel detection model that uses the XGBOOST framework,



General Introduction

which is designed to improve accuracy, robustness, and real-time performance. Our approach

demonstrates the potential of advanced machine learning techniques in securing location-based

services against malicious manipulation.

This work is organized into five main chapters:

The first chapter addresses Vehicular Ad Hoc Networks (VANETS).

Chapter 2 details the key concepts related to Intelligent Transportation Systems (ITS) and
highlights the technologies that contribute to optimizing traffic management, road safety,

and transportation efficiency in urban environments.
Chapter 3 focuses on security issues in VANETS.
Chapter 4 is dedicated to the analysis of position spoofing attacks.

Chapter 5 presents the proposed solution for identifying malicious behaviors in vehicular
networks. It outlines the experimental context, the implemented methods, the obtained

results, and provides a discussion on the performance of the proposed model.

Finally, a general conclusion summarizes the contributions of this research, highlights

the encountered limitations, and suggests directions for future work.



Chapter 1

Vehicular Ad Hoc Networks (VANETS)

1.1 Introduction

"Intelligent transportation system (ITS) is an advanced application that aims to provide
services relating to different modes of transport and traffic management and enable users to be
better informed and make safer, more coordinated, and *smarter’ use of transport networks".[2]

ITS adds intelligence to either the vehicle, the infrastructure or the VRU. Vehicle ITS
systems, which were shown to have a high safety potential,Infrastructures can be made more
intelligent through sensors near traffic lights, which for example allow providing safe crossing
to elderly pedestrians and persons with special needs, and providing green waves for cyclists.
Today the importance of ITS increase rapidly where Cities face urgent transport challenges.
Many are starting to tackle them by implementing new intelligent transport systems, and some
have achieved impressive benefits. ITS technology can contribute to the safety and mobility
vulnerable road users by enhancing the vehicle and transportation infrastructure. This will

enable road users, including pedestrians and drivers, to safely utilize transportation networks.[3]

1.2 Definition

VANETs are an emerging technology derived from Mobile Ad Hoc Networks (MANETS),
where the mobile nodes are intelligent vehicles equipped with high-end technologies (computers,
radars,GPS , various types of sensors, and network devices). VANETSs enable inter-vehicle com-
munications (V2V) and vehicle-to-infrastructure communications (V2I). The different nodes

can exchange alerts or useful information to improve road traffic safety. They can also share

10



Chapter 1: Vehicular Ad Hoc Networks (VANETS)

data (music, videos, advertisements, etc.) to make the time spent on the road more pleasant and
less boring. VANETSs are based on two types of applications: those that form the core of an ITS

aimed at improving road safety, and those deployed for the comfort of passengers.[4]

1.3 Architecture

TA (Trusted Authority)

| =B

Registration

Figure 1.1: Architecture of Vanet[5].

A VANET Network primarily consists of three entities:

1.3.1 On Board Unit (OBU)

A vehicle in a VANET is equipped with an On Board Unit (OBU), enabling communication
with RSUs (V2I) and with other vehicles (V2V). It periodically broadcasts safety messages
containing sensitive information such as location, timestamp, velocity, identity, and more. Our
misbehavior detection module, based on machine learning, will be installed on each vehicle to
ensure a rapid response to any suspicious or abnormal situations. The module continuously
monitors incoming messages and classifies them in real time, reporting any detected anomalies

to the Trusted Authority (TA) immediately.

11
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1.3.2 Road Side Unit (RSU)

These entities operate under the authority of the Trusted Authorities (TAs). They are
deployed along the roadside and may include devices such as traffic lights, street lamps, or
other infrastructure components. Their primary role is to support the TA in managing vehicle
movement and overall traffic flow. Additionally, they serve as access points to the network and

to various types of traffic-related information.[6]

1.3.3 Public Key Infrastructure(PKI)

PKI is a set of physical components (computers, cryptographic software tools, or hardware),
human procedures (such as checks and validation), and software (both system and application)

designed to manage the public keys of users within a system.[7]

1.3.4 Trusted Authority (TA)

The Trusted Authority (TA) serves as the unique trusted entity in the system. It can act as
the Public Key Infrastructure (PKI) or as another authority authorized by the PKI. It manages
all critical operations such as vehicle registration, key management, verification, and more.
Due to its sample storage and computational resources, the TA securely handles these essential
transactions. Additionally, if a vehicle exhibits malicious behavior, the TA has the authority to

revoke its certificate to maintain system integrity.

1.3.5 Certificate Authority(CA)

The Certificate Authority (CA) is the most critical component of the Public Key Infrastruc-
ture (PKI), owing to its central role in the various communication and trust mechanisms within
the system. The CA is responsible for the issuance and management of digital certificates.
Specifically, it generates public key certificates and ensures both the integrity and authenticity
of their contents by digitally signing them with its private key. In order to issue a certificate,
the CA must first receive a certification request, which includes the public key of the requesting

entity.[8]

12
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1.3.6 Difference

In vehicular ad-hoc networks (VANETS), the Trusted Authority (TA) serves as the central en-
tity, supervising and controlling the system’s security framework [9]. The Certificate Authority
(CA), under TA’s oversight, manages the issuance and validation of digital certificates, ensuring
trust in communications [!0]. The Public Key Infrastructure (PKI), built on CA’s certificate
management, provides the infrastructure for secure vehicle-to-vehicle interactions [ | 1]. This hi-
erarchical flow TA to CA to PKI enables secure data exchange, with the TA revoking certificates
to maintain integrity if needed [12]. Vehicles utilize the PKI to authenticate messages, relying
on the CA’s signed certificates and the TA’s authority [9]. The TA’s role extends beyond PKI
to include registration and key management, distinguishing it from the CA’s focused certificate
duties [ 10]. The CA operates within the PKI framework, bridging the TA’s trust anchor role with
practical certificate deployment [I1]. This structure ensures scalability and security, critical
for dynamic VANET environments [|2]. The TA’s control over the CA prevents unauthorized
certificate issuance, safeguarding the PKI’s reliability [9]. Together, these components form a
robust trust chain, essential for emergency message dissemination in VANETS,as it’s illustrated

in Figure 1.1 . [10].

1.4 Standardized Communication Framework

Dedicated standardization committees are actively refining a comprehensive suite of stan-

dards to govern Vehicular Ad Hoc Networks (VANETs). Prominent among these are the IEEE
1609.x family, the IEEE 802.11p standard for physical and MAC layers, and the overarching
Wireless Access in Vehicular Environments (WAVE) architecture.
The WAVE suite itself establishes a layered communication model, specifically designed to en-
able devices compliant with the IEEE 802.11 standard to operate seamlessly over the Dedicated
Short-Range Communication (DSRC) frequency band. Further detailing this ecosystem, the
IEEE 1609 family of standards delineates the core architecture, along with the requisite proto-
cols, services, and interfaces. These elements are crucial for ensuring that all WAVE-compliant
stations can interoperate effectively within the dynamic VANET environment. Significantly,
the WAVE architecture also incorporates foundational provisions that define the security mech-
anisms for message exchange between vehicular nodes.

Collectively, these WAVE standards provide a robust and essential platform for the development

13



Chapter 1: Vehicular Ad Hoc Networks (VANETS)

and deployment of a wide spectrum of VANET applications. These applications span critical
domains such as road safety and network security, enhanced navigation services, automated
toll collection systems, and the dissemination of real-time traffic alerts. The interrelation of the
various standards within the IEEE 1609 WAVE architecture, particularly their alignment with

the OSI reference model[ | 3], is further elucidated in Figure 1.2

Application(1609.6)

Facilities (1609.6)
= —~| <
v o
E - = Transport & Network Layer
S| N1 2| = (1609.3)
= | 2| = T Y '
< = o 5
= o = = TCP I UDP
= by = £ WSMP
g g g T IPv6
i = g S|k = <
(¥ o
w sl Z| = Logic Link Control (802.2)
=T e = s
= S - MAC (802.11) ]

=| S|
Physical (802.11p) ]

Figure 1.2: ]
WAVE Architecture and Protocol Stack. [IEEE 1609.0-2013][13].

In the regulatory landscape of the United States, the Federal Communications Commis-
sion (FCC) has specifically allocated the DSRC spectrum, which ranges from 5.850 GHz to
5.925 GHz. This allocated band is meticulously structured into seven distinct 10 MHz wide
channels, identified numerically as 172, 174, 176, 178, 180, 182, and 184. To promote broad
interoperability and expedite the standardization process, the DSRC band operates on a license-
by-rule basis. This approach means that while individual operational licenses are not required,
the use of this spectrum is nevertheless subject to stringent regulations to ensure orderly and

interference-free access[ | 3]. As illustrated in Figure 1.3

Critical Service Service Control Service Service High-Power
Safety of Life Channel Channel Channel Channel Channel Public Safety
(Reserved) (SCH) (SCH) (CCH) (SCH) (SCH) (Reserved)
Ch172 Ch174 Chl76 Ch178 Ch180 Ch182 Ch184
5.860 GHz 5.870 GHz 5.880 GHz 5.890 GHz 5.900 GHz 5.910 GHz 5.920 GHz

Figure 1.3: DSRC Spectrum Allocation[ ! 3].
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the centrally positioned channel, 178, is designated as the Control Channel (CCH), piv-
otal for system management and coordination. Flanking this, two channels at the spectrum’s
extremes, namely 172 and 184, are exclusively reserved for vital safety-of-life applications,
including emerging technologies for accident avoidance. More specifically, channel 172 is
optimized for applications that demand high availability and consistently low latency, while
channel 184 is intended for higher-power transmissions and broader public safety communica-
tions. The remaining four channels operate as Service Channels (SCHs), offering flexibility for
a combination of both safety-critical and non-safety-related applications, such as infotainment
or general data services.
This strategic partitioning of the bandwidth, with its clear prioritization of safety-critical com-
munications, unequivocally underscores the paramount importance of ensuring robust safety

features within the entire VANET application ecosystem.[ | 3]

1.5 Communication modes

In VANETS:, there are primarily the fixed entities that make up the infrastructure (RSUs
and TAs) and the vehicles. To exchange the various pieces of information and data related
to road-user safety and comfort, these different entities must establish communications among
themselves. For this reason, two types of communications are distinguished: vehicle-to-vehicle

(V2V) and vehicle-to-infrastructure (V2I).

1.5.1 Vehicle to Vehicle(V2V)

This mode of communication operates using devices installed in vehicles called On-Board
Units (OBUs), following a decentralized architecture. Communication between two vehicles
takes place directly, in inter-vehicular ad hoc mode. They do not need to rely on infrastructure
to communicate, as long as each vehicle is within the other’s radio range. Otherwise, they
rely on other vehicles to act as relays (intermediaries). This kind of transmission is known as

multi-hop communication.

1.5.2 Vehicle to Infrastructure(V2I)

Vehicle-to-Infrastructure (V2I) communication is also referred to as infrastructure mode

communication. This communication mode is made possible by the various entities within the
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VANET network. In fact, the On-Board Units (OBUs) in vehicles, the Road Side Units (RSUs)
placed along the roads, and even the Trusted Authorities (TAs) all work together to enable
communication within the vehicular network. This mode of communication provides stronger
connectivity compared to Vehicle-to-Vehicle (V2V) communication. It also ensures better
utilization of network resources.also, it enables vehicles to benefit from additional features and

services, such as Internet access and weather information.[14]

1.5.3 Vehicle to Pedestrian(V2P)

Vehicle-to-Pedestrian (V2P) communication refers to the exchange of information between
vehicles and pedestrians. This type of communication can be used to warn drivers of a pedestrian
crossing, thereby enhancing pedestrian safety—even under low-visibility conditions such as at
night, in fog, or during heavy rain. Pedestrians’ mobile or wearable devices can be used to
facilitate V2P communication. This functionality plays a crucial role in ensuring the overall

safety of all individuals present near or on the roadway.[ | 5]

V2I
Communication

A: IEEE 802.11p

B: Wired Communication

Figure 1.4: VANET’s communication modes

[16]

1.6 Applications of VANETS

VANETs applications can be broadly classified into three main categories: safety appli-
cations, traffic efficiency applications, and infotainment or commercial applications. These
applications aim to enhance road safety, optimize traffic flow, and provide comfort and conve-

nience to drivers and passengers.
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1.6.1 Safety Applications

Safety applications are the primary motivation for VANETS, focusing on reducing the
number of traffic accidents and enhancing road safety. These applications provide real-time
information to drivers about road conditions, nearby vehicles, and potential hazards. Examples

include:

* Collision Avoidance: Vehicles exchange information about their speed, position, and

direction to detect potential collisions and warn drivers in advance.

* Emergency Warning Messages: In case of sudden braking, accidents, or road obstacles,

vehicles broadcast warning messages to nearby vehicles to prevent chain collisions.

* Road Hazard Notifications: Alerts about dangerous road conditions, such as slippery

roads, fog, or construction zones, are disseminated to improve driver awareness.

1.6.2 Traffic Efficiency Applications

Traffic efficiency applications aim to optimize traffic flow, reduce congestion, and improve
travel times. By enabling vehicles to share information about traffic conditions and road status,

these applications help drivers make informed decisions. Key examples include:

* Traffic Management: Real-time traffic data is collected and shared to guide drivers

toward less congested routes, reducing travel delays.

* Route Optimization: Vehicles receive updates on road conditions, traffic signals, and

alternative routes to minimize travel time and fuel consumption.

1.6.3 Infotainment and Commercial Applications

Infotainment and commercial applications focus on enhancing driver and passenger com-
fort by providing non-safety-related services. These applications leverage VANETSs to deliver

location-based and context-aware information. Examples include:

* Location-Based Services: Information about nearby restaurants, petrol stations, parking

spots, or tourist attractions is provided to drivers.
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* Internet Access: Vehicles connect to roadside gateways or other vehicles to provide

passengers with internet access for entertainment or work.

* Adbvertising and Commercial Services: Businesses broadcast advertisements or promo-

tions to vehicles passing through specific areas, such as discounts at nearby stores.
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Chapter 2

Al and its Role in ITS

2.1 Definition

Al being a specialized field, is concerned with the creation of systems, which, when called
upon, can perform tasks that normally require human cognitive processes. It is, as Russell
and Norvig (2010) put it, “the study of agents that receive percepts from the environment and
perform actions.”

This field ranges over many fields including logic, probability, learning, reasoning, and
perception. Further, it poses significant societal concerns such as fairness, trustworthiness, and

safety. Its uses range from microelectronic devices[!7].

2.2 Historical Overview of Al

To better understand the current role and potential of Al it is essential to explore its historical

development, particularly in connection with education and human cognition[ | £]:

2.2.1 Initial Establishment (1960s-1970s)

* Al was connected to educational study from inception through Seymour Papert, a founder

of constructivist thought and co-author of the Logo programming language.

* Seymour Papert created a new programming language for children in 1966 in collaboration
with Wally Feurzeig while at BBN. The new language was Logo, based on Lisp but

simplified for educational use.
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* In 1969, Papert and Cynthia Solomon left BBN and formed the Logo Group at the MIT

Laboratory, continuing to develop the language and consider educational uses.

2.2.2 Symbolic AI and Education

Some early Al projects included:

* Natural language processing
 Creation of music, poetry, and other arts experiences

» Simple games such as Tic Tac Toe

In 1971, Papert & Solomon argued that Al should play an important role in computer-

based learning.

In 1977, Ken Kahn described three roles of Al in education, including:
* As atool for creativity for learners
* As an interactive environment using Al

* As a theoretical model for planning learning experiences

2.2.3 Prologue and Logic (1980s)

The Prolog programming language was introduced into schools, for example Bob Kowalski
in 1978.

Two lines of development evolved:
* A simple syntax to support simple deductive reasoning
* Interactive environments to engage learners in understanding inference mechanisms.

Students were using Prolog to build semantic networks and investigate educational topics using

logic-based explanations.
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2.2.4 Transition to Machine Learning (2010-2020)

Beginning in 2012, the field of Al research changed to promote deep neural networks for

applications as it reached significant milestones in:

Machine translation.
* Image and speech recognition.

* Playing games such as Go, chess, and Atari.

In 2017, a new generation of tools for children was released, notably:

Machine Learning for Kids (Dale Lane)

Google Teachable Machine

Cognimates (MIT Media Lab)

Snap ! with TensorFlow.js (Kahn & Winters)

2.3 Al: Domains and Applications

Al is among the key 21st-century technologies that is already disrupting the entire spectrum
from health care to farming to education. The most important branches of Al and its multiple

applications, the opportunities and challenges that come with them are discussed below.

2.3.1 Basic Areas of Artificial Intelligence

2.3.1.1 Machine Learning and Deep Learning

Machine Learning (ML) enables learning from data without human programming, such as
supervised, unsupervised, and reinforcement learning. Deep Learning is a subfield of ML that
uses artificial neural networks to handle complex data, used in the area of image identification

and language understanding.[ 1 9]
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Figure 2.1: Al vs. Machine learning vs. Deep learning [20]

2.3.1.2 Natural Language Processing (NLP)

NLP enables machines to comprehend human language, and this is used to build applications
like machine translation, sentiment analysis, and virtual assistants. Applications extensively

use such models as GPT-4 and BERT. [21]

2.3.1.3 Computer Vision

Computer vision (CV) enhances ITS by processing visual data from cameras and sensors,
improving safety and efficiency in vehicular networks like VANETSs. Key applications include
Automatic Number Plate Recognition (ANPR), traffic sign detection, vehicle/pedestrian detec-
tion, lane/obstacle detection, and anomaly detection for misbehavior in VANETS, using deep

learning models like YOLOI11 and Vision Transformers (ViTs) [22, 23]. Recent advance-
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ments involve edge computing for real-time processing, self-supervised learning to reduce data
needs, and 3D vision for autonomous navigation [24]. Challenges include adverse weather,
privacy concerns, and computational demands, with future trends focusing on generative Al
and multimodal models [25].

2.3.1.4 Robotics and Autonomous Systems

Robotics combines mechanical engineering and Al for the purpose of developing technolo-
gies that can operate within their environment, such as industrial robots, drones, and autonomous

cars.

2.3.2 Practical Applications

2.3.2.1 Online Commerce and Personal Services

Recommendation engines process user activity to offer personalized recommendations,
while chat-bots improve customer service.[2 ]
2.3.2.2 Cybersecurity

ML models are able to find the unusual in network behavior and effectively defend against
cyber threats.
2.3.2.3 Healthcare

Algorithms crunch medical records to predict which patients will get sick, and robots assist
with delicate surgeries.
2.3.2.4 Agriculture

Al-based tools help monitor the health of agriculture and predict the optimal planting time
and conditions to drive efficiency and sustainability.
2.3.2.5 Financial Services

Corporations are relying on neural networks to detect fraud and to make better credit

decisions, and in algorithmic trading.
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2.3.2.6 Urban and Transport Planning

Automatic driving algorithms accelerate traffic, and reduce wear and tear on infrastructure.

2.4 Role of AIinITS

Traffic
Management

Autonomous
Vehicles

Safety
Systems

‘ Maintenance ‘

& Prediction

(Mobility)

User Services ‘

Figure 2.2: Role of Al in ITS

Al plays a foundational role in the construction and
optimization of ITS. It enables adaptive, predictive,
and autonomous functionalities that significantly
enhance the efficiency, safety, and sustainability of

transportation systems.

Figure 2.2 The diagram illustrates the main func-
tional domains involved in Intelligent Transportation
Systems.It highlights five core components: traffic
management, autonomous vehicles, safety systems,
predictive maintenance, and user services. Based on
these components, this section presents three key ar-
eas in which Artificial Intelligence significantly con-
tributes to ITS(Traffic Management and Optimiza-
tion,Safety and Risk Detection,Anomaly Detection

and Attack Prevention).

» Al serves as a central component in modern ITS development. It is crucial in traffic

management, autonomous vehicle control, safety systems, predictive maintenance, and

user services. These domains are interconnected through intelligent data analysis and

decision-making capabilities enabled by Al technologies.

* A key application of Al is in traffic management. Intelligent systems process data from

real-time sensors, GPS, and surveillance cameras to anticipate traffic volumes, optimize

traffic light timings, and suggest alternative routes. These applications contribute to

reducing travel time and air pollution—especially in densely congested urban areas.
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* Al also drives the development of smart infrastructure. V2V and V2I communications
help ensure coordinated movement, early warnings, hazard detection, and optimal use of

road capacity.

* Moreover, personalized mobility services benefit from Al by leveraging user behavior
and preferences to improve service delivery. This supports multi-modal route planning

and fosters the design of innovative transport solutions.

* Reliable Al-driven analysis can be used for predictive diagnostics of vehicles and in-
frastructure components. It helps minimize downtime and costs associated with regular

maintenance by identifying faults before they occur.

» Al greatly contributes to the improvement of safety in ITS. Smart systems can detect
potentially dangerous behavior, obstacles, or pedestrians and trigger emergency responses

without human intervention.

* Finally, Al supports the advancement of sustainable mobility. It optimizes fuel efficiency,
enables electric vehicle management, and encourages eco-friendly driving behaviors,

helping to reduce the environmental footprint of urban transportation.[26]

2.5 Machine Learning

Machine learning is a branch of Artificial Intelligence that focuses on developing models
and algorithms that let computers learn from data without being explicitly programmed for
every task. In simple words, ML teaches the systems to think and understand like humans by
learning from the data.[27]

It can be broadly categorized into four types: Figure 2.3 shows the types of ML.
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2.5.1 Categories of Machine Learning

Types of
Machine Learning

[
[ Supervised ]

[Unsupervised]

( Semi-Supervised]

[Reinforcement]

Figure 2.3: Types of Machine Learning [27]

2.5.1.1 Supervised Learning

Supervised learning is a branch of machine learning in which algorithms are trained using
datasets where each input example is associated with a known output label. During training,
the model makes predictions and is corrected by comparing them to the true labels, gradually
adjusting its internal parameters to reduce errors. Once trained, the model can apply this learned
mapping to infer labels for new, unseen data. Common applications include :
classification Where the output is a categorical variable (e.g., spam vs. non-spam emails, yes
VS. NO).
regression Where the output is a continuous variable (e.g., predicting house prices, stock

prices).[28]

2.5.1.2 Unsupervised Learning

Unsupervised learning is a machine learning technique in which the algorithm is used on
data that neither has labeled nor obvious output. The ultimate goal of exploratory data analysis
is to find structures, patterns, groupings and trends in data. Instead of being trained with
known targets, the model processes the input data and groups them according to similarities or
statistical links. Such a strategy is usually considered for clustering, dimensionality reduction

and pattern recognition purposes.[29]
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2.5.1.3 Reinforcement Learning

Reinforcement learning is a machine learning paradigm where an agent learns to take deci-
sions after interacting with the environment. The agent takes actions and observes rewards or
punishments. It adapts its strategy over time to maximize its cumulative reward. Unsupervised
learning is different from reinforcement learning because the latter does not need annotated
input/output instances. Rather, the agent learns from, and is updated by, the consequences of
its actions, which is particularly suited for sequential decision-making problems (e.g., robotics,

game).[30]

* In the present work, we concentrate specifically on the classification task of supervised

learning.the very component on which our research is built.

2.5.2 Common Classification Algorithms

Classification can be subdivided into several supervised learning approaches, each with
distinct characteristics and use-cases. Below are some of the most widely adopted classification
algorithms:The main algorithms used in this work are illustrated in Table 2.1 and are briefly

described below[28].
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Table 2.1: Overview of common classification algorithms

Algorithm

Description

Decision Tree

the outcomes.

A decision tree is a tree-like structure that models de-
cisions and their possible consequences. Internal nodes

represent decision criteria, while terminal nodes denote

Random Forest

overfitting and increase robustness.

This method combines multiple decision trees trained on
different subsets of data and features. The final prediction
is typically based on the majority vote (classification) or

average (regression) of all trees. Random Forests reduce

Support Vector Machine (SVM)

and structured data.

The SVM algorithm finds the optimal hyperplane in an n-
dimensional space that separates data into distinct classes.
The data points used to define this hyperplane are called

support vectors. SVMs are effective for high-dimensional

K-Nearest Neighbors (KNN)

similar examples from the training dataset.

choice of k and the distance metric used.

KNN classifies a new input by identifying the k most
The final
prediction depends on the majority class or average value

among these neighbors. Its accuracy is sensitive to the

Gradient Boosting

ner.

Gradient Boosting builds a strong predictive model by
combining multiple weak learners, typically decision
trees. Each new model is trained to correct the errors

made by previous ones in a sequential and additive man-
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2.6 Deep Learning

2.6.1 Definition and Key Concepts

Deep learning models are computational structures trained by data scientists to perform
specific tasks with minimal human intervention. These models consist of predefined sequences
of algorithms that guide how data should be processed and interpreted. Through this training
approach, deep learning systems are capable of identifying complex patterns in various data

formats such as text, images, and audio.[3 1]

2.6.2 Deep Learning and Neural Networks

Deep learning uses a multi-layered structure of algorithms called neural networks[32]:
* Input layer: Data enters through the input layer.

* Hidden layers: Hidden layers process and transport data to other layers.

* Output layer: The final result or prediction is made in the output layer.

Figure 2.4 A general example illustrating how a deep learning model works through multiple

interconnected layers.

Figure 2.4: Layered Structure of a Deep Neural Network
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2.7 Deep learning methods

Convolutional neural network (CNN) Recurrent neural network (RNN), De noising autoen-
coder (DAE), deep belief networks (DBNs), Long Short-Term Memory (LSTM) are the most

popular deep learning methods have been widely used.[33]

* Convolutional Neural Networks (CNNs) are widely used for image processing and
consist of convolutional, pooling, and fully connected layers, with training based on

forward propagation and backpropagation.

* recurrent Neural Networks (RNNs) are designed to process sequential data like speech,
handwriting, and text. They use cyclic connections that allow information to persist over
time, storing previous inputs in hidden states to influence current outputs. Although
RNNs are a newer deep learning technique, they are already applied in areas such as

energy forecasting, hydrology, navigation, expert systems, and economics.

* The Denoising AutoEncoder (DAE) is a type of autoencoder designed to learn repre-
sentations from noisy data. It consists of three layers: input, encoding, and decoding.
An advanced version, the Stacked Denoising AutoEncoder (SDAE), enables nonlinear
dimensionality reduction through a deep architecture and pre-training. DAE is increas-
ingly applied in various fields such as energy forecasting, cybersecurity, finance, fraud

detection, image classification, and speaker recognition.

* Deep Belief Networks (DBNs) are based on Restricted Boltzmann Machines, which
are used to learn high-dimensional representations. Their applications include emotion

detection, economic forecasting, medical image segmentation, and cancer diagnosis.

* Long Short-Term Memory (LSTM) is a variant of Recurrent Neural Networks designed
to better manage long-term dependencies in sequential data. It is applied in fields such
as geological modeling, air quality assessment, solar and wind energy forecasting, and

seismic analysis.

2.8 Comparative Overview: ML vs DL in VANETS

ML and DL are two types of artificial intelligence techniques that are commonly used

in VANETs. They differ mainly with respect to data needs, computational demands, model
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complexities, and flexibility.

The typical machine learning only takes long for medium-sized datasets, but in addition requires
manual feature selection. With advantages of quick training, low-cost resources and better
interpretability, it is appropriate for embedded systems like on-board units in vehicles.

Deep learning, on the other hand, needs huge amounts of data (most of the time with no
structure) and is based on advanced architectures like CNN or RNN/LSTM. These models can
effectively extract the relevant features of the input on their own, and they perform really well
on challenging tasks like image recognition, trajectory prediction, or online anomaly detection.
But the application of traditional PKIs in VANETS is relatively difficult as the former impose
great requirements on processing powers and storage space. To sum up ML is preferable for
light weight and fast applications,while DL is more suitable for data-intensive scenarios that

require deep analysis.[34]

2.9 Local and Regional Large Language Models (LLMs)

Several countries have recently initiated the development of localized large language models
(LLMs) designed to align with their specific linguistic and cultural contexts. These efforts focus
on enhancing Al systems’ capabilities to understand and generate human language while incor-
porating regional dialects, expressions, and nuances. In Algeria, projects such as DziriBERT

and DarjaBERT, tailored for Algerian Arabic (Darja), represent early advancements in this area.

2.9.1 DziriBERT

DziriBERT is a pre-trained language model developed to process Algerian dialectal Arabic.
Built upon the BERT (Bidirectional Encoder Representations from Transformers) architecture,
it was trained using Algerian Arabic text data collected from social media platforms, including
Facebook and Twitter. The model was developed through a collaboration involving researchers
from Meta Al and the Algerian research community. DziriBERT supports various natural

language processing (NLP) tasks, such as:
* Text classification
» Sentiment analysis

* Named entity recognition
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¢ Dialect identification

Although not as expansive as large-scale models like GPT-3, DziriBERT demonstrates the adapt-

ability of transformer-based architectures for low-resource dialects like Algerian Darja [35].

2.9.2 DarjaBERT

DarjaBERT is another Algerian initiative focused on developing transformer models for
Algerian spoken Arabic, particularly targeting informal dialectal texts found in social media

and everyday conversations. It plays a significant role in:
* Chatbot development
* Informal language comprehension
* Transliteration tasks

While information on DarjaBERT remains limited, it is actively being researched and developed

within Algerian universities as part of regional Al initiatives [36].
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Security in Vehicular Networks

3.1 Introduction

Security in VANETSs is a fundamental pillar for ensuring the reliability, confidentiality, and
integrity of communications between vehicles and infrastructure. With the increasing adoption
of C-ITS, potential cybersecurity threats are also increasing. This chapter explores the specific
security characteristics of VANETs, common types of threats, and the essential requirements

needed to establish a secure and trustworthy environment.

3.2 Security Characteristics

To ensure trust and reliability in VANETS, various security requirements must be addressed
during the design and implementation of communication protocols and systems. These require-
ments are essential for protecting the integrity, confidentiality, and availability of exchanged
messages between vehicles V2V and V2I. The following are the key security requirements in

VANETs:[37]
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Figure 3.1: VANET security requirements
3.2.1 Authentication

Authentication ensures that entities participating in the network are truly who they claim
to be. It allows nodes to verify the legitimacy of other nodes before accepting or acting on
received messages. Two types of authentication are commonly considered: message authen-
tication, which ensures that the source of a message can be traced, and entity authentication,
which identifies the sender as a valid participant in the network. Authentication is critical for

maintaining cooperation among vehicles and preventing impersonation attacks.

3.2.2 Confidentiality

Confidentiality refers to the protection of sensitive data from unauthorized access. Only
authorized entities should be able to access and interpret messages transmitted over the network.
This is typically achieved through symmetric or asymmetric encryption algorithms. In the
context of VANETS, confidentiality helps prevent adversaries from tracking vehicle locations or

eavesdropping on private communications.

3.2.3 Availability

Availability ensures that authorized users have continuous and timely access to network ser-

vices. This requirement is vital for traffic management applications and safety-related services
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that rely on real-time information. Maintaining availability requires robust communication
infrastructure and protocols capable of withstanding Denial-of-Service (DoS) attacks or other
disruptions. High availability contributes directly to the efficiency and reliability of intelligent

transportation systems.

3.2.4 Integrity

Integrity guarantees that messages have not been altered during transmission, either acciden-
tally or intentionally. Ensuring data integrity involves detecting any unauthorized modification
of data, which can be achieved using cryptographic hash functions or digital signatures. In wire-
less environments such as VANETSs, data integrity can also be challenged by signal interference

or transmission errors, which must be distinguished from malicious tampering.

3.2.5 Non-repudiation

Non-repudiation ensures that the origin of a message cannot deny having sent it. This
requirement is crucial for accountability in vehicular communications. It allows for the iden-
tification of malicious actors and supports evidence gathering in case of disputes or legal
investigations. Digital signatures are often used to achieve non-repudiation, particularly in

safety-critical messages and traffic regulation enforcement scenarios.

3.3 Security Threats

VANETs are based on an open and decentralized architecture, which makes them particularly
vulnerable to a wide range of security threats. The continuous exchange of critical data such
as vehicle position, speed, and trajectory creates opportunities for malicious actors to exploit
the network. These attacks may disrupt communication, compromise sensitive information, or
alter system behavior in ways that pose safety risks to road users. This section outlines the main
categories of attacks identified in the literature, with a focus on their impact on the core security
requirements: confidentiality, integrity, availability, and non-repudiation [14].

Figure 3.2 :The diagram shows a malicious vehicle attempting to compromise the network
through specific threats, such as eavesdropping on wireless communications, launching Dos
attacks against the TA, or conducting linkability attacks to trace a vehicle’s identity. Forward

and backward attacks are also shown, indicating message manipulation between RSUs and
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vehicles. This visual representation underscores the need for a multi-layered security strategy

capable of defending each element of the system against diverse and coordinated threats.

Malicious
vehicle

R o
\ o Linkability atiack o
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Forward/backward attack
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Figure 3.2: Threat model in a VANET [39].

3.3.1 Denial of Service (DoS)

DoS attacks aim to exclude legitimate users from network services by flooding the network
with false or useless traffic. In VANETS, this may disrupt crucial applications like collision
avoidance and emergency warnings by jamming channels or overwhelming them with bogus
data. These attacks compromise system availability and may cause severe traffic congestion
or accidents. Countermeasures include frequency hopping, channel switching, and intrusion

detection systems.[40]

3.3.2 Sybil Attacks

In a Sybil attack, a malicious node generates multiple fake identities to deceive the sys-
tem. This can disrupt traffic control by injecting false data, such as fake congestion alerts.
Because of VANETs’ decentralized and open nature, they are particularly vulnerable to this
attack. Detection strategies include signal strength analysis and privacy-preserving pseudonym

verification.[40]
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3.3.3 Eavesdropping

This involves the unauthorized interception of messages. Attackers may passively monitor
vehicle communications to extract sensitive data such as location, speed, or driver identity. This
compromises confidentiality and poses serious privacy threats. Encryption using symmetric or

asymmetric keys is a basic countermeasure.[40]

3.3.4 Linkability attack

Even if pseudonyms are changed regularly, linkability attacks aim to associate multiple mes-
sages with the same vehicle. This compromises user anonymity. Defenses include pseudonym

management and analyzing signal patterns to detect correlations. [40)]

3.3.5 Forward/Backward Attack

In this type of attack, adversaries relay or replay messages between vehicles and infrastruc-
ture (e.g., OBUs and RSUs) to bypass authentication or introduce false data. This threatens
both the integrity and consistency of the system. Strong authentication protocols and secured

message exchange mechanisms are necessary to mitigate this risk. [40]

3.4 Security requirements

In VANETs, ensuring a high level of security is essential due to the critical nature of
the data exchanged and the real-time constraints of vehicular communication. The dynamic
topology, high mobility, and open communication environment expose these networks to nu-
merous vulnerabilities. To address these challenges, it is necessary to implement well-defined
security requirements that translate core security principles into practical mechanisms. These
requirements are designed to uphold properties such as confidentiality, integrity, authentica-
tion, availability, and non-repudiation across all network layers. This section presents the
key components required to enforce these principles effectively within VANETS, including
the use of digital certificates, cryptographic techniques, secure communication protocols, and

behavior-based verification mechanisms.[4 1]
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3.4.1 Digital Certificates and Public Key Infrastructure (PKI)

To guarantee authentication and trust within vehicular networks, a robust identity manage-
ment system is essential. The implementation of a Public Key Infrastructure (PKI) enables the
distribution and verification of digital certificates to all participating entities, such as vehicles,
roadside units, and control centers. These certificates serve as proof of identity and authoriza-
tion, allowing secure message signing and verification. With PKI, each message can be traced
to a verified sender, ensuring that only legitimate actors contribute to network communication.
Additionally, certificate revocation mechanisms can be established to exclude compromised
nodes and maintain the integrity of the network. Figure 3.3: How a PKI system works in a
VANET scenario. Each vehicle who generate two asymmetric keys and obtain digital certificate
from CA. When a vehicle sends a digitally signed message, a CA (or Verification Authority)
checks the signature to guarantee the integrity and origin of the data, and thus the secure

exchange of data among vehicles.
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Figure 3.3: How a PKI system works in a VANET scenario
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3.4.2 Cryptographic Algorithms

The protection of vehicular communication relies heavily on cryptographic algorithms ca-

pable of securing data with minimal computational delay. Asymmetric cryptographic schemes,
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such as Elliptic Curve Cryptography (ECC), are well-suited to vehicular environments due to
their efficiency and strong security. Digital signatures ensure message integrity and authen-
tication, while encryption techniques protect the confidentiality of transmitted data. These
algorithms prevent unauthorized access, tampering, and interception, thereby strengthening the

resilience of the network against a wide range of attacks, including eavesdropping and message

spoofing.
Plaintext y  Encryption y  Ciphertext Y Decryption 1 Plaintext
Readable format. Non-readable Readable format.
Non-encrypted format. Non-encrypted

data. Encrypted data. data.

Figure 3.4: Cryptography

3.4.3 Secure Communication Protocols

Reliable and secure communication in VANETs depends on the integration of security
features at the protocol level. Communication frameworks must incorporate mechanisms for
mutual authentication, encryption, and secure session management to ensure data confidentiality
and integrity. Whether based on Dedicated Short-Range Communications (DSRC), cellular
networks, or hybrid architectures, protocols should support secure data exchange between
vehicles (V2V) and between vehicles and infrastructure (V2I). Moreover, secure channels
must be maintained between infrastructure nodes to protect management data and prevent

unauthorized control of the system.

3.4.4 Intrusion Detection Mechanisms

To complement preventive security measures, detection mechanisms must be implemented
to identify abnormal or malicious behavior in real time. These mechanisms may include
validation of vehicle positions, verification of message plausibility, and consistency checks
based on expected behavior. By monitoring data patterns and verifying message authenticity
against trusted credentials, the system can detect anomalies such as false position reporting,
identity spoofing, or repeated message injection. These techniques provide an additional layer
of defense, helping to maintain trust and stability within the network even in the presence of

internal threats.
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3.5 Conclusion

The security of Vanets plays a decisive role in ensuring the effectiveness and reliability of
connected transportation systems. Throughout this chapter, the core security principles required
to protect data exchanges in VANETSs have been defined and contextualized. Practical imple-
mentation methods ranging from digital certification and cryptographic mechanisms to secure
communication protocols and anomaly detection techniques have been outlined to demonstrate
how these principles can be enforced in real vehicular environments. Moreover, the chapter
has identified several prominent threats that compromise network integrity, availability, and
user privacy. Understanding these challenges is essential for developing resilient architectures
capable of responding to both known and evolving risks. The following chapter addresses one
such critical threat in depth: the false position attack, and proposes a detection model based on

machine learning approaches.
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False Position Attack

4.1 Introduction

VANETs rely heavily on the accuracy of location data to ensure the reliability of safety-
critical applications, such as avoiding accidents and emergency messages. However, the open
and dynamic nature of VANETSs makes them susceptible to various cyber threats, one of which is
the False Position Attack. This attack involves a malicious node broadcasting falsified location
information, which can mislead other vehicles and disrupt network operations. The conse-
quences of such attacks are particularly dangerous in VANETS, where inaccurate positioning
can lead to hazardous situations, including traffic accidents or inefficient routing. This chapter
aims to explore the nature of False Position Attacks within the context of VANETS, examining

their characteristics, impacts, and potential solutions to enhance network security [43].

4.2 Background and Related Work

4.2.1 Overview of False Position Attacks

Position falsification attacks, also known as False Position Attacks, are a major issue in
Vehicular Ad-hoc Networks (VANETs). These attacks happen when a malicious vehicle lies
about its location to trick other vehicles in the network. This can disrupt services that depend
on accurate location data, such as navigation or crash prevention systems [43]. For example,
a vehicle might claim it is at a busy intersection when it is actually on a quiet road, causing

confusion for other drivers who rely on this information.
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Research has identified different types of position falsification attacks. In a constant position
attack, a vehicle keeps broadcasting the same location, even if it moves. In a random position at-
tack, the vehicle sends completely random locations, making its movements unpredictable [43].
These attacks are dangerous because VANETSs use Cooperative Awareness Messages (CAMs)
short messages that share a vehicle’s position, speed, and direction—to make real-time decisions
like avoiding collisions [44]. If the position data in these messages is fake, the whole system

can fail.

4.2.2 Historical Context and Evolution

The problem of position falsification in VANETSs has grown over time as vehicle commu-
nication technology has advanced. Early studies, like Grover et al. (2011), pointed out that
attackers could use GNSS spoofing (tricking GPS systems) to fake a vehicle’s location [45].
Over the years, attackers have become more advanced, using tools like software-defined radios
(SDRs) to send fake signals with high accuracy [46]. This evolution makes the attacks harder
to detect and stop.

The idea of faking locations originally came from military tactics, where GPS jamming
was used to confuse enemies [47]. Now, these techniques have been adapted for civilian use in
VANETs, creating new risks. For instance, the rise of the Internet of Vehicles (IoV)—where
vehicles are connected to the internet—has made it easier for attackers to target multiple vehicles

at once, spreading false position data across a wider area [48].

4.2.3 Related Attacks and Research Efforts

False Position Attacks are often linked to other threats in VANETs. For example, a Sybil
attack involves creating fake identities, and when combined with position falsification, an
attacker can pretend to be many vehicles in different locations, making the attack even worse [49].
Researchers have studied how these attacks spread in different settings, such as busy cities or
highways, using simulations to understand their impact [50].

Recent studies have also looked at why attackers launch these attacks. Some might want
to cause chaos, like redirecting traffic to create delays, while others might have financial
motives, such as manipulating traffic data to affect toll systems or logistics [51]. Despite many
studies, there is still no single solution that works for all situations in VANETs. The network’s

decentralized nature—where there is no central authority to monitor everything—makes it hard

42



Chapter 4: False Position Attack

to create a universal defense strategy [48]. This section shows that False Position Attacks are a

complex and evolving problem, requiring ongoing research to protect VANETSs effectively.

4.2.4 Attacker Capabilities

Understanding the capabilities of attackers in Vehicular Ad Hoc Networks (VANETS) is crit-
ical for developing effective misbehavior detection systems, particularly for position falsification
attacks [49]. Attackers exploit VANETS’ dynamic topology, wireless communication, and dis-
tributed nature to compromise safety-critical operations. The following outlines key attacker

capabilities, drawing on recent classifications and their implications for network security [52]:

* Message Impersonation: Attackers manipulate safety messages, such as Basic Safety
Messages (BSMs), to broadcast falsified data, including fake GPS coordinates in Random
Offset or Constant Position Attacks. By impersonating legitimate vehicles, adversaries
deceive nodes into accepting malicious messages, undermining authenticity [52]. Ma-
chine learning models, like XGBoost, detect these attacks by analyzing inconsistencies

in message content and vehicle trajectories [53].

* Generating Fake Identities: Through Sybil attacks, attackers create multiple fake identi-
ties to amplify malicious broadcasts, simulating dense traffic or false road events. This ca-
pability exploits VANETS’ lack of centralized control, enabling adversaries to overwhelm
legitimate nodes [49]. Advanced detection systems, trained on datasets like VeReMi,

identify such anomalies by cross-referencing movement patterns across identities [53].

* Disrupting Network Availability: Attackers launch availability attacks, such as black
hole attacks, by dropping packets or redirecting traffic, disrupting ad hoc routing protocols
like AODV. These actions, prevalent in Eventual Stop Attacks, create false congestion
signals, degrading network performance [52]. Recent studies emphasize the need for

secure routing protocols to counter these disruptions [54].

» Exploiting Insider Privileges: Insider attackers with valid certificates pose significant
threats by sending authenticated yet false data, such as bogus road event alerts. These
attacks bypass cryptographic defenses, requiring behavioral analysis for detection [49].
Machine learning approaches, as utilized in misbehavior detection systems, identify

outliers in message delivery patterns to mitigate such threats.
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* Leveraging Computational Resources and Mobility: Attackers use computational
resources to execute sophisticated attacks, including real-time message forging, while
exploiting VANETS’ high mobility to launch transient attacks. Rapid topology changes
enable adversaries to evade tracking, complicating defense mechanisms [52]. Dynamic
trajectory modeling, integrated into detection systems, counters this by leveraging pre-

dictable mobility patterns [55].

4.3 Characteristics of False Position Attack in VANETS

4.3.1 How the Attack Works

False position attacks in Vehicular Ad Hoc Networks (VANETS) involve malicious vehicles
broadcasting incorrect location data to deceive other nodes, compromising the reliability of
Cooperative Intelligent Transport Systems (C-ITS). These attacks exploit the critical role of
accurate positioning in safety and traffic management applications, leading to potential hazards
such as collisions or traffic disruptions [53]. This section outlines the mechanisms of five
distinct position falsification attacks, as identified in our study, each with unique characteristics

and deceptive strategies, as shown in table 4.1:

Table 4.1: Different attack types and their parameters.

Attack ID | Attack Name | Parameters
1 Constant x =5560, y = 5820

2 Constant Offset | Ax = 250, Ay = —150

4 Random Uniformly random in the simulation area

8 Random Offset | Ax, Ay uniformly random from [—300, 300]

16 Eventual Stop | Stop probability increases by 0.025 per update (10 Hz)

1. Constant Position Attack: In this attack, a malicious vehicle repeatedly transmits a
fixed, pre-configured location, such as coordinates (5560, 5820), regardless of its actual
movement. This static position can mislead nearby vehicles into perceiving the attacker
as stationary at a specific point, potentially causing incorrect routing decisions or false

hazard warnings.
2. Constant Offset Position Attack: Here, the attacker adds a fixed offset (e.g., Ax = 250,
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Ay = —150) to its actual position coordinates. This creates the illusion of consistent
movement along a shifted trajectory, such as changing lanes or deviating from the true
path. The attack aims to obscure the vehicle’s real location while maintaining a plausible

but false presence on the road.

. Random Position Attack: The attacker generates and broadcasts entirely random co-
ordinates within the vehicular network’s operational area, disregarding its true position.
This erratic behavior can disrupt traffic flow by introducing unpredictable location data,

confusing navigation systems and leading to inefficient or unsafe routing.

. Random Offset Attack: Similar to the random position attack, this variant involves
adding a random offset (e.g., Ax, Ay uniformly sampled from [—300, 300]) to the vehi-
cle’s actual coordinates. The offset is confined to a rectangular region around the vehicle,
creating a more subtle deception compared to fully random positions. This attack sim-
ulates minor deviations, making detection challenging due to its proximity to legitimate

movement patterns.

. Eventual Stop Attack: In this sophisticated attack, the malicious vehicle behaves nor-
mally for a period, broadcasting accurate position data, before suddenly halting updates
and repeatedly transmitting its last known position. With a stop probability increasing by
0.025 per second at a 10 Hz update rate, the attacker mimics a vehicle that has stopped,
potentially causing other vehicles to misjudge road conditions or anticipate non-existent

obstacles.

4.3.2 Goals and Immediate Impacts

The primary objective of false position attacks in Vehicular Ad Hoc Networks (VANETS)

is to disrupt or manipulate the functionality of critical applications, such as navigation, traffic

management, and safety systems like collision avoidance. By broadcasting falsified location

data, attackers aim to undermine the trust and reliability of Cooperative Intelligent Transport

Systems (C-ITS), leading to immediate operational, safety, and economic consequences [53].

The following outlines key impacts, illustrated with real-world simulations and experimental

examples from recent studies.

o Fake Traffic Jams: Attackers broadcasting false positions can simulate traffic congestion,
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prompting navigation systems to reroute vehicles unnecessarily. For instance, in simu-
lations using the VeReMi dataset, a vehicle executing a Constant Position Attack (e.g.,
reporting a fixed location like (5560, 5820)) caused nearby vehicles to detour, increasing
travel time by up to 15% and fuel consumption by 8% [53]. In a 2024 study, Random
Offset Attacks were shown to disrupt traffic flow in urban scenarios, leading to a 10%
reduction in throughput for vehicle-to-vehicle (V2V) communication, as vehicles avoided
non-existent congested zones [54]. Such disruptions not only waste resources but also

exacerbate environmental impacts through increased emissions.

False Accidents: By falsely reporting a crash, attackers can trigger unwarranted emer-
gency responses. A simulated Eventual Stop Attack in the VeReMi dataset, where a vehi-
cle halts position updates to mimic a stationary incident, prompted erroneous emergency
alerts in 62% of test cases, diverting resources like ambulances to incorrect locations [53].
In a 2023 experiment, researchers demonstrated that a malicious vehicle broadcasting a
fake collision on a highway segment caused a 20-minute delay in traffic management
systems, as roadside units (RSUs) relayed false alerts to authorities [50]. These incidents

highlight the potential for resource misallocation and public safety risks.

Safety Risks: Collision avoidance systems depend on accurate location data, and false
positions can induce hazardous reactions. In a 2020 study, a Random Position Attack
in a VANET testbed caused a vehicle to misjudge an attacker’s location, leading to
unnecessary braking and a 30% increased likelihood of rear-end collisions. Similarly,
a Constant Offset Attack (e.g., adding a fixed offset like Ax = 300, Ay = —200) in a
simulated urban environment misled adaptive cruise control systems, resulting in abrupt
speed changes in 45% of vehicles [54]. These scenarios underscore the critical safety

threats posed by falsified data, potentially causing real accidents.

Economic and Operational Impacts: Beyond immediate safety concerns, false position
attacks can incur significant economic costs. A 2021 study noted that fake traffic jams
induced by position falsification increased fleet operational costs by 5—7% due to longer
routes and delayed deliveries [40]. Additionally, repeated false accident reports in simu-
lated VANETS strained emergency response budgets, with one case estimating a $10,000
loss per incident due to misdeployed resources [560]. These impacts highlight the broader

economic ramifications for municipalities and logistics sectors.
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4.3.3 Long-Term Impacts and Challenges

False Position Attacks in Vehicular Ad Hoc Networks (VANETS) pose significant long-term
challenges that extend beyond immediate disruptions. By broadcasting falsified location data,
these attacks undermine the reliability of intelligent transportation systems (ITS), threatening
their adoption and effectiveness [57]. The following outlines the key long-term impacts and

challenges:

* Trust Erosion in VANET Systems: Persistent exposure to falsified position data erodes
drivers’ trust in VANET systems, leading them to disregard critical safety features such
as collision warnings or traffic coordination. A 2023 study demonstrated that repeated
false alerts reduced driver compliance with VANET-based warnings by up to 25% in
simulated urban scenarios, significantly diminishing the benefits of ITS and hindering

advancements in road safety and efficiency [56].

* Economic and Environmental Impacts: False position data misleads navigation sys-
tems, causing vehicles to take unnecessary detours, which increases fuel consumption
and operational costs for drivers. A 2024 analysis using the VeReMi dataset showed that
Constant Position Attacks resulted in an 8% increase in fuel usage and a 15% increase
in travel time for affected vehicles. This higher fuel consumption also contributes to

elevated carbon emissions, exacerbating environmental concerns in urban areas [53, 40].

* Legal and Accountability Concerns: False Position Attacks create significant ambiguity
in determining liability for accidents caused by falsified data, raising the question of who
is responsible—the attacker, vehicle manufacturer, or network operator. These issues
remain unresolved in ongoing legal and policy discussions. A 2022 survey highlighted
that unclear accountability frameworks deter investment in VANET infrastructure due to

potential litigation risks, further complicating the deployment of secure ITS [58, 16].

* Scalability and Detection Challenges: The high mobility of vehicles in VANETs enables
the rapid dissemination of false position data, amplifying the attack’s impact across a large
area. For instance, a 2024 study showed that Random Offset Attacks reduced vehicle-
to-vehicle (V2V) communication throughput by 10%, as a single malicious vehicle on
a highway affected hundreds of others within minutes. The decentralized nature of

VANETs, lacking a central authority, complicates real-time attacker identification and
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mitigation. Recent research emphasizes machine learning-based misbehavior detection
systems (MDS), which achieve detection accuracies up to 99% using features like traffic

flow and position differences, as a promising approach to address these challenges [59,

, 60].

4.4 Machine Learning Algorithms for Misbehavior Detection

This section elaborates on the machine learning algorithms that form the core of the detection
methodologies discussed and employed within this research for identifying misbehavior, such
as position falsification, in vehicular ad-hoc networks (VANETs). The algorithms selected for
their proven efficacy and relevance to this domain are Random Forest (RF), Support Vector

Machine (SVM), and Extreme Gradient Boosting (XGBoost).

4.4.1 Random Forest (RF)

Random Forest (RF) stands as a versatile and widely adopted ensemble learning method,
adept at handling tasks ranging from classification to regression [6 | ]. The fundamental principle
of RF involves the construction of a multitude of decision trees during the model’s training phase.
For classification tasks, the final output is determined by a majority vote among the individual
trees, while for regression, it is the average of their predictions . A significant advantage of
Random Forests is their inherent ability to mitigate the risk of overfitting, a common pitfall
with single decision trees. This is achieved by injecting randomness into the tree-building
process—specifically, by considering only a random subset of features when determining splits
for each node, and by utilizing bagging (bootstrap aggregation) to create diverse training datasets
for each tree from the original data. Consequently, even as more trees are added to the ensemble,
the model tends not to overfit, a resilience attributed to the Law of Large Numbers [61].

RF have consistently demonstrated high accuracy in both classification and regression
scenarios, often rivaling or even surpassing other ensemble techniques like boosting. Their
robustness extends to handling noisy data and outliers effectively. Moreover, RF models are
relatively faster to train compared to some other complex ensemble methods and offer valuable
byproducts, such as internal estimates of generalization error, feature importance, data strength,

and inter-feature correlations, providing deeper insights into the data structure [61].

48



Chapter 4: False Position Attack

4.4.2 Support Vector Machine (SVM)

The Support Vector Machine (SVM), an influential supervised learning algorithm introduced
by Vapnik, is renowned for its proficiency in both classification and regression problems . SVMs
are particularly lauded for their robust performance and effectiveness, especially when dealing
with high-dimensional data spaces where the number of features can be substantial . The
central tenet of SVM is the identification of an optimal hyperplane that creates the largest
possible margin—or distance—between distinct classes of data points. The data points that lie
closest to this separating hyperplane are termed "support vectors," and they are critical as they
uniquely define the position and orientation of this optimal boundary [62].

In scenarios where data is linearly separable, SVM can delineate classes using a straight-
forward linear hyperplane. However, for more complex, non-linearly separable datasets, SVM
employs a sophisticated technique known as the "kernel trick." By utilizing various kernel
functions (such as the Radial Basis Function (RBF), polynomial, or sigmoid kernels), SVM
implicitly maps the input data into a higher-dimensional feature space where linear separation
becomes feasible, without the computational burden of explicit transformation . This capability
makes SVM exceptionally well-suited for detecting misbehavior in VANETS, as these networks
generate vast amounts of high-dimensional data encompassing vehicle kinematics (speed, lo-
cation), communication patterns, and message authenticity, all of which SVMs can process
effectively [62].

Compared to deep learning models that typically demand extensive datasets for training,
SVMs are less prone to overfitting and can perform admirably even with moderately sized
datasets . Their capacity to model non-linear relationships through kernel functions allows
them to uncover intricate misbehavior patterns, such as sophisticated packet injection schemes
or nuanced false location broadcasts, which might be missed by traditional rule-based detection
mechanisms . A further practical advantage of SVMs is their efficiency during the prediction
phase; once trained, an SVM model can classify new instances of behavior rapidly, making it
a viable candidate for real-time security applications in dynamic VANET environments [62].
Despite these strengths, SVMs do present certain challenges, notably in terms of computational
demands during training, especially with very large datasets where time complexity can escalate.
Additionally, the performance of an SVM is highly contingent on the judicious selection of

the kernel function and the meticulous tuning of its hyperparameters (like the regularization
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parameter 'C’ and kernel-specific parameters such as ’gamma’), which often requires careful

experimentation to achieve an optimal balance between model accuracy and generalization [62].

4.4.3 Extreme Gradient Boosting (XGBoost)

Extreme Gradient Boosting (XGBoost) is a powerful and highly optimized machine learn-
ing algorithm, specifically engineered for speed, scalability, and performance on structured
or tabular data Developed by Tiangi Chen and Carlos Guestrin, XGBoost is an advanced im-
plementation of gradient boosted decision trees (GBDTs), augmented with several significant
algorithmic enhancements and system optimizations . Key among these are its capabilities
for parallel processing (allowing for faster computation by building parts of trees or multiple
trees concurrently where feasible), out-of-core computation (enabling it to handle datasets that
exceed available system memory by processing data in disk-based blocks), and sparsity-aware
learning (allowing it to intrinsically manage missing values or sparse features without requiring
prior imputation) [63].

A distinguishing feature of XGBoost is its incorporation of a regularized objective function.
This function penalizes model complexity (e.g., the number of leaves or the depth of the trees),
thereby promoting simpler models that are less susceptible to overfitting the training data and
thus generalize better to unseen data . For determining optimal split points in decision trees,
especially for continuous features, XGBoost leverages sophisticated techniques like weighted
quantile sketches, leading to more accurate splits . Furthermore, its architecture supports
distributed computing, making it well-suited for tackling very large-scale datasets efficiently
[63].

Owing to its exceptional predictive accuracy, computational efficiency, and operational
flexibility, XGBoost has become a dominant algorithm in machine learning competitions and
has found widespread application in diverse domains, including fraud detection, sophisticated
recommendation systems, and critical anomaly detection . Its remarkable ability to process
massive datasets efficiently while consistently delivering high-accuracy results has solidified its
reputation as one of the most effective and popular algorithms in contemporary applied machine
learning [63]. XGBoost also implements system-level optimizations such as cache-aware access

patterns and block structures for tree construction to further enhance its computational speed.
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4.5 Detection and Preventing Techniques

4.5.1 Addressing False Position Attacks

Mitigating False Position Attacks in Vehicular Ad Hoc Networks (VANETS) requires robust
detection and prevention strategies tailored to the dynamic and decentralized nature of these
networks. By leveraging advanced verification techniques, machine learning, and cooperative
mechanisms, the security of VANETSs can be significantly enhanced [57]. The following

strategies outline effective approaches to counter these attacks:

* Position Verification Techniques: Verifying the accuracy of reported vehicle positions
is critical to detecting falsified data. Consistency checks analyze the plausibility of
a vehicle’s trajectory by cross-referencing reported positions with expected mobility
patterns, such as speed and direction, derived from neighboring nodes. A 2023 study
demonstrated that trajectory-based verification using Kalman filtering achieved a detection
accuracy of 92% for Constant Position Attacks in simulated urban VANETS, significantly

reducing the impact of false data [60].

* Cooperative Detection Mechanisms: Collaborative validation among vehicles enhances
detection accuracy by leveraging shared observations to cross-check position data. Co-
operative misbehavior detection systems (MDS) allow vehicles to share real-time infor-
mation, reducing false positives and improving robustness. A 2022 study showed that
cooperative MDS frameworks achieved a 90% reduction in false positives compared to
standalone detection, making them effective against sophisticated attacks like Eventual

Stop Attacks [16].

* Certificate Revocation and Privacy Measures: Mitigating the impact of detected at-
tackers involves isolating them from the network. The Trusted Authority (TA) can revoke
certificates of malicious nodes, preventing further participation. Additionally, implement-
ing short-term pseudonyms and periodic key updates limits the attacker’s ability to sustain
deception. A 2024 analysis noted that pseudonym rotation every 5 minutes reduced the
success rate of False Position Attacks by 70% in high-density VANETS, enhancing overall

network security [64].

* Machine Learning-Based Detection: Machine learning algorithms offer promising
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solutions for identifying position falsification by analyzing multiple features, such as
signal strength, velocity, and movement patterns. For instance, XGBoost models have
been shown to detect anomalies with up to 95% accuracy in real-time VANET scenarios

by identifying deviations indicative of attacks like Random Offset Attacks. [54].

4.6 Conclusion

False Position Attacks pose a significant threat to the reliability and safety of VANETSs
by exploiting the critical dependency on accurate location data. This chapter has provided a
comprehensive overview of the attack, detailing its characteristics and impacts on vehicular
networks. The discussion of detection and mitigation techniques underscores the importance of
integrating advanced methods, such as machine learning and cooperative verification, to address
this threat effectively. By understanding the nature of False Position Attacks and implement-
ing robust countermeasures, VANETSs can better ensure the integrity of their communication

systems, paving the way for safer and more efficient intelligent transportation systems.
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Contribution

5.1 Introduction

This chapter describes the experimental part of our work. It includes the dataset used, the
types of attacks considered, the preprocessing steps applied to the data, the machine learning
algorithms selected, the development environment, and the training procedure.

The experiments were conducted using Python version 3.11.11. The development environment
utilized was a Kaggle kernel, equipped with an Intel(R) Xeon(R) CPU @ 2.00GHz (x86_64
architecture).

Key Python libraries employed for data manipulation, analysis, model implementation, and
evaluation included NumPy for numerical operations, Pandas for data handling, Matplotlib
and Seaborn for data visualization, and scikit-learn (sklearn) for its comprehensive suite of

machine learning tools, including model selection, preprocessing utilities, and metrics.

5.2 Dataset and Attack Scenarios

This study uses the VeReMi dataset', a widely used benchmark for evaluating misbehavior
detection approaches in vehicular networks. The dataset was generated using two simulation
tools: SUMO, which simulates realistic vehicular mobility, and OMNeT++, which models
communication between vehicles and its inclusion of diverse and relevant position falsification
attack scenarios [43]. The messages exchanged follow the format of Cooperative Awareness

Messages (CAMs), which are periodically broadcast by vehicles and include information such

Thttps://www.kaggle.com/datasets/nasiruddinthander/vanet-veremi-dataset
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as position, speed, and direction.

The dataset contains a total of 512,434 timestamped events simulating various interactions

under normal and attack scenarios. Initially, the data was provided in five separate CSV files,

each corresponding to a specific attack type: Constant Position (AT1), Constant Offset (AT2),
Random Position (AT4), Random Offset (ATS8), and Eventual Stop (AT16). These files were

merged into a single, unified dataset to facilitate consistent preprocessing and model training.

Upon merging, each data instance (or row) in this unified dataset contains 18 attributes.

These attributes, derived from pairs of observed messages , are as follows:

sendtime_1: Timestamp of the first message observation.

sender_1: Identifier for the sender of the first message observation.

messageID: Identifier for the message (typically associated with the first observation).
pos-x1: X-coordinate from the first message observation.

pos-y1: Y-coordinate from the first message observation.

pos-z1: Z-coordinate from the first message observation.

spd-x1: X-component of velocity from the first message observation.

spd-y1: Y-component of velocity from the first message observation.

spd-z1: Z-component of velocity from the first message observation.

AttackerType: The label indicating if the behavior is normal (0) or one of the five
malicious types (1, 2, 4, 8, or 16). This serves as the target variable for our classification

task.

sendtime_2: Timestamp of the second message observation.
sender_2: Identifier for the sender of the second message observation.
pos-x2: X-coordinate from the second message observation.

pos-y2: Y-coordinate from the second message observation.

pos-z2: Z-coordinate from the second message observation.
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* spd-x2: X-component of velocity from the second message observation.
* spd-y2: Y-component of velocity from the second message observation.
* spd-z2: Z-component of velocity from the second message observation.

These initial attributes provide a rich set of information, including temporal markers
(sendtime_1, sendtime_2), source and message identifiers (sender_1, sender_2,messagelD),
full 3D Cartesian coordinates (pos-x1, pos-y1, pos-z1, pos-x2, pos-y2, pos-z2), and 3D
velocity vectors (spd-x1, spd-y1, spd-z1, spd-x2, spd-y2, spd-z2). The process of refin-
ing this full set of attributes into the specific features used for model training will be detailed in

the Preprocessing section (Section 5.3.1).

5.3 Proposed approach

The misbehavior detection approach adopted in this work follows a structured process
composed of four main stages: data preprocessing, model development, training, and testing.
Each of these steps is essential to ensure a consistent and effective implementation of the
classification system within the context of vehicular networks.

Model
. Ready

Dataset

e R
Cleaned data @ Applying ML Algorithms " Q\” Trained data —

) gEm < REC

Preprocessing Methodology Training Testing

Figure 5.1: machine learning framework for misbehavior detection

5.3.1 Preprocessing

The primary goal of the preprocessing phase was to prepare the merged VeReMi dataset,
initially comprising 18 attributes per instance (as detailed in Section 5.2), for effective use by
the machine learning classifiers. This involved ensuring data integrity, engineering relevant
features, subsetting the data based on a derived trust metric, and selecting the final set of

predictive features.
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5.3.1.1 Data Integrity Check and Initial Feature Reduction

First, an initial data quality assessment was performed on the unified dataset. This step
involved checking for missing values and data type consistencies. The dataset was found to
be clean in terms of the features considered for this study, with no missing values requiring
imputation or the removal of instances.

Following this integrity check, a preliminary feature reduction step was undertaken. The
four Z-axis related features, positions ( position zl1,, position z2), and speeds (speed
z1,speed z2) were removed from the dataset. This decision was based on the rationale that
the scope of this research primarily addresses two-dimensional position falsification attacks, for
which these 3D spatial and velocity components were deemed to offer limited direct relevance.
After this step, 14 columns remained: 13 potential features and the AttackerType target

variable.

5.3.1.2 Trust Feature Engineering

To further refine the dataset and concentrate the analysis on instances exhibiting potentially
suspicious characteristics, a binary trust feature was engineered. This process involved several
analytical steps:

First, a metric representing the Euclidean distance between the two observed positions in
each data record was computed. This estimated distance was calculated using the standard

formula:

Estimated Distance = v/ (position x2 — position x1)2 + (position y2 — position y1)2

where (position x1, position yl)and (position x2, position y2) are the coordinates
from the paired message observations.

Subsequently, a distance difference metric was derived. This was defined as the absolute
difference between this calculated Euclidean estimated distance and the x-component of the

velocity reported in the first message observation (speed x1):
Distance Difference = |Estimated Distance — speed x1|

A rule-based classification logic was then applied to each data instance to assign a trust
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label. This logic primarily utilized the distance difference metric. Alongside this, sev-
eral other conceptual metrics were notionally part of this classification rule, including an
avg_distance_diff_percent, nearest_trusted_vehicle_distance,

junction_distance_difference, and an AoA_match (Angle of Arrival match) indicator.
In the implemented experiment, these additional conceptual metrics were assigned fixed place-
holder values (10, 15, 7, and True, respectively). The core of the trust decision was therefore
driven by the distance difference relative to predefined thresholds (Th1=10, Th2=20, Th3=10).
An instance was classified as "trustable’ (receiving a trust value of 1) if its distance difference
was less than or equal to a specific threshold (Th3, i.e., < 10) and the conditions related to
the placeholder metrics were effectively met due to their fixed values. All other instances were

classified as ’not trustable’ (receiving a trust value of 0).

5.3.1.3 Dataset Subsetting for Model Training

Following the engineering of the trust feature, the dataset was partitioned. The primary
analysis for detecting specific misbehavior types (as indicated by the AttackerType label) was
subsequently focused exclusively on the subset of data that had been classified as "not trustable’
(i.e., where the trust feature was 0). This filtered subset, termed the untrustable_vehicles
data, consisted of 247,378 instances and formed the complete basis for the training and evaluation

of the machine learning models described in this study.

5.3.1.4 Final Feature Selection for Modeling

From this untrustable_vehicles subset, the AttackerType column was designated
as the target variable (y) for classification. The set of input features (X) for the machine
learning models was then constructed. This involved retaining relevant attributes from the
untrustable_vehicles data while excluding the AttackerType column (as it is the target)
and the intermediate trust column (as its role was in creating the data subset). This process

resulted in the final set of 13 predictive features used for modeling, categorized as follows:

* Message Timestamps and Identifiers: sendtime_1, sender_1,messagelD, sendtime_2,

sender_2.
e Positional Coordinates (2D): pos-x1, pos-y1, pos-x2, pos-y2.
* Velocity Components (2D): spd-x1, spd-y1, spd-x2, spd-y2.
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These selected features collectively provide temporal context, source identification information,
and the essential two-dimensional positional and kinematic data from the paired message
observations, deemed crucial for detecting the targeted misbehaviors.

The final preprocessing step applied to these 13 features was feature scaling (standardiza-
tion), which was performed after splitting the untrustable_vehicles data into training and

testing sets, as will be detailed in the subsequent training methodology section (Section 5.3.3).

5.3.2 Model Development

For this study, a selection of well-established machine learning algorithms was implemented
to detect and classify misbehavior in VANETS using the prepared VeReMi dataset. While much
of the existing literature reports strong performance and widespread application of models such
as SVM [65] and RF [66] for similar classification and intrusion detection tasks in vehicular
networks, this research also aimed to explore and validate the efficacy of XGBoost.

XGBoost was selected due to its strong reputation for high performance, speed, and scalability,
particularly with structured datasets, making it a dominant algorithm in many contemporary
machine learning applications [67]. The primary goal was to conduct a comparative analysis to
determine which of these models offers the most robust and accurate solution for the specific

challenge of position falsification attack detection.

5.3.21 XGBOOST

XGBoost was a central focus of our model development phase due to its increasing promi-
nence and demonstrated success in various machine learning competitions and complex clas-
sification problems. XGBoost is a highly efficient and scalable machine learning algorithm
specifically engineered for structured or tabular data [67]. Developed by Tianqi Chen and Car-
los Guestrin, it enhances traditional Gradient Boosted Decision Trees (GBDTs) through several
key optimizations, including capabilities for parallel processing, out-of-core computation for
large datasets, and sparsity-aware learning, which allows it to intrinsically handle missing values
[67].

A distinguishing feature of XGBoost is its incorporation of a regularized objective function.
This regularization helps to prevent overfitting by penalizing model complexity, leading to
improved generalization on unseen data [67]. Furthermore, XGBoost employs sophisticated

techniques like weighted quantile sketches for more accurate split selection in decision trees and
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supports distributed computing, making it well-suited for tackling large-scale datasets efficiently
[67]. Given its robust performance, flexibility, and the specific characteristics of the VeReMi
dataset (structured, moderately large), XGBoost was hypothesized to offer a superior solution
for accurately classifying nuanced misbehaviors in VANETs. The widespread adoption of
XGBoost in fields requiring high accuracy, such as fraud detection and anomaly detection [67],

further motivated its selection as a primary candidate for this research.

5.3.22 RF

RF was also selected for development and comparison in this study. As a well-regarded
and versatile ensemble learning method, RF is known for its robustness and effectiveness in
handling various classification tasks, often demonstrating high accuracy. Many existing studies
on misbehavior detection in VANETSs have reported good accuracy and reliable performance

with RF models [66], making it an important benchmark for our comparative analysis.

5.3.2.3 SVM

SVM was the third algorithm developed for this comparative study. SVMs are powerful
classifiers, particularly effective in high-dimensional spaces and renowned for their proficiency
in both classification and regression problems. They have been successfully applied to numerous
security-related classification problems. Similar to RF, SVMs are frequently cited in the
literature for achieving good performance in network intrusion and misbehavior detection within
vehicular contexts [65], thus providing another critical benchmark against which XGBoost’s

performance could be evaluated.

5.3.3 Training

This section details the training process for the selected machine learning models: XGBoost,
RF, and SVM. The primary objective of this phase was to develop robust classifiers capable
of accurately identifying different types of position falsification attacks based on the features

derived from the untrustable_vehicles subset of the VeReMi dataset.

Data Preparation for Training: Theuntrustable_vehicles DataFrame, identified through
the trust feature engineering process, served as the basis for model training. This subset con-

sisted of 247,378 instances. From this data, the input features (X) were defined as the 13
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selected attributes (excluding AttackerType and the intermediate trust column). The target
variable (y) was the AttackerType column.

This data was then partitioned into training and testing sets. An 80/20 split was utilized, allo-
cating 80% of the untrustable_vehicles instances for training the models and the remaining
20% for subsequent testing and performance evaluation. The parameter random_state = 42
was used during this split to ensure the reproducibility of the results across different experimental

runs.

Feature Scaling Prior to model fitting, the training features (X_train) were standardized us-
ing the StandardScaler from the scikit-learn library. This process transformed the numerical
features to have zero mean and unit variance. The scaler was fit exclusively on the X_train data,
and the same fitted scaler was then used to transform the X_test features. This standardization
is beneficial for optimizing the performance of algorithms sensitive to feature magnitudes, such
as SVM, and can aid the convergence of gradient-based methods like XGBoost. This globally

scaled X_train was used for training all three developed models.

Label Encoding To ensure a consistent numerical format suitable for all classifiers, the cate-
gorical target variable y_train was converted into a 0-indexed numerical representation using
"LabelEncoder" from scikit-learn. This resulted in y_train_encoded, which was used as
the target variable for training all three machine learning models. The same encoding trans-
formation was subsequently applied to y_test to create y_test_encoded for the evaluation

phase.

5.3.3.1 Model Configurations and Training

The selected models were configured and trained as follows, using parameters identified

from the experimental code:

* XGBoost: The XGBClassifier was initialized with the following hyperparameters:

— n_estimators: 100 (The model builds and combines 100 individual decision

trees).

— learning_rate: 0.1 (Scales the contribution of each tree by a factor of 0.1 to make

the learning process more robust).
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— max_depth: 3 (Limits each individual decision tree to a maximum of 3 levels of

splits to control model complexity).
— random_state: 42 (Ensures that the results are reproducible by fixing the seed for

any random processes within the algorithm).

The XGBoost model was then trained using the scaled training features (X_train) and

the encoded target labels (y_train_encoded).

* Support Vector Machine (SVM): For SVM, the LinearSVC (Linear Support Vector
Classification) model was employed, configured with:
— C: 1.0 (Regularization parameter).

— dual: False (Set to False, often more efficient when the number of samples

exceeds the number of features).
— max_iter: 1000 (Maximum number of iterations for the solver to converge).
— random_state: 42 (Ensures reproducible results by fixing the seed for any random

processes within the algorithm).

The LinearSVC model was trained on the scaled training features (X_train) and the

encoded target labels (y_train_encoded).

* Random Forest (RF): The RandomForestClassifier was configured with the follow-
ing parameters:
— n_estimators: 100 (Number of trees in the forest).

— random_state: 42 (Ensures reproducible results by fixing the seed for random

processes like bootstrap sampling).
— max_depth: 5 (Maximum depth of the individual trees).

— min_samples_split: 10 (Minimum number of samples required to split an inter-

nal node).
— min_samples_leaf: 5 (Minimum number of samples required to be at a leaf node).

— max_features: 0.5 (The number of features to consider when looking for the best

split, set to 50% of total features).
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The Random Forest model was also trained using the scaled training features (X_train)

and the encoded target labels (y_train_encoded).

Each model was trained by fitting it to the prepared training data. The resulting trained
models were then subsequently evaluated on the unseen test set to assess their generalization

performance, as detailed in the following section.

5.3.4 Testing

The test set, comprising 20% of the untrustable_vehicles data previously held out
during the splitting process, was used to evaluate the generalization performance of the trained
XGBoost, Random Forest, and SVM models on unseen instances. A critical step in this phase
was the consistent application of preprocessing: the X_test features were transformed using
the StandardScaler instance that had been previously fitted on the X_train data. This
ensured that the test data was scaled in exactly the same manner as the training data, which is
vital for a fair and accurate assessment of the models’ performance.

Each of the three trained models was then employed to make predictions on this pre-
pared X_test feature set. Given that the models were trained to predict the label-encoded
version of AttackerType, their initial outputs (raw predictions) were also in this encoded
numerical format. To facilitate meaningful comparison with the original class labels and for
clear interpretation in the subsequent performance evaluation, these encoded predictions were
subsequently inverse-transformed back to their original AttackerType categorical labels.
This was achieved using the LabelEncoder instance that had been fitted on the training labels
during the training preparation phase.

These final predictions, along with the y_test labels, formed the basis for the subsequent
comprehensive performance assessment. This rigorous testing on unseen data plays a
crucial role in assessing each model’s ability to generalize and accurately predict new instances

of misbehavior under realistic conditions.
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5.4 Performance Evaluation

5.4.1 Evaluation Metrics

To evaluate the effectiveness of the proposed machine learning approach for detecting
position falsification attacks in Vehicular Ad Hoc Networks (VANETSs), we employed two key
performance indicators: Accuracy and F1-score [60, 54].

Accuracy represents the overall correct classification ratio, measuring the proportion of true
predictions for both malicious and legitimate cases relative to all instances. But, in imbalanced
datasets like VeReMi, where malicious nodes are less frequent, accuracy can be misleading.
To address this, the F1-score, which balances precision and recall, is used as a complementary
metric.

Precision is the ratio of correctly identified malicious nodes to all nodes predicted as malicious,
while recall is the ratio of correctly identified malicious nodes to all actual malicious nodes.
As improving precision tends to lower recall and vice versa, the F1-score serves as a balanced
metric by taking their harmonic mean, the F1-score, is essential. The F1-score calculates the
harmonic mean of precision and recall, providing a robust measure for imbalanced datasets [54].

These metrics are computed using the following formulas:

TP+TN
TP+FP+TN+FN

Accuracy =

Precision * Recall

F1- =2
seore * Precision + Recall

. . TP
Precision = ——
TP+ FP

TP
Recall = —
TP+ FN

The variables are defined as:
TP (True Positive) Correctly identified false position attacks.
TN (True Negative) Correctly identified legitimate vehicle positions.
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FP (False Positive) Legitimate positions incorrectly classified as attacks.

FN (False Negative) False position attacks incorrectly classified as legitimate.

5.4.2 Results and discussion

Attack AT1 Attack AT2 Attack AT4 Attack AT8 Attack AT16
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Figure 5.2: Performance Comparison by Attack

The experimental results, depicted in Figure 5.2 demonstrate the superior performance of
the XGBoost model in detecting various types of attacks. Specifically, it achieves a perfect
Fl-score of 1.00 for attacks AT1 and AT4, while maintaining high performance on others,
notably 0.99 for AT8 and 0.97 for AT16. In contrast, the SVM model demonstrates significant
instability, with a very low score of 0.10 for AT2 and only 0.45 for AT16, despite showing
good performance on AT4 (0.98) and ATS8 (0.91). The Random Forest model delivers generally
satisfactory results, with scores close to those of XGBoost, although it shows a noticeable drop
for AT2 (0.55). These findings confirm the robustness and stability of the XGBoost model
when facing various types of attacks, making it a strong candidate for machine learning-based
intrusion detection systems.

Another way to evaluate the models used is by referring to Table 5.1. XGBoost stands out as
the most effective model, achieving the highest accuracy (0.9828), a perfect recall (1.00), and
a high F1-score (0.99), demonstrating a strong balance between precision and recall. Random
Forest follows closely with a solid accuracy (0.9259) and an F1-score of 0.94, although its recall
(0.90) is slightly lower, which may lead to some missed cases. SVM, despite having a high
recall (0.98), suffers from lower precision (0.85) and an F1-score of 0.92, indicating a higher
rate of false positives. Overall, XGBoost proves to be the most reliable model, followed by

Random Forest, while SVM appears less suitable without further optimization.
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Table 5.1: Models Evaluations

ML Model Random Forest (RF) XGBoost SVM

Accuracy 0.92 0.98 0.87
F1-score 0.94 0.99 0.92

5.5 Conclusion

Preventing and defending against false position attacks on vehicles in CITS has become a
significant chal- lenge especially in safety and emergency applications, where precise location
data is crucial. Correct positioning reduces the risk of accidents and improves route planning
and traffic man- agement. Therefore, developing strong and efficient machine learning models
for misbehavior detection holds great potential to enhance CITS applications. In this paper,
we explored only machine-learning-based approaches for misbehavior detection in VANETSs.
XGBoost is a powerful and efficient tool for Cooperative Intelligent Transport Systems (CITS),
particularly in detecting misbehavior and potential attacks. Its scalability and strong perfor-
mance on structured data make it well-suited for secur- ing intelligent transportation environ-
ments. Results revealed that this algorithm consistently outperformed the other models across
all experiments. Beyond enhancing security, such advancements in CITS also support broader
sustainability goals. By enabling more reliable, efficient, and cooperative traffic systems, CITS
serve as a pivotal solution for building greener roads and fostering environmentally responsible

engineering practices.

Evaluation Matrix Formulas

Metric Equation
TP+TN
Accuracy:
TP+ FP+TN+FN

Precision * Recall

F1- :
seore * Precision + Recall

.. TP
Precision: e —
TP+ FP

TP
Recall: —_—
TP+ FN

Table 5.2: Formulas for key evaluation metrics
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General Conclusion

Preventing and defending against false position attacks on vehicles in CITS has become a
significant chal lenge—especially in safety and emergency applications, where precise location
data is crucial. Correct positioning reduces the risk of accidents and improves route planning
and traffic man agement. Therefore, developing strong and efficient machine learning models for
misbehavior detection holds great potential to enhance CITS applications. This work focused on
machine-learning-based approaches for misbehavior detection in Vehicular Ad Hoc Networks
(VANETS). The Extreme Gradient Boosting (XGBoost) algorithm emerged as a highly effective
and efficient tool for C-ITS, particularly in its ability to identify anomalies and potential attacks.
Its inherent characteristics, such as excellent scalability and strong performance when dealing
with structured datasets, make it exceptionally well-suited for securing intelligent transportation
environments. The experimental findings clearly indicated that this algorithm consistently
surpassed the performance of the other evaluated models across all conducted tests. Future
work could explore several avenues. This includes investigating the performance of the proposed
models with real-time VANET data streams, which may present additional challenges related to
data latency and volume. Another direction involves exploring the deployment of these machine
learning models on edge computing devices within Road Side Units (RSUs) or On-Board
Units (OBUs) to enable more immediate, localized misbehavior detection, thereby reducing
reliance on centralized authorities. Given privacy concerns in vehicular networks, research into
federated learning approaches is also promising, where models are trained collaboratively on
local vehicle data without centralizing raw information, enhancing privacy while maintaining

detection capabilities.
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Abstract—Connected vehicles have great potential to enhance
road safety, reduce traffic congestion, and play a vital role in
green engineering by reducing pollution and fuel consumption.
By enabling more efficient traffic flow, eco-routing, and optimized
driving behaviors, connected vehicles contribute to a cleaner
environment. However, when a vehicle is compromised, it can
pose a serious threat to the entire network due to the potential
harm it can cause. One of the major challenges in vehicular
networks is the detection of misbehaving vehicles, which should
then be blacklisted or their certificates revoked. In this paper,
we propose a novel scheme that leverages machine learning to
accurately detect and classify vehicle behavior, enabling effective
identification and management of misbehaving vehicles. To assess
the effectiveness of our approach, a comprehensive comparative
analysis was performed. The results demonstrate that our model
outperforms existing methods in accurately classifying vehicle
behaviors, highlighting its potential for real-world deployment
in securing vehicular networks.

Index Terms—Misbehavior detection, Security, Machine learn-
ing, Classification, Eco-Friendly Mobility.

I. INTRODUCTION

Cooperative Intelligent Transport Systems (C-ITS) promise,
on the one hand, to enhance road safety by reducing accidents.
On the other hand, they play a crucial role in creating a
greener, more sustainable transportation ecosystem by reduc-
ing pollution and promoting environmentally conscious travel
[1]. These goals can be achieved through real-time communi-
cation between vehicles (V2V), infrastructure (V2I), and traffic
management systems. C-ITS improve traffic flow and fuel ef-
ficiency, significantly reducing emissions. These systems offer
eco-driving advice, such as optimal acceleration and braking
patterns, and suggest routes that minimize congestion and
fuel consumption [2]. C-ITSs also support green engineering
objectives by facilitating the integration of electric vehicles,
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prioritizing public transport and non-motorized modes like
bicycles, and promoting smart mobility planning. In addi-
tion, they contribute to long-term environmental goals by
reducing traffic-related energy use and enabling infrastructure
design that aligns with sustainable development principles. By
combining safety improvements with pollution reduction and
energy efficiency, C-ITS are a cornerstone of future green
transportation systems.

In order to meet the objectives mentioned above, C-ITS
enable smooth data exchange between mobile nodes through
wireless communication technologies such as Dedicated Short-
Range Communications (DSRC) and 5G. C-ITS applications
share sensitive data (such as identity, location, speed, direc-
tion, etc.) for informed decision-making. The accuracy of a
node’s location information is especially critical, as it directly
affects the reliability of the system. Unfortunately, vehicles
are exposed to various cyber-security threats, including Sybil
attacks, where an attacker generates multiple fake identities to
manipulate the network, denial of service (DoS) attacks that
disrupt communication by overloading the network, as well as
identity spoofing and eavesdropping, which compromise data
integrity and confidentiality.

Intrusion detection in CITS has been extensively studied
using centralized, decentralized, and distributed approaches
to combat various attacks such as Sybil, black-hole, DoS,
and position falsification. Centralized systems rely on trusted
authorities to collect and analyze data, while decentralized
approaches use local nodes like Road Side Units (RSU) or
cluster heads to monitor behavior using game theory, neural
networks, or filtering techniques. Distributed systems allow
vehicles to detect threats collaboratively through consistency
checks, signal analysis, or trajectory comparisons. Recently,
machine learning-based methods have gained traction, partic-
ularly for detecting position falsification attacks. These models



use various features such as signal strength, velocity, trajectory
plausibility, and movement patterns [3], [4], [5].

In this study, we focus exclusively on machine learning-
based approaches to address position falsification attacks. We
propose a novel detection model that uses the XGBOOST
framework, which is designed to improve accuracy, robustness,
and real-time performance. Our approach demonstrates the
potential of advanced machine learning techniques in securing
location-based services against malicious manipulation.

II. RELATED WORK

In this section, we are specifically interested in studies that
focus on the use of machine learning (ML) algorithms for
the detection of position falsification attacks in Vehicular Ad-
hoc Networks (VANETSs), as part of enabling Cooperative
Intelligent Transport Systems (C-ITS).

Authors in [6] introduce a lightweight ML-based misbe-
havior detection system focused on identifying position fal-
sification attacks in VANETs. Unlike prior works relying on
extensive feature sets, their approach extracts features solely
from received position data, enabling real-time, low-latency
detection. Evaluated on the VeReMi dataset and simulation-
generated data, their multi-class classifiers—particularly De-
cision Tree and Logistic Regression—achieved near-perfect
accuracy with minimal computational overhead.

Another work published by [7] proposes a distributed IDS
for detecting position falsification attacks in VANETS using
machine learning and novel location-based features. Their sys-
tem combines common mobility indicators with new features
such as angle of arrival and estimated distance based on RSSI.
After centralised training, vehicles perform real-time detec-
tion locally using ensemble learning (Stacking of kNN and
Random Forest). Evaluation with the VeReMi dataset shows
improved accuracy and significantly reduced computation time
compared to prior work.

III. SYSTEM MODEL

This section provides a concise overview of the three main
components of this study: the CITS system, the machine
learning algorithms employed (XGBoost, SVM, and Random
Forest), and the attacker model.

1) Overview of CITS: As shown in Figure 1, the architec-
ture consists of three main entities: the vehicle, which is the
principal component, along with the Trusted Authority (TA)
and the Road-Side Unit (RSU), each playing a key role in the
system.

o Vehicle: A vehicle in a VANET is equipped with an
802.11p network interface, enabling communication with
RSUs (V2I) and with other vehicles (V2V). It periodically
broadcasts safety messages containing sensitive informa-
tion such as location, timestamp, velocity, identity, and
more. Our misbehavior detection module, based on ma-
chine learning, will be installed on each vehicle to ensure
a rapid response to any suspicious or abnormal situations.
The module continuously monitors incoming messages

and classifies them in real time, reporting any detected
anomalies to the Trusted Authority (TA) immediately.
Trusted Authority (TA): The TA serves as the unique
trusted entity in the system and acts as the Public Key
Infrastructure (PKI). It manages all critical operations
such as vehicle registration, key management, verifica-
tion, and more. Due to its ample storage and computa-
tional resources, the TA securely handles these essential
transactions. Additionally, if a vehicle exhibits malicious
behavior, the TA has the authority to revoke its certificate
to maintain system integrity.

RSU: An RSU is the third component of our system,
typically fixed at locations such as intersections or traffic
light panels. These units communicate with vehicles in
their range through a wireless connection, with other
RSUs using a wired connection, and with the Trusted
Authority (TA) via a 4G/5G interface. The RSU acts
as an intermediary in the backbone network, facilitating
communication between the TA and the vehicles.

Fig. 1: System Architecture

2) Employed ML Algorithms:

RF Method

Random forests (RF) are an ensemble learning method

used for classification, regression, and other tasks. They

work by constructing multiple decision trees during the

training phase and outputting either the mode of the

classes (for classification) or the mean prediction (for

regression) of the individual trees.

RF help reduce of overfitting in decision trees by in-

troducing randomness into the tree-building process and

combining multiple trees. Key features of random forests

include:

a) They use a random subset of features to split nodes
when building trees.

b) They employ bagging (bootstrap aggregation) to create
diverse training sets for each tree.

¢) They do not overfit as more trees are added, due to the
Law of Large Numbers.

RF have been shown to be accurate classifiers and regres-

sors, often performing comparably or better than other



ensemble methods like boosting. They are also robust
to noise and outliers, faster to train than some other
ensemble methods, and provide useful internal estimates
of error, strength, correlation, and variable importance.

(8]
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SVM Method

Support Vector Machine (SVM), developed by Vapnik,
is a powerful supervised learning algorithm commonly
used for both classification and regression tasks. It is
particularly valued for its robustness and effectiveness in
high-dimensional data spaces . The core idea behind SVM
is to find the optimal hyperplane that maximally separates
two classes of data points. The data points closest to this
hyperplane, known as support vectors, play a crucial role
in defining the decision boundary.

When the data is linearly separable, SVM identifies a
straight hyperplane. However, for non-linearly separable
data, SVM employs kernel functions (such as the Radial
Basis Function (RBF) or polynomial kernels) to map the
data into a higher-dimensional space, making separation
easier .

SVM is particularly useful for detecting misbehavior
in VANETs (Vehicular Ad Hoc Networks), as it can
efficiently process the large volumes of data generated by
vehicle movement, network communication, and potential
security threats. VANET datasets often include multiple
high-dimensional features (such as speed, location, mes-
sage authenticity, and signal strength) which SVM can
handle effectively.

Unlike deep learning models that require extensive train-
ing data, SVM is less prone to overfitting and performs
well even with smaller datasets. This makes it a practical
choice for real-world applications. Furthermore, its ability
to model non-linear relationships using kernel tricks
enables it to detect complex misbehavior patterns, such as
malicious packet injection or false location broadcasting-
scenarios that may not be easily identified through tradi-
tional rule-based approaches.

Another key advantage of SVM is its short prediction
time. Once trained, it can quickly classify instances

of misbehavior, making it highly suitable for real-time
VANET security applications.

However, SVM also presents certain challenges, primar-
ily related to computational complexity and parameter
tuning. Training SVM on large datasets can be resource-
intensive, as time complexity increases with the number
of samples. In addition, selecting the appropriate kernel
function and optimizing hyperparameters (such as C and
gamma) are crucial to achieving high accuracy, requiring
careful fine-tuning to balance performance and efficiency.
Despite these challenges, SVM remains a powerful tool
for detecting and mitigating security threats in VANETS,
thanks to its precision, reliability, and ability to process
diverse types of network data. [9]

Wiy

Fig. 3: SVM Decision Boundary and Support Vectors

e XGBOOST Method XGBoost (Extreme Gradient Boost-

ing) is a highly efficient and scalable machine learning
algorithm designed for structured data. Developed by
Tiangi Chen and Carlos Guestrin, XGBoost enhances tra-
ditional Gradient Boosted Decision Trees (GBDTs) with
several optimizations, including parallel processing, out-
of-core computation, and sparsity-aware learning. The
algorithm introduces a regularized objective function,
improving model generalization and preventing overfit-
ting. Additionally, XGBoost leverages weighted quantile
sketches for better split selection in decision trees and
supports distributed computing, making it suitable for
large-scale datasets. Due to its exceptional performance
and flexibility, XGBoost has been widely adopted in
machine learning competitions, fraud detection, recom-
mendation systems, and anomaly detection. Its ability
to process massive datasets efficiently while maintaining
high accuracy has made it one of the most popular
algorithms in applied machine learning. [10]

3) Attacker Model: In this paper, we consider several types
of position falsification attacks as defined in [6]:

« Constant position attack: the attacker transmits a fixed,

pre-configured constant position.
Constant offset Position attack: in this case, the
attacker generates a fixed offset and adds it to the real



positions, which helps the attacker pretend to change the
line on the road trip and hide the actual position.
Random position attack: the attacker transmits a newly
generated random position from the vehicular area with-
out considering the real position.

Random offset attack: this case of attack gen erates

a random offset from a pre-configured rect angular area
around the vehicle, which could be considered a close
variation of the random attacks. However, in this case,
the vehicle chooses a random value that ranged over the
rectangle region around the vehicle.
Eventual stop attack: an attacker behaves normally
for a certain time period and then eventually attacks by
broadcasting the last position repeatedly (i.e., like it had
stopped). This attack can be very harmful as the attacker
can pretend not to be on board.

IV. PROPOSED APPROACH

Methodology Training Testing

Fig. 4: machine learning framework for misbehavior detection

Figure 4 illustrates the core components of our proposed
misbehavior detection framework, structured into four key
stages:

1Y)

2)

TABLE I: Data Types and Corresponding Variables

Type Variable Names

float64

sendtime, sender,
messagelD,

position, speed
estimated_distance,
distance_diff

AttackerType,
avg_distance_diff_percent,

inte4

nearest_trusted_vehicle_distance,

junction_distance_difference,
trust

Preprocessing: This phase involved addressing missing
values, removing non-informative features such as pos-
z1, spd-zl, pos-z2, and spd-z2, and standardizing data
formats to ensure consistency. These preprocessing steps
were essential to enhance data quality and prepare the
dataset for effective learning by machine learning classi-
fiers.

Model Development: This stage involves the implemen-
tation and comparative evaluation of multiple machine
learning algorithms, including RF, SVM, and XGBoost.
Among these, XGBoost is emphasized due to its ef-
ficiency in handling structured data and its superior
predictive performance.

3)

4)

Training: In this phase, we train the models using histor-
ical data, fine-tuning them through hyperparameter opti-
mization. For XGBoost, we particularly focus on essential
parameters such as learning rate, maximum depth, num-
ber of estimators, and regularization techniques, ensuring
an optimal balance between accuracy and generalization.
Testing : Upon completion of the training phase, the
model performance is assessed on a separate test set to
evaluate its generalization capability on unseen data. The
model’s predictions are compared with actual labels, and
performance is assessed using accuracy, precision, recall,
and Fl-score. A confusion matrix helps visualize correct
and incorrect classifications. This evaluation ensures the
model is reliable and may indicate areas for improvement,
such as hyperparameter tuning or better data preprocess-
ing.

step 1:Preprocessing: To ensure reliable and accu-
rate model evaluation, this study leverages the VeReMi
dataset, a widely used benchmark for misbehavior de-
tection in vehicular networks [6]. The dataset contains
512,434 timestamped events representing simulated net-
work interactions under various attack scenarios. Orig-
inally distributed across five separate CSV files—each
corresponding to a specific attack type (AT1, AT2, AT4,
AT8, and AT16)—the data was consolidated into a single
unified dataset for comprehensive analysis. Table II shows
the attacker parameters used in the VeReMi dataset.
Prior to model training, a detailed preprocessing phase
was conducted to enhance data quality and consistency.
This included handling missing values, removing non-
informative features (pos-z1, spd-z1, pos-z2, and spd-z2),
and preparing the data for effective learning.

Each instance in the final dataset is labeled either as
normal behavior (class 0) or as one of five distinct
misbehavior types (classes 1, 2, 4, 8, and 16). Fourteen
key features describe interactions between pairs of nodes
based on three principal dimensions: temporal markers
indicating precise message transmission times, Cartesian
coordinates (pos-X, pos-y) mapping the spatial location of
nodes, and velocity vectors (spd-x, spd-y) capturing their
movement dynamics. These attributes enable fine-grained
behavioral analysis under different adversarial conditions.
The attacks are modeled with varying levels of com-
plexity and deception. AT1 represents a static transmitter
fixed at coordinates (5560, 5820), while AT2 applies a
constant offset to positions, simulating linear drift. AT4
introduces random jumps in position to mimic unpre-
dictable behavior. ATS8 adds erratic changes in both speed
and direction, increasing the challenge of detection. The
most subtle, AT16, simulates an eventual stop: vehicles
behave normally for a period before gradually freezing,
with a 2.5x increased probability per second of halting
completely, imitating sudden and deceptive inactivity.
step 2:Model Development

The experimental framework implemented three machine



learning algorithms with carefully selected hyperparam-
eters to ensure optimal performance for network attack
detection. XGBoost was configured with 100 gradient-
boosted trees (n-estimators=100), a conservative learning
rate of 0.1 to prevent overshooting, and a maximum tree
depth of 3 to balance model complexity with generaliza-
tion capability. The SVM implementation utilized a linear
kernel with primal optimization (dual=False) for efficient
high-dimensional processing, standardized regularization
strength (C=1.0), and 1000 maximum iterations to en-
sure convergence, while automatically adjusting for class
imbalance. Random Forest employed 100 fully-grown
decision trees with balanced class weights to handle the
uneven distribution of attack types. All models shared a
fixed random seed (random-state=42) for reproducibility
and were evaluated using consistent metrics including
accuracy and detailed classification reports.

This systematic configuration enabled direct comparison
of algorithmic approaches while respecting each method’s
inherent characteristics. The XGBoost parameters empha-
sized computational efficiency and generalization, SVM
settings prioritized linear separability with class balance,
and Random Forest preserved complete feature interac-
tions through unrestricted tree growth. The hyperparam-
eter configurations are formally compared below:

o step 3 : Training : To train the models effectively, the
dataset was first divided into input features (X) and output
labels (y). The input features include behavioral metrics
of vehicles, while the labels represent the corresponding
attack types. The dataset was then split into training and
testing subsets using an 80/20 ratio, with 80% of the
samples reserved for training.

Prior to model fitting, the training features (X_train) were
standardized using a standard scaler, which transforms
the data to have zero mean and unit variance. This
step is essential for many machine learning algorithms,
particularly Support Vector Machine, as it ensures that all
features contribute equally to the learning process. The

TABLE II: Different attack types and their parameters.

Attack ID | Attack Name Parameters

1 Constant x = 5560,
y = 5820

2 Constant Offset Az = 250,
Ay = —150

4 Random Uniformly random in playground

8 Random Offset Az, Ay uniformly
random from [—300, 300]

16 Eventual Stop Stop probability increases by 0.025
each position update (10 Hz)

TABLE III: Hyperparameter Comparison Across Models

Parameter XGBoost SVM Random Forest
Complexity Control  max_depth=3 C=1.0 Full depth
Class Handling Implicit class_weight class_weight
Iteration Control 100 trees 1000 iterations 100 trees

scaler was fit exclusively on the training data to prevent
data leakage and ensure a fair evaluation during testing.

e step 4 : testing The remaining 20% of the data was used
as a test set (X_test, y_test) to evaluate the model’s per-
formance on unseen data. The standardization parameters
(mean and standard deviation) computed from the training
set were applied to the test set using the transform()
method. This ensures consistent scaling across both sets
while preserving the integrity of the evaluation process.
The test set plays a crucial role in assessing the model’s
ability to generalize and accurately predict new instances
of misbehavior under realistic conditions.

V. PERFORMANCE EVALUATION

A. Evaluation metrics

To evaluate the effectiveness of the proposed approach, we
utilize two key performance indicators: Accuracy (ACC) and
Fl-score. These metrics are computed using the following
formulas:

Accuracy:
TP+ TN
A = 1
Uy = TP FP+ TN + FN M
F1-score:
Precision x Recall
1 =
F 2 x Precision + Recall &
Precision: TP
Precision = ————— 3
recision TP+ FP 3)
Recall: TP
Recall = ——— 4
T TPIFN @

Where TP (True Positive) denotes the number of correctly
detected misbehavior attacks; FP (False Positive) refers to
the number of normal behaviors incorrectly identified as
attacks; TN (True Negative) is the number of normal behav-
iors correctly identified as normal; and FN (False Negative)
denotes the number of attacks incorrectly identified as normal
behaviors.

B. Results and discussion

The experimental results, depicted in Figure 6, demonstrate
the superior performance of the XGBoost model in detecting
various types of attacks. Specifically, it achieves a perfect F1-
score of 1.00 for attacks AT1 and AT4, while maintaining high

‘Attack ATL Attack AT2 Attack AT4 Attack AT8 Attack AT16

N oM oot

Fig. 5: Performance Comparison by Attack



performance on others, notably 0.99 for AT8 and 0.97 for
AT16. In contrast, the SVM model demonstrates significant
instability, with a very low score of 0.10 for AT2 and only
0.45 for AT16, despite showing good performance on AT4
(0.98) and AT8 (0.91). The Random Forest model delivers
generally satisfactory results, with scores close to those of
XGBoost, although it shows a noticeable drop for AT2 (0.55).
These findings confirm the robustness and stability of the
XGBoost model when facing various types of attacks, making
it a strong candidate for machine learning-based intrusion
detection systems.

Another way to evaluate the models used is by referring
to Table IV. XGBoost stands out as the most effective model,
achieving the highest accuracy (0.9828), a perfect recall (1.00),
and a high Fl-score (0.99), demonstrating a strong balance
between precision and recall. Random Forest follows closely
with a solid accuracy (0.9259) and an Fl-score of 0.94,
although its recall (0.90) is slightly lower, which may lead
to some missed cases. SVM, despite having a high recall
(0.98), suffers from lower precision (0.85) and an Fl-score
of 0.92, indicating a higher rate of false positives. Overall,
XGBoost proves to be the most reliable model, followed by
Random Forest, while SVM appears less suitable without
further optimization.

TABLE IV: Models Evaluations

ML Model Random Forest (RF) XGBoost SVM
Accuracy 0.92 0.98 0.87
Fl-score 0.94 0.99 0.92

VI. CONCLUSION

Preventing and defending against false position attacks
on vehicles in CITS has become a significant chal-
lenge—especially in safety and emergency applications, where
precise location data is crucial. Correct positioning reduces the
risk of accidents and improves route planning and traffic man-
agement. Therefore, developing strong and efficient machine
learning models for misbehavior detection holds great potential
to enhance CITS applications. In this paper, we explored only
machine-learning-based approaches for misbehavior detection
in VANETs.

XGBoost is a powerful and efficient tool for Cooperative
Intelligent Transport Systems (CITS), particularly in detecting
misbehavior and potential attacks. Its scalability and strong
performance on structured data make it well-suited for secur-
ing intelligent transportation environments. Results revealed
that this algorithm consistently outperformed the other models
across all experiments.

Beyond enhancing security, such advancements in CITS
also support broader sustainability goals. By enabling more
reliable, efficient, and cooperative traffic systems, CITS serve
as a pivotal solution for building greener roads and fostering
environmentally responsible engineering practices.
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