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Abstract:

Cyber crimes are considered crimes that have arisen recently and mainly target data,
information and programs of various types. These crimes are committed by highly intelligent
criminals who possess the necessary technical and artistic knowledge. Cybercrime poses many
problems at the level of procedural law, as it is difficult for investigators to conduct investigations
and collect digital evidence using traditional procedures such as inspection, inspection, and seizure
of evidence. From this standpoint, the Algerian legislator has issued procedural legal mechanisms
and substantive mechanisms to reduce this electronic crime, as well as established institutional
mechanisms specialized in research and investigation of electronic crime. These mechanisms are
considered insufficient to confront this cross-border crime, as it requires the availability of
international efforts embodied in cooperation. In this research, we have relied on the analytical and
descriptive approaches and we have reached results that indicate that the information criminal
differs from the traditional criminal, as he possesses high knowledge and competence, in addition to
mental and intellectual abilities that enable him to escape punishment. Also, current control
mechanisms are insufficient to confront cybercrime Effectively

Key words: Electronic crime, information criminal, legal and procedural mechanisms.




