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Abstract

With the intense proliferation of biometric identification systems (BIS), several security con-
cerns about the vulnerability of the user templates have emerged. Indeed, unlike the conven-
tional security systems that are based on passwords or tokens which are renewable, a biometric
template is not renewable once compromised. In addition, a compromised template can reveal
the original biometric data, which constitutes a clear threat, as it can be used to track the user
from one application to another. In fact, new algorithms have been proposed in the literature
to reconstitute the original biometric trait by using the extracted features, attacking the stored
features makes it possible to reconstruct the user’s fingerprint, face, or other biometric trait in
order to usurp the identity of another person or entity. For these reasons, cancelable biometric
template protection methods have been proposed to overcome these problems. Their basic idea
is to transform the biometric data and achieve the matching in the transformed domain. The
transform function must simultaneously fulfill the following four properties: non-invertibility,
cancelability, accuracy and diversity. The non-invertibility property guarantees that the origi-
nal biometric data can’t, or it is hard to, be recovered even if some parameters of the transform
function are known. This is generally ensured by the non-existence of the inverse transform
function (one-to-many inverse-transformation) or by, simply, making the search-space size very
large to escape to a brute-force attack.

This thesis aims to investigate the robustness of cancelable biometric systems by analyzing and
classifying various attacks targeting these systems based on well-defined criteria to enhance
their security level. Additionally, it proposes a comprehensive evaluation framework grounded
in stringent standards to assess the effectiveness of protection schemes against such attacks.
Furthermore, a protection system for palmprint templates is implemented using irreversible
transformation, ensuring a high level of security while ensuring the practical characteristics of
these systems.

On the other hand, we are interested in transformation-based techniques that establish a map-
ping between the original biometric template points and the transformed template. An attack
against a cancelable fingerprint scheme is conducted to demonstrate the possibility of inverting
the transformation function and to analyze the impact of correlation between multiple instances
of protected templates generated from the same biometric trait on the efficiency of such algo-
rithms.

Keys words : image registration, cancelable biometrics, privacy, Biometric Template Protec-
tion, Security Analysis, Performance Evaluation.



Résumé

Avec la prolifération intense des systèmes d’identification biométrique (BIS), plusieurs préoc-
cupations liées à la sécurité des modèles utilisateurs ont émergé. En effet, contrairement aux
systèmes de sécurité classiques basés sur des mots de passe ou des jetons, qui sont renouve-
lables, un modèle biométrique n’est pas renouvelable une fois compromis. De plus, un modèle
compromis peut révéler les données biométriques originales, ce qui constitue une menace claire
pour suivre l’utilisateur d’une application à une autre. En fait, de nouveaux algorithmes ont
été proposés dans la littérature pour reconstituer les données biométriques originales d’un sujet
à partir des caractéristiques extraites , ce qui rend une attaque contre les caractéristiques stock-
ées plus facile pour reconstruire l’empreinte digitale, le visage ou tout autre trait biométrique
d’un utilisateur, afin d’usurper l’identité d’une autre personne ou entité. Pour ces raisons, des
méthodes de protection des modèles biométriques annulables ont été proposées pour résoudre
ces problèmes. Leur idée de base est de transformer les données biométriques et d’effectuer la
correspondance dans le domaine transformé. La fonction de transformation doit simultanément
remplir les quatre propriétés suivantes : non-inversibilité, annulabilité, précision et diversité.
La propriété de non-inversibilité garantit que les données biométriques originales ne peuvent
pas, ou il est très difficile, d’être récupérées, même si certains paramètres de la fonction de
transformation sont connus. Cela est généralement assuré par l’absence de fonction de trans-
formation inverse (transformation un-à-plusieurs) ou, tout simplement, en rendant la taille de
l’espace de recherche très grande pour éviter une attaque par force brute.

Cette thèse vise à examiner la robustesse des systèmes biométriques annulables en analysant
et en classifiant les attaques qui les ciblent, sur la base de critères bien définis, dans le but
de renforcer leur niveau de sécurité. En outre, elle propose un cadre d’évaluation complet
reposant sur des normes strictes pour évaluer l’efficacité des mécanismes de protection face
à ces attaques. De plus, un système de protection des empreintes palmaires a été mis en
œuvre à l’aide de transformations irréversibles, garantissant un haut niveau de sécurité tout en
préservant les caractéristiques pratiques de ces systèmes.

D’autre part, nous nous intéressons aux techniques de transformation qui établissent une cor-
respondance entre les points du modèle biométrique d’origine et le modèle transformé. Une
attaque contre un schéma d’empreintes digitales annulable est menée afin de démontrer la
possibilité d’inverser la fonction de transformation et d’analyser l’impact de la corrélation en-
tre plusieurs instances de modèles protégés générés à partir du même sujet biométrique sur
l’efficacité de ces algorithmes.

Mots clés : Enregistrement d’images, Biométries annulables, Confidentialité, Protection des
modèles biométriques, Analyse de sécurité, Évaluation des performances.



Page 6



Contents

List of Tables 11

List of Figures 12

List of acronyms 15

1 Introduction 18

Introduction 18

1.1 Limitations of Traditional Identification Systems . . . . . . . . . . . . . . . . . . 18

1.2 Biometrics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

1.3 Vulnerabilities of Biometric Systems . . . . . . . . . . . . . . . . . . . . . . . . . 19

1.4 Canacelable Biometrics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20

1.5 Motivation and objectives of research . . . . . . . . . . . . . . . . . . . . . . . . 20

1.6 Research contributions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

1.7 Thesis outline . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

2 Biometric Systems 25

2.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25

2.2 Biometric Modalities . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25

2.3 Utilization of Biometrics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28

2.4 Objectives of Biometrics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29

2.5 Characteristics of the Biometric System . . . . . . . . . . . . . . . . . . . . . . . 29

2.6 Architecture of Biometric System . . . . . . . . . . . . . . . . . . . . . . . . . . 30

2.7 Operating Modes of the Biometric System . . . . . . . . . . . . . . . . . . . . . 31

2.8 Evaluation of a Biometric System . . . . . . . . . . . . . . . . . . . . . . . . . . 33

2.8.1 Performance evaluation . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

7



CONTENTS

2.8.1.1 Error rate measurements . . . . . . . . . . . . . . . . . . . . . . 34

2.8.2 Performance Curves . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36

2.9 Benefits and Limitations of Biometric Technologies . . . . . . . . . . . . . . . . 38

2.9.1 Benifits of a biometric system . . . . . . . . . . . . . . . . . . . . . . . . 38

2.9.2 Limitations of the biometric system . . . . . . . . . . . . . . . . . . . . . 38

2.9.2.1 Biometric system vulnerabilities . . . . . . . . . . . . . . . . . . 39

2.10 conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 41

3 Biometric Template Protection Techniques 43

3.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43

3.1.1 Biomtric Cryptosystems . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

3.1.2 Cancelable Biomtric . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45

3.2 Cancelable Biometric System Architecture . . . . . . . . . . . . . . . . . . . . . 47

3.3 Biometric Template Protection Methods . . . . . . . . . . . . . . . . . . . . . . 48

3.3.1 Non-invertible transformation . . . . . . . . . . . . . . . . . . . . . . . . 49

3.3.2 Bloom filter methods . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 52

3.3.3 Random Projections . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53

3.3.4 Random Permutations . . . . . . . . . . . . . . . . . . . . . . . . . . . . 54

3.3.5 Biohashing Methods . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55

3.3.6 Hybrid Methods . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55

3.3.7 Cancelable Multimodal Methods . . . . . . . . . . . . . . . . . . . . . . . 56

3.4 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

4 Attacks Against Cancelable Biometrics 59

4.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

4.2 Proposed Classification of Attack Strategies on Cancelable Biometric Systems . 60

4.2.1 Reversibility attacks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 60

4.2.1.1 Dictionary attack : . . . . . . . . . . . . . . . . . . . . . . . . . 61

4.2.1.2 Attacks via record multiplicity (ARM) . . . . . . . . . . . . . . 61

4.2.1.3 Solving equations . . . . . . . . . . . . . . . . . . . . . . . . . . 63

4.2.1.4 Brute force attack . . . . . . . . . . . . . . . . . . . . . . . . . 64

4.2.1.5 Similarity based attack(pre-image attack/masquerade attack) . 64

CONTENTS



CONTENTS

4.2.1.6 Attack via missed record synchronization(AMRS) . . . . . . . . 67

4.2.2 Authentication attacks(intrusion attacks) . . . . . . . . . . . . . . . . . . 67

4.2.2.1 Spoofing attack . . . . . . . . . . . . . . . . . . . . . . . . . . . 67

4.2.2.2 Doppelganger attack . . . . . . . . . . . . . . . . . . . . . . . . 68

4.2.3 Linkability attacks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 68

4.3 Comparative study of various attacks . . . . . . . . . . . . . . . . . . . . . . . . 70

4.3.1 Evaluation of the Comparative Analysis . . . . . . . . . . . . . . . . . . 75

4.4 Databases used in attacks against cancelable biometric schemes . . . . . . . . . 75

4.5 Evaluation framework . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 75

4.5.1 Evaluation for intrusion risks . . . . . . . . . . . . . . . . . . . . . . . . 79

4.5.1.1 Performance degradation . . . . . . . . . . . . . . . . . . . . . . 79

4.5.1.2 Zero force attack scenario . . . . . . . . . . . . . . . . . . . . . 82

4.5.1.3 Stolen biometric data scenario . . . . . . . . . . . . . . . . . . . 82

4.5.1.4 Stolen token scenario . . . . . . . . . . . . . . . . . . . . . . . . 82

4.5.1.5 Brute force attack scenario . . . . . . . . . . . . . . . . . . . . 82

4.5.2 Evaluation for reversibility risks . . . . . . . . . . . . . . . . . . . . . . . 83

4.5.2.1 Inverse estimation from one or multiple protected template(s) . 83

4.5.2.2 Estimation of pre-image from one or multiple protected tem-
plate(s) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 83

4.5.2.3 Inversion in different biometric systems . . . . . . . . . . . . . . 83

4.5.3 Evaluation for linkability risks . . . . . . . . . . . . . . . . . . . . . . . . 84

4.5.3.1 Cross matching . . . . . . . . . . . . . . . . . . . . . . . . . . . 84

4.5.3.2 Mutual information . . . . . . . . . . . . . . . . . . . . . . . . 84

4.6 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 84

4.7 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 86

5 Efficient Cancelable Multispectral Palmprint templates based on Cartesian
Transformation 87

5.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 87

5.2 Related works . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 88

5.3 Cartesian Transformation On Palmprint Templates . . . . . . . . . . . . . . . . 89

5.4 Experimental results and analysis . . . . . . . . . . . . . . . . . . . . . . . . . . 90

CONTENTS



CONTENTS

5.4.1 The PolyU palmprint database description . . . . . . . . . . . . . . . . . 91

5.4.2 Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 91

5.4.3 Exploring the Performance Implications . . . . . . . . . . . . . . . . . . 91

5.5 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 94

6 Attack against key-dependent transformation-based fingerprint template pro-
tection Algorithms 96

6.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 96

6.2 Fingerprint Recognition . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 97

6.2.1 Intra-Class Variability in Fingerprint Templates . . . . . . . . . . . . . . 98

6.3 Cartesian Transformation Proposed by Ratha et al. . . . . . . . . . . . . . . . . 98

6.4 Security and Performance Considerations . . . . . . . . . . . . . . . . . . . . . . 101

6.5 Proposed Missing Template Information Attack . . . . . . . . . . . . . . . . . . 101

6.5.1 Main Representative Minutiae Organization . . . . . . . . . . . . . . . . 103

6.5.2 Recovery Process . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 105

6.6 Experimental Results and Discussion . . . . . . . . . . . . . . . . . . . . . . . . 106

6.6.1 Databases . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 106

6.6.2 Experiment results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 107

6.6.2.1 Search Space Reduction via Multiple Template Utilization . . . 107

6.6.2.2 Evaluating how the number of templates influences the number
of constraints obtained . . . . . . . . . . . . . . . . . . . . . . . 108

6.6.2.3 Effectiveness of the Attack Algorithm . . . . . . . . . . . . . . 109

6.6.2.4 Performance Evaluation and Discussion . . . . . . . . . . . . . 109

6.7 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 110

7 General Conclusion 113

General Conclusion 113

7.1 Perspectives and future researche . . . . . . . . . . . . . . . . . . . . . . . . . . 114

Bibliography 115

CONTENTS



List of Tables

2.1 Vulnerabilities to Attacks in Biometric Systems . . . . . . . . . . . . . . . . . . 41

3.1 Summary of multiple CB systems . . . . . . . . . . . . . . . . . . . . . . . . . . 57

4.1 Summary on several attacks on cancelable biometric systems . . . . . . . . . . . 74

4.2 Comparison between several attacks against CB schemes. . . . . . . . . . . . . . 79

4.3 Advantages and disadvantages of attacks against cancelable biometric schemes . 82

4.4 Databases used in various attacks against CB . . . . . . . . . . . . . . . . . . . 83

5.1 Comparison of performance values in original and transformed domains . . . . . 92

6.1 Attack evaluation on cartesian transformation(%) . . . . . . . . . . . . . . . . . 110

6.2 A comparison of SFAR metric across different attack approaches . . . . . . . . 110

11



List of Figures

2.1 Various types of biometric modalities. . . . . . . . . . . . . . . . . . . . . . . . . 28

2.2 Biometric Modality Trends in 2018.-The figure highlights the market share dis-
tribution of biometric technologies, showing the rise of face recognition as the
most adopted modality. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28

2.3 Architecture of a Biometric System . . . . . . . . . . . . . . . . . . . . . . . . . 31

2.4 Biometric System Enrollment: Capturing and Storing Identity Templates. . . . . 32

2.5 Verification Module: Matching captured biometric data against a stored tem-
plate to confirm an individual’s claimed identity . . . . . . . . . . . . . . . . . . 32

2.6 Identification Module: Comparing captured biometric data across multiple stored
templates to determine an individual’s identity. . . . . . . . . . . . . . . . . . . 33

2.7 Snapshots of the same individual in different poses, illustrating the intra-class
variation associated with an individual’s face image and the resulting challenges
for biometric systems in achieving accurate recognition. . . . . . . . . . . . . . . 34

2.8 The following figure illustrates a low intra-class variation between four finger-
prints of the same finger. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

2.9 (a) FRR and FAR in Relation to the Security Level of a Biometric Authentication
System. (b) Distributions of Genuine and Impostor Variations with FAR and
FRR Areas . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

2.10 Example of the ROC Curve: Variation of FRR as a Function of FAR with
Changing Decision Threshold. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37

2.11 CMC curve showing the probability of correctly identifying an individual within
the top N matches. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37

2.12 points of vulnerabilities of biometric system . . . . . . . . . . . . . . . . . . . . 40

3.1 Overview of the biometric cryptosystems procedure, illustrating the enrollment
and authentication processes. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

3.2 Multiple transformed templates derived from the same biometric data, each us-
ing different transformation parameters, are unmatchable and unlinkable. This
ensures cross-matching prevention and enhances security across applications. . . 46

12



LIST OF FIGURES

3.3 A compromised transformed template can be replaced with a new one using
different transformation parameters, creating a fresh pseudo-identity and pre-
venting traceability. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 46

3.4 Architecture of a Cancelable Biometric System . . . . . . . . . . . . . . . . . . . 48

3.5 Taxonomy of biometric template protection (BTP) methods, illustrating the
various classification types and approaches . . . . . . . . . . . . . . . . . . . . . 48

3.6 The distance calculation between minutiae points. . . . . . . . . . . . . . . . . . 51

3.7 Overview of bloom filter approach. . . . . . . . . . . . . . . . . . . . . . . . . . 53

3.8 Overview of Biohashing method . . . . . . . . . . . . . . . . . . . . . . . . . . . 55

3.9 Overview of a hybrid methods in biometric template protection algorithms. . . . 56

4.1 Proposed taxonomy of various attacks against CB. . . . . . . . . . . . . . . . . . 61

4.2 Attack via record multiplicity principle illustrated in fingerprint system. Xi are
multiple real impressions related to a same user finger. f(Xi) are their respective
transformed templates. Once the intruder gain these last ones, he can launch
the attack. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 62

4.3 Illustration of attack procedure in CB system. . . . . . . . . . . . . . . . . . . . 69

4.4 A block diagram explains the number of transform templates needed to lunch
the reversibility attack. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 70

5.1 Cancelable Biometric Recognition Process . . . . . . . . . . . . . . . . . . . . . 88

5.2 Multispectral Palmprint samples: (a) Blue .(b) Green.(c)Red.(d)Nir databases . 91

5.3 Graphics of System Performance of Blue dataset: (a) EER diagram in origi-
nal domain,(b) Roc curve in original domain, (c) EER diagram in Transformed
domain (d) Roc curve in Transformed domain . . . . . . . . . . . . . . . . . . . 92

5.4 Graphics of System Performance of Green dataset: (a) EER diagram in origi-
nal domain,(b) Roc curve in original domain, (c) EER diagram in Transformed
domain (d) Roc curve in Transformed domain . . . . . . . . . . . . . . . . . . . 93

5.5 Graphics of System Performance of Red dataset: (a) EER diagram in original do-
main,(b) Roc curve in original domain, (c) EER diagram in Transformed domain
(d) Roc curve in Transformed domain . . . . . . . . . . . . . . . . . . . . . . . . 93

5.6 Graphics of System Performance of Nir dataset: (a) EER diagram in original do-
main,(b) Roc curve in original domain, (c) EER diagram in Transformed domain
(d) Roc curve in Transformed domain . . . . . . . . . . . . . . . . . . . . . . . . 94

6.1 Fingerprint characteristics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 97

6.2 An illustrative representation of extracted minutiae points from two impressions
of the same finger, highlighting intraclass variability. The variations in the set
of minutiae points between the two images demonstrate the natural differences
that occur across multiple acquisitions. . . . . . . . . . . . . . . . . . . . . . . . 98

LIST OF FIGURES



LIST OF FIGURES

6.3 A sample fingerprint demonstrating a grid axis aligned with the core point’s
orientation. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 99

6.4 The Cartesian space is segmented into uniformly sized cells using the core point
as a reference. In (a), the initial minutiae points are displayed, while in (b),
the transformed minutiae illustrate how each point is assigned to a different cell.
The figure also highlights examples of cell transformations using distinct colors. 100

6.5 Cartesian transformation process. . . . . . . . . . . . . . . . . . . . . . . . . . . 100

6.6 An illustrative example showcases two matched templates in both the original
and transformed domains. The dotted blue arrows between impression 1 and im-
pression 2, in both domains, represent the constraint imposed by paired minutiae
based on a matching relation. The minutia m1

1 (respectively m2
3) is present in

original template 1 (respectively template 2) but absent in original template 2
(respectively template 1). This lack of alignment between the templates facil-
itates the identification of the transformed minutiae m′1

1 and m′2
3 within trans-

formed template 1. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 103

6.7 Attack Process Flow: The process begins with the construction of the matching
relation, followed by the formulation of the equation system. It involves distin-
guishing between constrained and unconstrained minutiae points and applying
a brute-force approach to reconstruct the fingerprint template . . . . . . . . . . 104

6.8 An illustrative example of a fingerprint template that demonstrates the use of
the matching relation in both the original and transformed domains. In this case,
each main exemplar minutia corresponds to a set of associated minutiae, defined
as follows: M1

0 = {m1
0, m2

0}, M1
1 = {m1

1}, M1
2 = {m1

2, m2
2}, M1

3 = {m1
3, m2

1}, and
M2

3 = {m2
3}. A similar grouping is applied in the transformed domain, preserv-

ing the correspondence between matched minutiae across different fingerprint
impressions. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 105

6.9 The Variation in Search Space Size for the Number of Transformed Templates
Used to Impersonate Individuals in Different Datasets: (a) FVC2002(the second
person) , (b) FVC2004(the first person) and (c) FVC2006 (the first person) . . . 108

6.10 The count of potential configurations for each individual in every database, uti-
lizing 8 transformed templates for FVC2002 and FVC2004, and 12 transformed
templates for FVC2006. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 108

6.11 Optional caption for list of figures 5-8 . . . . . . . . . . . . . . . . . . . . . . . . 108

6.12 Reconstructed fingerprint images. Original minutiae in blue and the recovered
minutiae in Red: (a) FVC2002 DB1, (b) FVC2002 DB2, (c) FVC2002 DB3, (d)
FVC2002 DB4, (e) FVC2006 DB4 . . . . . . . . . . . . . . . . . . . . . . . . . . 109

6.13 Comparison of ROC Curves for Original and Reconstructed Templates of the
database FVC2002. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 111

6.14 Comparison of ROC Curves for Original and Reconstructed Templates of the
database FVC2004. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 111

6.15 Comparison of ROC Curves for Original and Reconstructed Templates of the
database FVC2006. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 112

LIST OF FIGURES



List of acronyms

- ANPDP : National Authority for the Protection of Personal Data.

- FTC : Federal Trade Commission.

- FAR : False Acceptance Rate.

- FRR : False Rejection Rate.

- EER : Equal Error Rate.

- FMR : False Match Rate.

- FNMR : False No Match Rate

- FTA : Failure to Acquire Rate.

- FTER : Failure To Enroll Rate.

- ZFRR : Zero False Rejection Rate.

- ZFAR : Zero False Acceptance Rate.

- ROC : Receiver operating characteristic curve.

- CMC : Cumulative match characteristic curve.

- BTP : Biometric Template Protection.

- CB : Cancelable Biometric.

- ARM : Attack via record multiplicity.

- AMRS : Attack via missed record synchronization.

- CT : Cartesian Transformation.





Chapter 1

Introduction

“The quest for security is eternal, and it is in the vigilance, not the walls, where
true security lies.”

Henry Kissinger - 1985

Recently, computer networks (such as the Internet and mobile networks, ect...) have signifi-
cantly influenced the world of communications and the exchange of information and services
between individuals. As a result, communications, commercial services, and other interac-
tions are now possible through these networks. Many of these services include e-commerce,
healthcare, online banking, social networking, entertainment, and remote work. In this partic-
ular context, it is crucial to authenticate the identities of users to ensure the proper conduct
of transactions among individuals. With the continuing increase in identity theft and related
crimes, identification has become critical for governments, corporations, and federal crime units.
Furthermore, a large number of personal identifying details contribute to the formation of what
is called an identity. Identity is defined as a set of acquired or hereditary characteristics that
distinguish individuals from one another. These characteristics can include biometric data,
personal history, and behavioral patterns. Given the rise in identity-related crimes, the im-
portance of accurate and secure identification processes has become increasingly crucial to
effectively protect individuals and organizations.

For example, the U.S. Federal Trade Commission (FTC) reported that identity theft accounted
for approximately 19% of all complaints in 2023, with a total of 5.4 million reports across various
types of fraud. This increase is partly attributed to opportunities for fraudsters arising from
heightened digitization and government assistance programs which inadvertently facilitated
data theft. The cost of such theft was estimated at $52 billion, with over 40 million potential
victims in the United States affected. This phenomenon is not limited to the United States;
similar increases have been observed globally as online activities expand and criminals exploit
new avenues for identity theft.

1.1 Limitations of Traditional Identification Systems

Traditional identification systems typically rely on two main methods: knowledge-based and
object-based authentication. Knowledge-based authentication methods are defined as a set
of information known exclusively to the user, such as passwords, IDs, and PIN codes...,ect.
Object-based authentication relies on physical personal property of the individual, such as
identity cards, passports, or secure memory cards...,ect.
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In the evolving landscape of digital security, securely authenticating users remains paramount.
Many research works [1] have argued that despite the security provided by authentication
methods, unauthorized access still poses a clear threat due to the use of knowledge-based
authentication methods, object-based authentication.

Moreover, with the pervasive threat of identity theft, traditional methods like passwords, despite
their ubiquity, often fail to provide robust protection [1]. Unfortunately, these systems do not
offer adequate security as credentials may be forgotten, stolen, or replicated, and other risks
such as database leaks and keylogging.

The vulnerabilities inherent in passwords, such as susceptibility to brute-force attacks, under-
score the need for more sophisticated authentication solutions. Additionally, passwords can
often be easily guessed or cracked if users choose weak or common passwords. A notable exam-
ple of password security failure is the Morris Worm incident of 1988 [2], where weak passwords
were exploited to propagate one of the first widespread internet worms. Object-based authen-
tication methods are not immune to vulnerabilities either, as physical items like identity cards
or secure memory cards can be lost, stolen, or forged. These limitations highlight the critical
need for advancing beyond traditional methods to ensure robust and reliable security measures.

1.2 Biometrics

Biometrics are used as an alternative to traditional authentication methods, as they cannot
be lost or forgotten and offer a high degree of reliability due to their unique connection to the
individual. It were first employed for security by law enforcement for criminal identification,
initially with Alphonse Bertillon’s ’anthropometry’ or ’human measurements’ system [3].
Fingerprints were among the earliest biometrics utilized in this domain, serving as a reliable
identifier due to their uniqueness and permanence. Biometrics refers to a pattern recogni-
tion system that utilizes biometric data obtained from an individual, such as fingerprints, iris
patterns, facial features, voice , or behavioral characteristics like , gait, typing rhythm,ect . It
involves capturing a biometric signal, processing it to extract a set of distinctive features known
as a "biometric template", and subsequently comparing this template to stored models in
a database. Essentially, biometrics operates as a signal processing system integrated with a
pattern recognition architecture to authenticate or identify individuals based on their unique
physiological or behavioral characteristics.

The biometric security system primarily relies on verifying an individual’s identity based on
what they know or possess, which can be a significant source of weakness and subsequent secu-
rity problems. For instance, in financial institutions, biometrics are increasingly used for secure
access to accounts and transactions, yet concerns about identity theft and fraudulent activities
persist. In border control and immigration, biometric technologies such as facial recognition
and fingerprint scanning aid in identity verification, but issues related to accuracy, privacy
infringement, and algorithmic bias remain contentious. Moreover, in workplace environments,
biometrics are employed for time and attendance tracking, raising issues of employee privacy
and data protection.

1.3 Vulnerabilities of Biometric Systems

While biometric systems provide enhanced security and privacy for individuals’ data, offering
reliable and effective authentication across numerous applications, they still face significant
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challenges, particularly concerning security and protection. Evaluating the security vulnera-
bilities of biometric systems is essential due to their susceptibility to specific weaknesses and
the potential exposure to various risks, including spoofing, data breaches, and unauthorized
access.These vulnerabilities may stem from either deliberate attacks or inherent weaknesses
within the biometric system itself. For example, an attacker could reconstruct an artificial
sample that closely mimics the original, enabling impersonation of a specific individual. Ad-
ditionally, unlike passwords, biometric data is inherently public and accessible; for instance, a
user’s voice can easily be recorded, or fingerprints left on surfaces can be lifted, making biomet-
ric traits vulnerable to unauthorized capture and misuse. A notable example of this occurred
in 2014 when hacker Jan Krissler successfully recreated the fingerprint of the German Defense
Minister. Additionally, a well-known disadvantage of biometrics is their permanence; they
cannot be replaced or changed. Consequently, misuse or theft can result in their irrevocable
loss. Given these risks, it is crucial to exercise caution and implement comprehensive security
measures to protect biometric data. This involves thoroughly studying the various types of
vulnerabilities present in biometric authentication systems and establishing stringent protocols
to evaluate and safeguard them.

1.4 Canacelable Biometrics

Cancelable biometrics was proposed as a prominent solution to the problems faced by classical
biometric systems, aiming to enhance security and privacy [4][5][6]. It also provides a radical
solution to scenarios where an attacker might use a stored template to obtain the original
biometric data of a legitimate user or potentially usurp their identity. By securely transforming
and storing an altered version of the original template, cancelable biometrics ensures that the
original biometric information remains safeguarded even if the stored template is compromised.

A cancelable biometrics-based system typically comprises several stages: a data extraction
phase, a transformation stage with a parameterized transformation function that alters the
original features, and a matcher module. In the transformation stage, parameters such as pass-
words, random arrays, or pseudo-random numbers are used to create unique transformations,
securing the biometric data. Finally, the matcher compares templates within the transformed
domain, ensuring that biometric data remains protected while allowing for re-issuance of tem-
plates if needed.

Cancelable biometrics is characterized by several properties as determined by ISO24757 [7],
among them the irreversibility property, which means that even if a fraudster gains access
to the transformed template or the transformation function itself, they cannot reconstruct the
original biometric data. Additionally, if the transformed template is compromised, it can simply
be canceled and replaced with a new one by applying a different secret key. This flexibility
allows cancelable biometrics to generate an unlimited number of unique transformed templates,
each tailored to a specific application, ensuring that the compromise of one template does not
affect others and maintains overall security.

1.5 Motivation and objectives of research

With the rise in security issues today, data protection authorities are working diligently to
ensure privacy is maintained in biometric systems. As a result, specialized committees dedicated
to protecting personal data have emerged. As an example, in Algeria the authority responsible
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for data protection, ensuring compliance with data protection regulations, and addressing issues
related to the processing of such data is the National Authority for the Protection of Personal
Data(ANPDP) (Autorité nationale de protection des données à caractère personnel, ANPDP).

Current research in this field necessitates technical solutions to integrate privacy as a functional
aspect of biometric systems, ensuring robust protection of users’ personal data and restricting
biometric data access to authorized individuals only. One promising approach is the devel-
opment of transformation-based biometric systems, where transformed templates are used for
authentication instead of the users’ original templates.

Although Cancelable biometrics protect individuals’ biometric data and enhance security and
privacy, they still require further study due to their inherent limitations. This thesis aims to
safeguard cancelable biometric systems by identifying and analyzing their various vulnerabil-
ities. By thoroughly examining these weak points, the goal is to raise awareness and develop
solutions that ensure the protection and privacy of individuals. The following paragraph details
the objectives of our research.

1. Developing a comprehensive survey of vulnerabilities and attacks against re-
vocable biometrics In the existing literature, there is a lack of research addressing the
security effectiveness of protection methods for cancelable biometric schemes. Existing
surveys have reviewed some of them, but they have not sufficiently covered the security
and privacy aspects. Therefore, it was necessary to conduct a recent comprehensive survey
of these various security aspects and clarify the weak points in their schemes to strengthen
their security. Additionally, emphasizing these weaknesses encourages the development of
more advanced and secure cancelable biometric techniques, thereby enhancing overall user
privacy and trust in biometric technologies. In another side, evaluating the effectiveness
and identifying weaknesses of transformation-based algorithms is very necessary. There
are several transformation algorithms designed to protect biometric data by creating a
transformation function that uses secret parameters specific to each user. In this way,
the transformed biometric template is stored instead of the original, and authentication
occurs within the transformed domain. One key property of this transformation function
is irreversibility, meaning it is not possible to reverse-engineer the original data from the
transformed template. Consequently, if an attacker obtains the transformed biometric
data, they cannot retrieve the original data or the transformation parameters. How-
ever, in this thesis, we demonstrate that these protection techniques still require further
study.This field currently lacks comparative analyses between various attack types, which
are essential for understanding the severity and effectiveness of these threats. To address
this gap, we conducted a series of classifications and comparisons using established cri-
teria, shedding light on the vulnerabilities within protection systems. Additionally, we
proposed a rigorous evaluation framework for protection systems that relies on transfor-
mation methods and adheres to strict security benchmarks.

2. Developing transformation-based protection system for safeguarding palm-
print data: Apart from the weaknesses found in the protection algorithms, a Cartesian
transformation-based algorithm has been proposed for palmprint protection, providing
security and privacy for individuals’ biometric data. This innovative methodology in-
volves extracting features from the palmprint, creating the biometric template, and then
generating a transformed template using a cartesian transformation function. The pro-
cess also includes a matching stage within the transformed domain. A key advantage of
this approach is that it stores the transformed palmprint templates in databases instead
of the original ones. As a result, if the transformed templates are stolen, it will not be
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possible to revert to the original palmprint templates. Additionally, the system allows
for the cancellation and renewal of templates by updating the user’s secret code, further
enhancing security in case of theft.

3. Developing an attack on an irreversible fingerprint transformation scheme :
In cancelable biometrics, the core concept involves applying a transformation function,
parametrized with a secret key, to distort the original biometric template. The generated
template is intended to be non-invertible, ensuring that an attacker cannot reconstruct
the original biometric data even if the key is compromised. However, despite their ad-
vantages, many of these systems remain vulnerable to attacks. In this study, we analyze
the security aspects of a well-known transformation-based CB algorithm introduced by
[8] in its cartesian version. Our findings indicate that the algorithm’s security heavily
relies on the management of the user key. If this key is compromised, the entire biometric
template becomes vulnerable. The attack is carried out in two key phases: first, the user
key is extracted by leveraging inconsistencies in information sharing across multiple trans-
formed templates of the same individual; second, the original template is reconstructed
by formulating and solving a system of constraints. Experimental results demonstrate
the effectiveness of the proposed attack.

1.6 Research contributions

The main contributions associated with this work are :

1. Z. Maaref, A. Attia, F. Belhadj
Generating cancelable multispectral palmprint templates based on cartesian transforma-
tion, in: 2023 5th International Conference on Pattern Analysis and Intelligent Systems
(PAIS), IEEE, 2023, pp. 1–7. https://doi.org/10.1109/PAIS60821.2023.10322061 (IEEE
Publisher).

2. Zineb Maaref, Foudil Belhadj, Abdelouahab Attia, Zahid Akhtar, Muhammed Basheer
Jasser, Athirah Mohd Ramly, Ali Wagdy Mohamed.
A comprehensive review of vul- nerabilities and attack strategies in cancelable biometric
systems. Egyptian Informatics Journal, 27:100511, 2024 https://doi.org/10.1016/j.eij.2024.100511

3. Zineb Maaref, Foudil Belhadj, Abdelouahab Attia, Zahid Akhtar.
Attack against key-dependent transformation-based fingerprint template protection Al-
gorithms : which is under review in the Journal of Ambient Intelligence and Humanized
Computing (Springer, Electronic ISSN : 1868-5145).

1.7 Thesis outline

This dissertation is structured as follows:

Chapter 2 : This chapter provides an in-depth exploration of biometrics and authentication
systems. It provides a detailed description of the biometric identification process, various
biometric modalities, their characteristics, modes, and system architectures. Furthermore,
it describes the points of vulnerability within biometric systems.
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Chapter 3 : This chapter delves into the significance of cancelable biometrics in protecting
individuals’ data and privacy. We outline the architectural principles behind cancelable
biometric systems and provide a comprehensive overview of their various types, with a
particular focus on transformation-based approaches.

Chapter 4 : This chapter focuses on the various attacks targeting cancelable biometrics. We
categorize these attacks based on their methodologies and provide a detailed analysis
of each type. Additionally, we conduct a comprehensive survey of the existing attacks
within each category, highlighting the specific vulnerabilities that adversaries exploit.
Furthermore, the chapter includes comparisons of these attack types and introduces a
framework for evaluating protection systems, facilitating a deeper understanding of the
challenges and potential solutions in this field.

Chapter 5 : In this chapter, we present a method for safeguarding palmprint templates using a
Cartesian transformation. This approach generates robustly protected templates through
a non-invertible transformation function, effectively preventing reverse engineering of the
original data. Our method not only enhances the security of palmprint templates but
also achieves high performance in terms of accuracy and reliability.

Chapter 6 : In this chapter, we analyze the security of the well-known Cartesian transforma-
tion [8], with a particular focus on its non-invertibility. We propose an attack algorithm
that successfully reverses the transformation function, demonstrating that the cartesian
transformation scheme fails to ensure the required level of security. Our findings highlight
the need for further evaluation and refinement to enhance its robustness against potential
attacks.

Finally, we conclude this thesis with a general summary of the research, outlining the main
conclusions and various future directions.
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Chapter 2

Biometric Systems

2.1 Introduction

Biometrics aims to identify or confirm identity across various services and applications used
in daily life, such as computers, mobile phones, banks, and buildings, ensuring access only for
legitimate users. Biometric identification leverages physiological or behavioral characteristics
for this purpose.

The concept of identifying individuals using physiological characteristics dates back thousands
of years. In the mid-19th century, Alphonse Bertillon, head of the criminal identification
department in the Paris police force, pioneered the use of body measurements along with eye,
hair, and skin color to verify the identity of criminals. This idea has since evolved, where
many identity verification agencies now store fingerprints in databases, a practice that remains
relevant today.

However, biometrics extend beyond fingerprints to include various other modalities/traits such
as iris recognition, facial recognition, handwriting analysis, and even gait analysis. This di-
versity in authentication techniques enhances the speed and efficiency of human identification
processes.

In this chapter, we introduce the fundamental concepts of biometrics, providing a detailed ex-
planation of how biometric systems operate. We discuss the most commonly used biometric
modalities and highlight their effectiveness in replacing traditional identification systems. Ad-
ditionally, we present the architecture of biometric systems and examine the key performance
evaluation metrics.Finaly, we discuss the main vulnerabilities of biometric systems.

2.2 Biometric Modalities

Biometrics has been defined as the science dedicated to identifying individuals through unique
physiological and behavioral traits. Its core objective is to achieve accurate identification based
on distinct physical or behavioral characteristics [9]. Broadly, biometrics encompasses all pro-
cesses designed to recognize individuals by measuring one or more of their physical, behavioral,
or biological attributes [10].

Moreover, these characteristics are intrinsically linked to the individual, providing a level of
permanence and reliability that traditional methods of identification lack.
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The biometric traits can be categorized as follows :

1. The physiological traits: are the unique and permanent physical characteristics that
exist for every individual. These traits include fingerprints, iris , facial features, palm
prints, and hand geometry, DNA; ect.,. Each of these characteristics is distinct and
remains stable over time, making them highly reliable for identification and verification
purposes. Here are explanations of some commonly used physiological traits:

a. Fingerprints :Fingerprint-based identification is one of the most common and his-
torically utilized methods of identification. It is based on the unique ridges and
patterns on the fingertips, which are formed during the first seven months of fetal
development. These distinct patterns remain unchanged throughout a person’s life,
making them highly reliable for identification purposes. Fingerprint-based systems
are widely employed in law enforcement and security systems due to their accuracy
and efficiency.

b. Iris : The complex and unique patterns in the colored part of the eye, known as the
iris, are used for identification. The intricate tissue of the iris contains detailed in-
formation sufficient for distinguishing individuals. These patterns are formed during
fetal development and stabilize within the first two years of life. Iris-based identi-
fication systems are highly accurate and reliable, making them a valuable tool for
security and identification purposes.

c. Face : Facial recognition is a widely used method of identification that relies on
the location, shape, and spatial relations of distinct facial features such as the nose,
eyebrows, eyes, and mouth. Advanced algorithms analyze these features to create a
unique facial map for each individual. This technology has become increasingly so-
phisticated, enabling high accuracy in both identification and verification processes.
Facial recognition is commonly used in various applications, from unlocking smart-
phones to enhancing security in airports and public spaces. Additionally, it can
operate in real-time, making it a valuable tool for surveillance and monitoring. The
non-invasive nature of facial recognition further contributes to its popularity and
broad adoption.

d. Palmprint : The palmprint shares similar patterns of ridges and valleys found in
fingerprints but differs in terms of area, as the palm is larger than the fingerprint.
Additionally, the palm print includes other distinctive features, such as wrinkles
and major lines, which provide further unique characteristics for identification. The
larger surface area of the palm allows for the capture of more detailed and varied
information, enhancing the accuracy and reliability of palm print-based identification
systems.

e. Hand geometry : Recognition systems based on hand geometry utilize the size,
width, and length of the palm, as well as the length of the fingers, to identify in-
dividuals. While these geometric characteristics can provide useful identification
information, they are currently not as well-established or unique as other biometric
traits. This limitation affects the scalability of hand geometry-based recognition
systems, making them less effective for applications that require distinguishing in-
dividuals within a large population. Consequently, hand geometry is often used in
combination with other biometric methods to enhance accuracy and reliability.

f. DNA : Deoxyribonucleic acid (DNA) serves as the unique genetic code for each
individual, except identical twins who share identical DNA sequences. DNA-based
identification is extensively used in forensic and identification applications, offering
the highest level of accuracy. However, this method requires more complex and time-
consuming analysis compared to other biometric systems. Despite the complexity,
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DNA’s unparalleled precision makes it invaluable for legal and investigative purposes,
ensuring definitive identification.

g. Ear : Ear features are generally considered insufficiently distinctive for reliable iden-
tification on their own. As a result, existing ear recognition systems focus on mea-
suring and matching the distances between prominent points on the pinna and other
distinctive locations on the ear. This method enhances the accuracy of identification
by leveraging the unique geometric relations between these key points.

h. Finger knuckle print(FKP): This trait leverages the unique patterns on the dorsal
(back) surface of the finger, which contains distinctive features, including prominent
main lines, secondary lines, and characteristic peaks. This modality is robust even
in suboptimal imaging conditions, as these characteristics are often still detectable
in low-quality images. This biometric feature has a less abrasive surface than finger-
prints and can be captured non-invasively without physical contact, making it ideal
for hygiene-sensitive applications [11].

2. The behavioral traits: Behavioral characteristics are unique patterns in the way in-
dividuals perform specific activities. These traits are derived from actions or behaviors
that are measurable and distinct for each person. For example, the way one types on a
keyboard, including hand movement, speed, and arm movement, can be analyzed. These
characteristics are influenced by the individual’s physical and emotional state, such as
mood, health, and environment.
Behavioral biometrics provide valuable insights and an additional layer of security when
used alongside physiological traits for identification and authentication purposes.

a. Signature : The signature is considered one of the behavioral biometric features
recognized by identification systems, as each individual has a unique way of signing.
Despite the possibility of forgery and the risk of deceiving the system, many govern-
mental and private institutions continue to use signatures as a tool for identification.
The distinctive patterns in a person’s handwriting, such as stroke order, pressure,
and speed, add layers of complexity that can help differentiate genuine signatures
from imitations. While not infallible, signatures remain a widely accepted method
of authentication in various legal and financial contexts.

b. Keystrocke : Typing patterns serve as a unique behavioral biometric, allowing
individuals to verify their identity. Each person has a distinct typing method, char-
acterized by factors such as keystroke pressure, typing speed, and rhythm. These
unique patterns enable the differentiation of one individual from another, providing
an additional layer of security for identity verification. By analyzing these specific
typing behaviors, systems can accurately distinguish between users, making typing
biometrics a valuable tool in both security and authentication processes.

c. Voice : Voice recognition relies on the unique and distinctive physiological charac-
teristics of an individual’s voice. While these traits are generally stable, they can be
influenced by factors such as age, medical conditions, and emotional states. Voice
recognition systems typically require users to pronounce a fixed, predefined text or
phrase for accurate identification. Despite potential variations, the distinctiveness
of each person’s voice makes it a valuable tool for secure and reliable authentication.

Figure 2.1 illustrates the majority of biometric traits.
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Figure 2.1: Various types of biometric modalities.

2.3 Utilization of Biometrics

In 2018, "Findbiometrics.com" conducted a survey revealing the biometric technology trends
across various industries. As illustrated in Figure .2.2, face recognition technology dominated
the market with a significant 37% share. This marked a shift from previous years, where
fingerprint recognition had been the leading modality. Although fingerprint recognition still
held a substantial share, it was surpassed by face recognition as the most prevalent biometric
technology in the corporate sector during that year.[12]

Figure 2.2: Biometric Modality Trends in 2018.-The figure highlights the market share
distribution of biometric technologies, showing the rise of face recognition as the most

adopted modality.
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Biometrics has a broad range of applications across multiple fields, enhancing both security
and convenience. For example, biometrics is used to produce more secure identity documents,
such as national ID cards and biometric passports, which bolster personal and national security.
Beyond security, biometrics also improves everyday convenience; for instance, at select airports,
biometric systems streamline boarding for frequent travelers, significantly reducing wait times.

2.4 Objectives of Biometrics

The adoption of biometrics is driven by multiple objectives [13], including:

1. Enhanced Security: Biometrics provides robust security through unique individual char-
acteristics, often coupled with biometric template encryption and other anti-fraud tech-
niques to prevent unauthorized access and identity fraud.

2. User Convenience: Biometrics offers a high level of convenience, simplifying authentica-
tion processes compared to traditional methods like passwords, making identity verifica-
tion faster and more user-friendly.

3. Data Integrity and Accountability: To ensure that interactions are securely linked to
individuals, creating a record of access or actions associated with them, thus aiding in
audits and accountability.

2.5 Characteristics of the Biometric System

Identifying and authenticating individuals is crucial, requiring biometric traits to fulfill several
key requirements [3]. To ensure secure and accurate verification of identities and maintain high
levels of security and reliability, these biometric features must adhere to the following criteria:

1. Universality : Every individual must be able to present this trait to the biometric sys-
tem. This ensures that the biometric method can be applied across the entire population
without exclusion.

2. Distinctiveness : Each feature used by the biometric system must be able to sufficiently
distinguish one individual from another. This ensures that the biometric trait is distinct
enough to identify each person uniquely.

3. Permanence : The trait used must be permanent and remain consistent over time to
be considered a reliable biometric characteristic.

4. Collectability : The trait should be quantitatively measurable to ensure it can be ef-
fectively analyzed during the feature extraction phase, thereby providing accurate and
valuable information for identification and verification purposes.

5. Performance : The performance and speed of a biometric system are directly linked
to the quality of the traits it uses. High-quality biometric information ensures efficient
and accurate system performance, while poor-quality data can significantly degrade both
speed and reliability. Therefore, the effectiveness of the system is highly dependent on
the precision and clarity of the biometric traits being analyzed.

Characteristics of the Biometric System Page 29



Biometric Systems

6. Acceptability : The chosen biometric trait must be acceptable to individuals, ensuring
their willingness to cooperate with the system during data capture. This consideration
includes accommodating the conditions and constraints of the capture method.

7. Circumvention : This criterion assesses how easily the biometric system can be deceived
into making an incorrect decision.

2.6 Architecture of Biometric System

The biometric system is a pattern recognition system that compares visual images of individuals.
These images are pre-processed to ensure they are suitable for computer analysis and storage.
This preprocessing step enhances the quality and consistency of the images, making them
reliable for use in biometric identification and verification processes. During the registration
process, biometric features are captured and stored in the database as reference templates for
use during authentication or verification. The biometric system comprises several sections,
detailed as follows:

1. Capturing Phase : During the capturing phase, the biometric identity is converted
into a digital image using a sensor device, transforming a real-world phenomenon into a
digital form. Sensor devices vary in quality, cost, and method of use, which can impact
the effectiveness of the biometric system. The quality of the captured data significantly
affects the authentication process and can be influenced by various factors, including the
quality of the sensor, environmental noise, sweat, humidity, and physical conditions such
as injuries. Ensuring optimal conditions and high-quality sensors is crucial for obtaining
accurate and reliable biometric data.

2. Feature Extraction Phase :Firstly, the captured digital biometric data undergoes en-
hancement to ensure that the features can be accurately extracted. This improvement
process involves using advanced extraction algorithms, such as those that identify minu-
tiae points in fingerprint images, to derive a template. This template contains all the
necessary information to identify the individual. By refining the data and focusing on
critical features, the system enhances the accuracy and reliability of subsequent identifi-
cation and verification processes. Additionally, this enhanced template minimizes storage
requirements and speeds up the matching process, improving overall system efficiency.

3. Storage Phase : At this stage, the created biometric template is stored either as a simple
file on a smart card or within a large database. In addition to the biometric template,
personal data such as the user’s first name, last name, and other relevant details can also
be stored. This additional information helps in associating the biometric template with
the correct individual, facilitating accurate identification and authentication processes.

4. Matching Phase : The individual who wants to authenticate or verify their identity
inputs their biometric data into the system. This data undergoes the same extraction
stage, producing what is known as a query template. The biometric system’s matcher
then compares the query template with the stored templates in the database. The result
will be either acceptance or rejection, depending on whether the degree of matching meets
the pre-determined decision threshold.

Figure 2.3 illustrates the architecture of the biometric system.
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Figure 2.3: Architecture of a Biometric System

2.7 Operating Modes of the Biometric System

Biometric systems identify individuals by using their unique biometric traits and comparing
them with templates stored in databases for authentication [3]. These systems operate in two
modes:

1. Enrollment Phase : This initial stage serves as the entry point into the biometric sys-
tem, where the user is registered. During this process, the individual’s biometric data
is presented to a sensor, which captures an image and extracts the relevant information.
The captured data is then converted into a digital format and processed to create what
is known as a biometric template using specific algorithms. Depending on the applica-
tion and security requirements, the generated template is stored either in a centralized
database or on a personal device unique to each user. This stage is common to both
the verification and identification phases in biometric systems. Figure 2.4 illustrates the
enrollment phase.
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Figure 2.4: Biometric System Enrollment: Capturing and Storing Identity Templates.

2. Verification Process: In verification mode, the system confirms a person’s claimed
identity by comparing their biometric data with a specific template. It is 1:1 comparai-
sion. The user first provides their identity, allowing the verification system to locate the
corresponding registration template. The system then performs a comparison between
the provided biometric data and the stored template. If the comparison result is positive,
the user gains the privileges associated with their identity. If the result is negative, these
privileges are denied. This process ensures that only authenticated individuals can access
the associated benefits and services. Figure 2.5 illustrates the verification phase.

Figure 2.5: Verification Module: Matching captured biometric data against a stored template
to confirm an individual’s claimed identity

3. Identificationn Process : In identification mode, the system determines an individ-
ual’s identity by comparing their biometric data against multiple templates within the
database. This process is also known as a 1:N comparison, where N represents the num-
ber of stored identities that the system compares against the identity to be determined.
The result is positive if the query biometric data sufficiently matches the stored template,
indicating that the system’s performance exceeds the decision threshold. In this case, the
user gains the privileges associated with the identity linked to the registration template.
Conversely, the user will be rejected if the result falls below the decision threshold or if
the person is not registered in the system database. The biometric system ensures that
each individual is not already registered by comparing the new biometric data with all
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existing templates in the database. This prevents users from registering multiple times
under different names. The registration process is carefully monitored to prevent the sub-
mission of incorrect data by users. Additionally, robust security measures are in place to
detect and mitigate any attempts at fraud or identity manipulation, ensuring the integrity
of the system. This comprehensive approach helps maintain accurate and reliable user
identification, enhancing overall system security. Figure 2.6 illustrates the identification
phase.

Figure 2.6: Identification Module: Comparing captured biometric data across multiple stored
templates to determine an individual’s identity.

2.8 Evaluation of a Biometric System

Assessing biometric systems is crucial because it equips researchers with the means to thor-
oughly test and refine their systems while considering user behavior during evaluation. This
approach not only enhances our understanding of user needs but also facilitates the effective
integration of biometric technology into everyday life. Moreover, it enables the identification
of suitable industrial applications for each system based on various factors, including perfor-
mance, usability, security, and the cost of technology deployment. Several factors can influence
the outcome of biometric system evaluations, including:

1. Environmental Conditions: Variations in lighting, temperature, and background noise
that can impact data capture.

2. Sensor-Related Imperfections: Such as noise, quality and resolution, directly affect the
quality of the captured data.

3. Quality of Input Data: The clarity and accuracy of the biometric data (e.g., fingerprint,
facial image) captured during enrollment and authentication.

4. User Variability : Physical variations, such as changes in appearance, alterations in fin-
gerprint patterns, aging, and other similar factors.

5. User Cooperation: The level of cooperation and proper use of the system by individuals
during biometric data capture and authentication.

6. Database Size and Quality: The size and comprehensiveness of the biometric database,
as well as the quality of stored data.
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2.8.1 Performance evaluation

With the growing reliance on biometric systems, it has become increasingly essential to rigor-
ously evaluate their performance. The primary goal of these systems is to accurately identify
individuals as either legitimate users or impostors. Legitimate users are those whose informa-
tion has been previously registered in the system’s database, while impostors are individuals
attempting to gain authentication without prior registration, and therefore, the system treats
them as unknown entities. However, biometric systems are not infallible and can sometimes
mistakenly identify an impostor as a legitimate user (false acceptance) or reject a legitimate user
and consider them an impostor (false rejection). Moreover, there remains a lack of universally
reliable methods to ensure the absolute accuracy and dependability of biometric identification
systems.

On the other hand, intra-class variation refers to the subtle differences observed in the biometric
features of the same individual. These variations can arise from factors such as the pressure
applied to the fingerprint sensor,changes in pose during face capturing, or other environmental
influences. Typically, these differences are minimal, enabling the biometric authentication
system to accurately verify the legitimate user. However, significant intra-class variation can
lead to misidentification, where the system may erroneously flag a genuine user as an impostor.
Figures 2.7 and 2.8 illustrate the extent of intra-class variation among biometric traits.

Figure 2.7: Snapshots of the same individual in different poses, illustrating the intra-class
variation associated with an individual’s face image and the resulting challenges for biometric

systems in achieving accurate recognition.

(a) (b) (c) (d)

Figure 2.8: The following figure illustrates a low intra-class variation between four fingerprints
of the same finger.

2.8.1.1 Error rate measurements

1. Flase acceptance rate (FAR): which refers to the percentage of unauthorized or fraud-
ulent users who are mistakenly recognized as legitimate by a biometric system. This error

Evaluation of a Biometric System Page 34



Biometric Systems

occurs when the system inaccurately matches a fraudster’s biometric data to that of an
authorized user. The FAR can be calculated using the following equation:

FAR(%) = Number of false accepts
Number of impostors tested × 100

2. Flase rejection rate (FRR): refers to the percentage of legitimate users who are incor-
rectly rejected by a biometric system. These rejections occur either because t-he matching
algorithm fails to correctly match the biometric data or due to failures in the data ac-
quisition process. As a result, legitimate transactions are mistakenly denied, highlighting
a key challenge in biometric system accuracy. The FRR can be calculated using the
following equation:

FRR(%) = Number of false rejects
Number of clients × 100

3. Equal error rate (ERR): represents the point at which the False Acceptance Rate
(FAR) and the False Rejection Rate (FRR) are equal, as shown in Fig.2.9- (a). A lower
EER value indicates better system performance, as it reflects a more balanced trade-off
between false acceptances and false rejections. In other words, as we attempt to lower the
FRR (False Rejection Rate), the FAR (False Acceptance Rate) tends to increase. While a
higher FAR can make the system more secure by reducing the likelihood of unauthorized
access, it also makes the system less user-friendly, as legitimate users are more likely to
be incorrectly rejected by the system. The EER is also referred to as the intersection rate
or intersection error rate, the following equation illustrates the Equal Error Rate (EER)
:

EER = FAR where FAR = FRR

Other terms, such as False Match Rate (FMR) and False Non-Match Rate (FNMR), are often
used interchangeably with FAR and FRR [3] [4], particularly in identification systems where
biometric query data is compared against a database of stored templates. FMR and FNMR
are key metrics in evaluating system performance in this context. Figure 2.9-(b) illustrates an
example of the distributions of true and false match scores, along with the corresponding FAR
and FRR at a specific decision threshold.

(a) (b)

Figure 2.9: (a) FRR and FAR in Relation to the Security Level of a Biometric Authentication
System. (b) Distributions of Genuine and Impostor Variations with FAR and FRR Areas
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In addition, several other important metrics play a crucial role in providing a comprehensive
assessment of biometric system performance.[14] These metrics offer further insights into the
system’s effectiveness and reliability in various operational contexts, including metrics such as:

- Failure to Acquire Rate (FTA) : measures the rate at which a biometric system fails to
capture a specific user’s biometric sample. This failure can occur for several reasons, such
as poor image quality, unfavorable environmental conditions, or issues with the biometric
sensor. A high FTA indicates that the system frequently fails to recognize or capture user
data, which can significantly impact the usability and overall efficiency of the biometric
authentication process.

- Failure To Enroll Rate (FTER) : measures the rate at which a biometric system
fails to register an individual’s biometric data. This failure can occur for several reasons,
including poor quality of biometric samples, insufficient data, or issues with the enroll-
ment process. A high FTER indicates that a significant number of users are unable to
successfully enroll in the system, which can limit the system’s accessibility and overall
effectiveness.

- Zero False Rejection Rate (ZFRR) : It means the minimum False Acceptance Rate
(FAR) achievable when the system correctly identifies all genuine users without any false
rejections. In other words, it represents the FAR value at which the system perfectly
recognizes all legitimate users, resulting in a False Rejection Rate (FRR) of zero.

- Zero False Acceptance Rate (ZFAR) : is defined as the lowest False Rejection Rate
(FRR) that can be achieved when there are no false acceptances. In other words, it rep-
resents the FRR value at which the system completely avoids accepting any unauthorized
users.

2.8.2 Performance Curves

- ROC curve(Receiver operating characteristic curve): The ROC curve is used to
evaluate the overall performance of a biometric authentication system. This curve illus-
trates the relationship between the False Acceptance Rate (FAR) and the False Rejection
Rate (FRR) across different decision threshold values. The ROC curve provides a visual
representation of the trade-off between FAR and FRR, helping to assess the system’s
ability to distinguish between legitimate and unauthorized users. Figure 2.10 displays an
example of an ROC curve.
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Figure 2.10: Example of the ROC Curve: Variation of FRR as a Function of FAR with
Changing Decision Threshold.

- CMC curve (Cumulative match characteristic curve) : This curve represents the
probability that a correct match for a given identity appears within the top N matches
returned by the system. It shows how often the correct identity is ranked among the
top candidates by the biometric system. The curve typically starts with the recognition
rate at rank 1 and increases as the rank increases. A steeper CMC curve indicates better
performance, as it shows that the system is more likely to correctly identify individuals
at lower ranks. Figure 2.11 displays an example of an CMC curve.

Figure 2.11: CMC curve showing the probability of correctly identifying an individual within
the top N matches.

Evaluation of a Biometric System Page 37



Biometric Systems

2.9 Benefits and Limitations of Biometric Technologies

2.9.1 Benifits of a biometric system

Biometrics significantly enhance security and protect individual privacy, offering distinct ad-
vantages over traditional authentication systems. Unlike passwords or access cards, which can
be lost or forgotten, biometric traits are inherently linked to the individual and are always avail-
able. Instead of remembering multiple complex passwords, users can conveniently authenticate
themselves by simply placing a finger on a sensor or capturing a facial image. The unique-
ness and permanence of biometric identifiers provide a highly effective and reliable means of
verifying a person’s identity, making them a superior choice for secure authentication.

In certain scenarios, the transmission of biometric data poses significant concerns, particularly
in token-based attendance systems where users transmit their IDs for authentication. In these
systems, accountability is tied to the possession of the token rather than the identity of the
person presenting it. Biometrics can address this issue by ensuring that accountability is directly
linked to the individual, not just the token. This is especially valuable in applications where
precise identification is crucial.

In traditional recognition systems, a user can exploit the system by enrolling multiple times
under different identities, enabling them to fraudulently gain additional benefits, such as apply-
ing for multiple visas or social welfare claims. This loophole allows users to deny one of their
enrolled identities after receiving the service, making it difficult for classical systems to detect
such fraud. The challenge lies in confirming whether an individual is already enrolled in the
system, even if they deny it, a problem known as the "negative recognition" issue. Biometrics
offers a solution to this problem by ensuring that each individual can only be enrolled once,
effectively preventing such fraudulent activities.

2.9.2 Limitations of the biometric system

While biometrics offer significant advantages over traditional authentication methods and are
widely regarded as the solution to many of the issues inherent in conventional systems, they
are not without their disadvantages and limitations. The weaknesses in a biometric system can
arise either from inherent flaws within the system itself or from deliberate attacks targeting
its vulnerabilities [5][15]. Traditional authentication methods, such as passwords or PINs, can
be easily canceled or changed if compromised. However, biometrics present a unique challenge
in this regard because biometric traits are inherently public and can be exposed, they are
more vulnerable to theft. If biometric data is stolen, it is permanently compromised. Unlike
passwords, biometric traits cannot be changed or recovered, making them vulnerable to lifelong
misuse if breached.

Additionally, biometric-based authentication can be less accurate than traditional methods.
Unlike passwords, where a correct input is either right or wrong, biometric systems operate on
a similarity scale between 0% and 100%, with 100% accuracy rarely achieved. This variation
in accuracy is influenced by several factors, including noise during data capture, lighting con-
ditions, and sensor quality... For example, voice recognition becomes impractical in very noisy
environments, and facial recognition may fail in the dark when using a visible light camera.
These elements can introduce inconsistencies, making biometric systems more susceptible to
errors compared to traditional authentication methods. These inconsistencies are reflected in
two key types of variances: intraclass variance and interclass variance. Intraclass variance refers
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to the variability observed within biometric samples from the same individual, highlighting in-
consistencies in how the system recognizes the same person across different instances. Interclass
variance, on the other hand, pertains to the differences observed between biometric samples
from different individuals, indicating how distinct the system perceives the biometric traits of
various people. These variances can impact the accuracy and reliability of biometric systems.

Furthermore, the use of an individual’s biometric data across multiple applications can enable
tracking due to the unique and unchangeable nature of biometric identifiers. For example, the
India’s Aadhaar system [16], where personal biometric information such as fingerprints and
iris scans are collected for identification and government services. Despite its intended use for
convenience and security, there have been reports of data breaches and unauthorized access to
Aadhaar information. This raises significant privacy concerns, as leaked biometric data could
allow individuals to be tracked across various services without their consent, with no way to
revoke or change their biometric identifiers once compromised.

There are also cultural and usage-related restrictions associated with biometric systems. For ex-
ample, fingerprints are often associated with criminal identification, investigations, and surveil-
lance, which can create a negative perception of their use in everyday contexts. Additionally,
fingerprints can sometimes be lifted from surfaces, replicated, and used without the owner’s
consent, raising concerns about security [17]. The physical contact required for fingerprint
scanning also poses hygiene and personal privacy issues for some users, further limiting the
acceptance and widespread adoption of this biometric modality.

On the other hand, identity theft has been demonstrated in many studies, not only through
stealing biometric sample images or lifting them from surfaces, but also by exploiting compro-
mised biometric templates. Attackers can use these compromised templates to reconstruct the
original biometric image, allowing them to impersonate the legitimate user. For instance, the
work in [18] demonstrated a successful approach to reconstruct a fingerprint image from the
standard ISO/IEC 19794-2 template [7]. This format serves as the foundational standard for
structuring, storing, and comparing fingerprint characteristics. It specifies a template that rep-
resents key fingerprint features, including minutiae location, orientation, and type (e.g., ridge
ending or bifurcation). By adhering to this standardized template, fingerprint recognition sys-
tems ensure compatibility and interoperability. Reconstructing fingerprints through these types
of attacks can expose individuals’ privacy, potentially revealing sensitive information such as
their financial background or personal lifestyle habits.

2.9.2.1 Biometric system vulnerabilities

Biometric systems are vulnerable to various security risks, including hacking, illegal trespass,
damage and inherent weaknesses. Ratha et al.(2001) [5][19] identified eight specific points
of vulnerability within these systems. Figure 2.12 illustrates their proposed model of these
vulnerabilities. We will examine the vulnerabilities depicted in figure 2.12 and provide a detailed
explanation of each one as follows:

1. Fake biometric: In this vulnerability, the fraudster presents a counterfeit biometric trait
to the sensor, such as a forged fingerprint, face mask, or other fake biometric . Claude et al.
[20] introduced a novel material called glycerin, which, due to its durability and optimal
softness, is highly suitable for reconstructing fingerprints, offering a superior alternative
to gelatin. Matsumoto et al.[21] also developed an attack targeting 11 biometric systems
using counterfeit fingers crafted from gelatin. In 2018 Maro et al.[22] developed a method
to unlock mobile phones using synthetic gelatin fingerprints, achieving approximately a
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70% success rate on both the iPhone 6 and the Meizu M5s.

Figure 2.12: points of vulnerabilities of biometric system

2. Replay old biometric data : The vulnerability arises when old or previously captured
biometric data, such as an old fingerprint or face image, is presented to the system instead
of the new one. This allows attackers to bypass the direct sensor capture requirements,
effectively spoofing the system and undermining its authentication process.

3. Override feature extractor : At this stage, the attack targets the feature extractor by
introducing false data or deploying a Trojan horse, enabling the attacker to manipulate
the system to generate specific feature sets aligned with their malicious intent. Addi-
tionally, user data can be compromised through various attacks, such as hill climbing,
dictionary, and brute-force methods, which bypass legitimate inputs and exploit the sys-
tem’s vulnerabilities.

4. Synthesized feature vector: This vulnerability refers to an attack where the attacker
intercepts and replaces the genuine biometric data extracted by the system (such as a
fingerprint or facial features) with fraudulent data.

5. Override matcher : The matching module is responsible for calculating the similarity
score between two biometric templates to verify an individual’s identity. This score is
then compared to a predefined decision threshold. Based on this threshold, the module
provides a final decision, determining whether the template is genuine or fake. The
attacker manipulates the matching score, artificially inflating or deflating it. This allows
them to deceive the system into either falsely accepting an unauthorized individual (by
raising the score) or wrongly rejecting a legitimate user (by lowering the score).

6. Modify the stored biometric template :The data storage stage is a fundamental
component of the biometric system, responsible for storing biometric templates. How-
ever, biometric templates may be vulnerable at this stage. In such cases, a fraudster
could alter the stored biometric template to either grant unauthorized access to a fraud-
ulent individual or deny service to the legitimate user associated with the compromised
template.
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7. Intercept the channel : The stored template is transmitted to the matcher for com-
parison with the query template. In this instance, the attacker intercepts and alters the
template during transmission, in the channel between the database and the matcher,
compromising the integrity of the matching process.

8. Override final decision : In this scenario, the fraudster manipulates the matching
result, either by falsely accepting and authenticating themselves or by rejecting the legit-
imate user, thereby compromising the system’s accuracy and security.

Table 2.1 illustrates examples of the causes of attacks at each point in the biometric system.

Attack Point Attack
1 - The attacker deliberately provides their biometric data to

impersonate the legitimate user, typically targeting a weak
biometric pattern of the legitimate user.
- Provide biometric data similar to that of the legitimate user
(an identical twin).
- Stealing biometric data and submitting it to the sensor (
such as fingerprints from surfaces).

2,4,7 -Intercepts the channel and replaces the legitimate biometric
data with fake data.
-The attacker continuously inputs data to render the system
inaccessible to legitimate users.
- Modify the original biometric data.

3,5 - Introducing false data or deploying a Trojan horse.
- Hill climbing, dictionary, and brute-force methods

6 - The attacker modifies or deletes the stored biometric tem-
plate.

8 - Manipulating the matching score by artificially inflating or
deflating it.

Table 2.1: Vulnerabilities to Attacks in Biometric Systems

2.10 conclusion

In this chapter, we explored the concept of biometric systems, highlighting their advantages over
traditional identification methods. Unlike classical systems that rely on codes and passwords,
which can be easily hacked, lost, or forgotten, biometrics offers a more secure and reliable alter-
native by utilizing the unique biological and physiological traits of individuals to authenticate
their identity.

The biometric authentication process consists of two key stages: registration and verification.
During the registration stage, an individual’s biometric data is captured via a sensor or camera
and then processed to create a biometric template, which is stored in the system’s database.
In the verification stage, new biometric data provided by the individual is compared with the
stored template to determine a match, resulting in either acceptance or rejection.

However, due to inherent variations between individuals and even within an individual’s bio-
metric samples, errors can occur. The system’s performance is traditionally measured by two
key metrics: the False Rejection Rate (FRR) and the False Acceptance Rate (FAR). FRR refers
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to the system incorrectly rejecting a legitimate identity, while FAR measures the system’s fail-
ure to reject an unauthorized identity. The balance between these two errors is known as the
Equal Error Rate (EER), where both FAR and FRR are equal, indicating the system’s overall
accuracy.

While biometrics offers significant advantages, such as increased security and convenience, it
is not without its limitations. No single biometric feature can achieve perfect accuracy, which
is why combining multiple biometric modalities can improve recognition accuracy. Despite
these benefits, biometric systems remain vulnerable to certain types of attacks and continue
to be a subject of ongoing research. One promising development in this area is cancellable
biometrics, a technique designed to enhance security by allowing biometric templates to be
securely revoked and replaced if compromised. In the next chapter, we will delve deeper into
cancellable biometric systems and their potential to address the challenges faced by traditional
biometric systems.



Chapter 3

Biometric Template Protection
Techniques

3.1 Introduction

Biometrics have gained widespread adoption across various fields due to their ease of use and
enhanced data protection compared to traditional authentication methods, such as passwords,
tokens, and ID cards..., which are prone to being lost, forgotten, or easily hacked [3]. However,
biometric systems are not without flaws, as they are vulnerable to some serious weaknesses.For
example, Cappelli et al. [18] show that a subject’s original biometric sample can be reproduced
from the stored template. This includes various types of attacks on biometric systems, which
can lead to the exposure of personal and sensitive information, as well as identity theft [23]
[24][25]. This poses a significant threat, as it enables the tracking of a user across different
applications through the cross-matching of their biometric data. In addition, if a biometric
template is stolen or compromised, it cannot be revoked, as it is permanently tied to the user’s
identity.

In recent years, many researchers have proposed Biometric Template Protection Tech-
niques (PTP) [26][6][27] as a notable solution to address issues related to biometric template
problems and mitigate scenarios where an attacker could exploit a stored template to recon-
struct a legitimate user’s original biometric data, potentially leading to identity theft [18]. BTP
techniques aim to mitigate these risks by providing robust protection mechanisms, safeguard-
ing user privacy, and preventing identity theft. Furthermore, it aims to distort an individual’s
original biometric template and modify the auxiliary information that defines the processing
parameters or conditions. This approach safeguards privacy and ensures robust protection of
personal data, making it resilient against unauthorized access and misuse.[28] However, several
studies have observed that the performance of biometric systems tends to deteriorate somewhat
when using cancelable biometrics compared to classical biometric systems [27] [6].

BTP is divided into two categories : Biomtric Cryptosystems (BC) and Cancelable
Biometric (CB) [29]. In some studies, these two approaches have been integrated to form
a hybrid system that enhances security measures and provides robust protection for personal
biometric data against potential breaches and misuse [30].

In this chapter, we present an in-depth analysis of the two main categories of BTP algorithms,
detailing their underlying architectures and operational mechanisms. Particular emphasis is
placed on our research focus cancelable biometrics where we explore its fundamental cat-
egories and examine the most prominent schemes within each. This discussion provides a
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comprehensive overview of existing approaches, highlighting their design principles, security
properties, and practical applications.

3.1.1 Biomtric Cryptosystems

Cryptosystem-based methods rely on combining an encryption key, with the extracted biometric
data to create the protected template. Cryptographic systems are further classified into key-
binding systems and key-generation systems, depending on how the auxiliary data is used. In
key-generation systems, both the auxiliary data and the key are generated directly from the
biometric template. In key-binding systems, the auxiliary data is created by combining the key
with the biometric template. One of the key difficulties in applying biometric cryptosystems is
that they often require the biometric data to be transformed into a vectorized and discretized
format, which can be challenging to achieve accurately for certain biometric representations,
leading to a loss of precision and security [31]. The cryptographic methods, like fuzzy vaults
[32] or fuzzy commitment [33], ensure that even if an attacker gains access to the transformed
biometric template, it would be computationally infeasible to reverse-engineer the original
biometric data.

The main disadvantages of biometric cryptosystems stem from the variability of biometric
samples with each presentation. In key generation or key binding schemes, this variability may
result in the generation of different keys, thereby reducing matching accuracy. Furthermore,
storing biometric data locally for authentication and key release introduces significant security
risks. For example, bit injection attacks can override the authentication process and force the
release of cryptographic keys, making the system vulnerable to exploitation [24]. Figure 3.1
illustrates the biometric cryptosystems procedure.

Figure 3.1: Overview of the biometric cryptosystems procedure, illustrating the enrollment
and authentication processes.
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3.1.2 Cancelable Biomtric

In 2002, Bolle et al. [15] described two transformation classes: the signal-domain transforma-
tion and the feature-domain transformation. In the first, the biometric signal is transformed
directly after image acquisition. In the signal-domain approach, distortion is applied to the
raw signal, which is then processed by a traditional biometric system that may not be aware
of the distortions. Furthermore, the system only matches this distorted signal to a database
if it is distorted in the same consistent manner. The distortion applied to the signal must be
substantial enough to effectively alter the original signal for privacy purposes, yet controlled to
reliably allow feature extraction and accurate identification.

For the feature domain transformation, the distortion is applied after the feature extraction
phase. This means that the original features must be altered to generate entirely new ones that
do not match with the original features. In this chapter, we are interested in feature-domain
transformation approaches.

Cancelable biometrics involve deliberate and irreversible distortions of the original biometric
data, achieved through a transformation function that utilizes unique parameters for each
individual. Instead of storing the original biometric data, the transformed version is securely
stored in the database, allowing the matching to occur in the transformed domain as long as the
same transformation is consistently applied. This approach ensures that the template remains
distinctive while incorporating a unidirectional transformation, preserving both security and
matching performance. This allows for the generation of an unlimited number of cancelable
templates from the same set of biometric attributes. Each time a transformed template is
compromised, it can be canceled and replaced with a new transformed template, which explains
the concept of revocation. This approach enhances flexibility and security by enabling the
easy replacement of compromised templates without impacting the original biometric data.
For example, a user could have an unlimited number of virtual fingerprints, each assigned to
a specific application. This makes it extremely difficult to track an individual based on a
compromised template. Cancelable biometrics utilize computationally simpler transformations
compared to biometric encryption, eliminating the need for encryption and decryption phases
during authentication.[34]

The international standard ISO/IEC24745 outlines the key requirements that a cancelable bio-
metrics (CB) scheme must fulfill. Let z represent the biometric user, and f(·) denote the
transformation function. Let Kz be the transformation parameters, where f(bz, Kz) represents
the transformed template for user z. The original biometric template and query data are de-
noted by bz and b′

z, respectively. Define DO and DT as the distance functions that measure
the similarity between biometric features in the original and transformed domains, respectively.
The cancelable biometric system determines a positive match if the distance between the tem-
plate and the query data, as measured by DO and DT , is below a predefined threshold t.
Following the approach outlined in [35] [36], we mathematically express these requirements on
the transformation function f as follows:

1. Diversity : Multiple transformed templates derived from the same biometric attributes
cannot be matched. In other words, distinct transformed templates should not be linked
to one another or to the original template (cross-matching), as each transformed template
uses different transformation parameters. This prevents cross-attacks between different
biometric databases created using the same transformation function to secure different
applications, i.e.,

DT (f(bz, Kz), bz) > t (3.1)
DT (f(bz, K1

z ), f(bz, K2
z )) > t (3.2)
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Figure 3.2 illustrates the diversity property:

Figure 3.2: Multiple transformed templates derived from the same biometric data, each using
different transformation parameters, are unmatchable and unlinkable. This ensures

cross-matching prevention and enhances security across applications.

2. Revocability (cancelability) : If the stored transformed biometric template f(bz, K1
z )

is compromised or hacked, that template can be canceled, and a new template f(bz, K2
z )

can be generated using different user-specific transformation parameters. This feature
enables the creation of a new pseudo-identity whenever needed, preventing the user from
being traced, particularly in cases where a compromised template is detected. Figure 3.3
illustrates the revocability property.

Figure 3.3: A compromised transformed template can be replaced with a new one using
different transformation parameters, creating a fresh pseudo-identity and preventing

traceability.
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3. Irreversibility : This property ensures that even if an attacker obtains the transformed
template f(bz, Kz), some transformation parameters Ki, or even the transformation func-
tion f , it remains impossible to recover the original biometric data bz. This is because
the transformation function is designed to be irreversible and the recovery process is too
difficult to implement. This feature is crucial for preserving the privacy of the user’s
biometric data.

4. Performance : The implementation of a security system should not degrade identifica-
tion accuracy. In other words, intra-user variability must be preserved in the transformed
domain to prevent an increase in the False Reject Rate (FRR) when applying the trans-
formation function.

DO(bz, b′
z) < t =⇒ DT (f(bz, Kz), f(b′

z, K ′
z)) < t (3.3)

Additionally, inter-user variability must result in a negative match to prevent an increase
in the False Accept Rate (FAR) within the transformed domain.

DO(bz1, bz2) > t =⇒ DT (f(bz1, Kz1), f(bz2, Kz2)) > t (3.4)

3.2 Cancelable Biometric System Architecture

Additionally, inter-user variability must result in a negative match to prevent an increase in
the False Accept Rate (FAR) within the transformed domain.

1. Registration Stage : In this stage, the user provides their biometric data (such as a
fingerprint, face, or iris scan) through a sensor, camera, or other device. The raw biometric
data is then processed through a feature extraction step, where the relevant biometric
features are identified. Afterward, the extracted biometric data undergoes transformation
using a conversion function, along with user-specific transformation parameters. This
results in a transformed biometric template, which is securely stored in the system’s
database.

2. Authentication Stage : During authentication, the user provides their biometric data
again through the sensor. The system extracts the biometric features from this query
data, just as in the registration stage. The extracted query data is then transformed
using the same conversion function and user-specific parameters. The transformed query
data is compared with the stored template in the database. If the comparison falls within
an acceptable threshold, the result is a positive match (authentication succeeds); if not,
it results in a negative match (authentication fails).

Figure 3.4 shows the architecture of cancelable biometric system.
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Figure 3.4: Architecture of a Cancelable Biometric System

3.3 Biometric Template Protection Methods

Biometric template protection (BTP) can be classified into various types[27] [6]. A detailed
description of each type is provided below. Figure 3.5 illustrates a taxonomy of biometric
template protection methods.

Figure 3.5: Taxonomy of biometric template protection (BTP) methods, illustrating the
various classification types and approaches

Biometric Template Protection Methods Page 48



Biometric Template Protection Techniques: Problem Positioning & Existing Works

3.3.1 Non-invertible transformation

Non-invertible transformation is one of the primary protection methods in cancelable biomet-
rics [5] [27] [8] . A transformation function f(·) is applied, using the user’s secret key Kz,
to convert the original biometric template bz into a transformed template f(bz, Kz), which is
then stored in the database instead of the original template. The transformation function is
mathematically irreversible (i.e., no inverse function f−1 exists) and should exhibit significant
computational complexity to reinforce this irreversibility, ensuring that even if the transformed
biometric template is compromised, the original template cannot be recovered. Since the trans-
formation function operates independently of the raw biometric data, it does not need to be
kept confidential. Instead, security is maintained through the non-invertibility of the function
and the use of unique, user-specific keys, allowing the function itself to be publicly known
without compromising the system’s privacy and integrity [37].

The challenge lies in designing effective transformation functions that have significant compu-
tational complexity, making it difficult for a fraudster to reverse-engineer the original biometric
templates. Numerous protection methods in cancelable biometrics are based on transformation
functions, each employing its own unique approach to creating these functions. The complexity
and security of the system depend heavily on how the transformation function is constructed.
In this section, we will explain some non-invertible transformation approaches.

The key differences between transformation functions in arise from several factors:

1. Input Data: Different biometric modalities (e.g., fingerprints, face, iris) require varying
types of biometric templates. For fingerprints, some transformations may operate on
binary templates (like fingerprint images), while others specifically require minutiae-based
templates.

2. Transformation Method: Each transformation function has its algorithm and de-
sign, determining how the biometric data is altered. Some methods apply geometric
transformations, while others employ different approaches. A well designed transforma-
tion ensures that even if the transformed data is compromised, the original biometric
cannot be recovered.

3. Output Data: The variation in output format is critical for ensuring interoperability
and secure matching of biometric templates.

4. Performance: The effectiveness of a transformation function varies depending on fac-
tors like computational complexity, speed, and security. High-performance transforma-
tions minimize errors such as false matches or rejections while providing strong resistance
against attacks, such as replay or template reconstruction.

Ratha et al. [8] suggested three methods of transformations : cartesian, polar and fold-
ing transformations. The Cartesian transformation divides the fingerprint area into a defined
number of cells(grid of cells), using a core point as a reference. Each cell contains one or
more minutiae points. The transformation function then randomly maps these cells to other
randomly selected cells, allowing multiple cells to share the same cell number after the trans-
formation (one-to-many). Mathematically, the Cartesian transformation involves multiplying
the grid of cells by a transformation matrix, which is derived from the user’s secret key.

In polar transformation, the fingerprint area is divided into sectors using a core point as a
reference. Each minutia point is assigned to a specific sector, with each sector being numbered
uniquely. A sector can contain one or more minutiae points. The transformation process
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involves randomly reassigning the sectors to new positions, while the angles of the minutiae
points are adjusted based on the new sector positions.

In functional transformation, minutiae positions are altered using a transformation function,
with its parameters defined by either mixed Gaussian distributions or randomly distributed
electric charges. The direction of translation is governed by the phase ϕ, while the extent of
translation is determined by the magnitude |F⃗ | or by another function ϕ(a, b) as follows:

|F⃗ | =
∣∣∣∣∣

J∑
i=1

qi(w − wi)
|w − wi|3

∣∣∣∣∣ (3.5)

ϕ(a, b) = 1
2 arg

(
J∑

i=1

qi(w − wi)
|w − wi|3

)
(3.6)

Here, w = a+ ib represents the position vector, and J = [q1, q2, . . . , qj, w1, w2, . . . , wj] comprises
random keys that define both the magnitude and the position of the electric charge. The
transformation is described as follows:

A′ = a + J |G⃗(a, b)| + J cos(ϕF (a, b)) (3.7)

B′ = b + J |G⃗(a, b)| + J sin(ϕF (a, b)) (3.8)

θ′ = mod(θ + ϕG(a, b) + ϕrand, 2π) (3.9)

Ratha et al. [8] argued that the folding transformation outperforms the other two methods
in terms of effectiveness. Furthermore, the authors of [8] claimed that recovering the original
template from the transformed one is highly challenging.

Ahmad et al. [38] suggested a non-invertible transformation based on pair polar coordi-
nates of fingerprint templates. The first step operates by selecting a subset of minutiae points
from the initial set in a fingerprint that are sufficiently spaced apart. These points are then
randomly mapped to different sectors, following the same principle as the polar transforma-
tion method developed by Ratha et al. [8] The main difference between these methods lies
in the additional stage of selecting points. To further process the spatial relationship between
these minutiae, the distance between minutiae points can be calculated as follows: suppose mi

and mj are two minutiae points, and we want to determine the distance between them. The
information extracted from the relationship between these minutiae is represented as a vector
Vij = (D, α1, α2), where D is the distance between the two points, α1 is the angle between minu-
tia mi and the link connecting mi and mj, and α2 is the angle between minutia mj and the link
between two the two minutiae. Figure 3.6 illustrates the distance between two points.The polar
space is divided into sectors based on the reference point, where each sector may contain one or
more minutiae points. The transformation consists of two basic steps: sector transformation,
where each sector is mapped to a new sector, and radial distance transformation, where each
vector in the polar coordinate space is transformed into a new vector Vij

′ = (D′, α′
1, α′

2).
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Figure 3.6: The distance calculation between minutiae points.

Wang et al. [39] proposed a densely infinite to one mapping (DITOM), This approach re-
lies on a transformation function that applies quantization to minutiae points, generating an
infinite number of possible transformed minutiae configurations. This ensures the function’s
irreversibility by concealing the original fingerprint template among countless potential solu-
tions, thereby preventing its recovery. According to the same distance calculation method as
Ahmad’s approach [38], Wang et al.’s method is based on a similar principle, where the distance
between each pair of minutiae mi and mj in the fingerprint is represented as Vij = (D, α1, α2).
To avoid repetition, the symmetric pair Vji will not be considered. The vector Vji is quantized,
where N = ND + Nα1 + Nα2 , and then converted into a binary vector representation B. The
binary vector B is then transformed using a discrete Fourier transform.

Lee et al. [40] developed a non-invertible transformation that is free of alignment. This ap-
proach involves altering both the direction and position of each minutia point in the fingerprint
template. It employs two distinct transformation functions: the first modifies the positions of
the minutiae, while the second adjusts their orientations. As a result, the transformed template
consists of minutiae points with randomized positions and directions.

Yang et al. [41] proposed a non-invertible transformation that projects each pair of minu-
tiae onto a circle along a direction perpendicular to the line connecting the minutiae. Their
transformation approach is based on using local and global features, where the local features
include distances and angles between minutiae points, and the global features incorporate ridge
frequency and orientations. The irreversibility of this approach is ensured by the fact that
multiple pairs of minutiae can be mapped to the same point on the circle, thereby obscuring
the original minutiae configuration.

Ferrara et al. [42] proposed a two-factor protected minutia cylinder-code to secure the original
fingerprint, utilizing the Minutia Cylinder Code (MCC) proposed by Cappelli et al [43] and the
Protected Minutiae Cylinder Code (PMCC) [42]. This method integrates a two-factor security
mechanism to enhance protection by transforming the minutiae data. The PMCC approach
was claimed to preserve cylinder distance in the transformed domain, even though the original
information is not present in the protected template. However, despite this advantage, the
PMCC approach is not revocable, meaning that the biometric data cannot be reset or updated
if compromised. This limitation led to the suggestion of an alternative two-factor protection
method.
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Ouda et al [44] proposed a cancelable biometric scheme known as bio-encoding. In this
method, a vector of consistent bits is extracted from the original iris code. The protected
biocode is then generated by randomly mapping these consistent bits to various bit sets within
a pseudorandom sequence S. Specifically, each bit in the consistent bit vector is mapped to
a single bit value in the pseudorandom sequence, with the position of each bit corresponding
to the value of that bit in the vector. This BioEncoding approach is based on a single-factor
design, where biometric encoding is individually based on the iris code.

Zhao et al. [45] developed a cancelable biometric (CB) scheme that utilizes local ranking to
secure iris data, producing a template consisting of local rank values. The binary iris values
are converted to decimal values by application-specific random strings. The protection process
begins by XORing the iris data with an application-specific string. The resulting data is
then divided into blocks, each represented by its corresponding decimal value. These blocks
are further grouped and ranked based on their decimal values. Ultimately, the transformed
template is composed of the rank values obtained through this process.

Ragendhu et al. [46] proposed a novel cancelable biometric scheme designed to address the
shortcomings of existing methods. This approach employs patch-level distortion using Voronoi
patches, where images are divided into these patches based on a rotation- and scale-invariant
seed point generation solution. The feature vectors from each patch are then concatenated
to distort the log-Gabor feature vector, enhancing security by eliminating the need for a user-
specific key—a critical vulnerability in other techniques. The method also ensures irreversibility
through randomization and distortion mechanisms.

Siddhad et al. [47] applied convolutional autoencoders and random noise to extract key
features from palm vein, palmprint and wrist images and compress them into a latent space
representation.To create cancelable templates from these features, they introduced random
noise and utilized random convolution techniques. The features are extracted using CAEs,
then subsequently salted and convolved with a random 7×7 kernel generated from a uniform
distribution [48].

3.3.2 Bloom filter methods

A Cancelable Biometric Filter is a method uses convolution techniques to irreversibly transform
biometric data, ensuring privacy and security. One such method involves the use of Bloom
Filters, which are space-efficient, probabilistic data structures designed to represent sets and
efficiently support membership queries (i.e., determining whether an element is part of a set).
When applied to biometric data, such as a binary feature vector, the Bloom filter transforms it
into a format that is irreversible, meaning that the original data cannot be reconstructed from
the transformed output. A Bloom filter consists of a set of n bits, initially set to zero. Hash
values h is then calculated, producing a set of positions in the bit array where 1 are placed
instead of 0. The bit value 1 may be set in the same position multiple times by different hash
functions. To verify the presence of an element A in the Bloom filter, all bit positions produced
by the hash functions h(A)must be set to 1. Figure 3.7 illustrates the Bloom filter method.
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Figure 3.7: Overview of bloom filter approach.

Rathgeb et al. [49] developed a method to secure iris templates using a Bloom filter. The
binary iris code is partitioned into K equally sized blocks, where each block generates a "code-
word" consisting of W bits. A Bloom filter b of length 2W is initially set to all zeros. The
transformation is then applied by performing an XOR operation with a user-specific key, which
alters certain bits in the Bloom filter, setting them to 1. In this approach, the Bloom filter
aims to compress biometric data and reduce computational time while maintaining recognition
performance.

3.3.3 Random Projections

Random projections are a commonly used technique in cancelable biometrics. In this approach,
the biometric data x, which belongs to RN , is projected onto a randomly generated subspace
K, where K belongs to RN×n with n < N . Each entry aij of K is an independent realization
of a random variable. This process transforms the biometric data into a new space, making it
difficult to reconstruct the original biometric information, thereby ensuring privacy and security.
The process can be outlined as follows:

Y = xK (3.10)

where Y represents the random projection vector in n dimensions. Ngo et al. [50] proposed
a bio-hashing scheme based on random projections. In this approach, the extracted feature
vector x is projected onto a pseudo-random matrix M to generate a bio-hash vector z = xM.
This random projection is then followed by a quantization process, which converts the resulting
vector into a binary feature vector b ∈ {0, 1}. This random projection is then followed by a
quantization process, which converts the resulting vector z into a binary feature vector b ∈
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{0, 1} according to a predefined threshold τ , where bi = 0 if z < d and bi = 1 if z > d, for
i = 1, 2, . . . , n. Then, the binary vector b is stored in the database as a protected template.

Jin et al. [51] suggested a cancelable biometric (CB) scheme to secure facial biometric tem-
plates using a ranking-based locality-sensitive hashing method called Index of Max Hashing
(IoM). A biometric feature vector x ∈ RN is multiplied by a set of Gaussian random matrices
Rl ∈ RN×K to produce the random projected vector zl = Rlx, where l = 1, . . . , L, K represents
the subspace dimension. The entries of the matrix Rl are drawn from a standard Gaussian
distribution N(0, 1). The hash code hl is then derived from the index of the maximum value
in the projected vector.

In [52], a random projection-based method for cancelable iris recognition was introduced by
pillai et al. Direct application of random projections to entire iris images tends to degrade
performance. This occurs because different regions of the iris have varying quality, and real
iris images, even with accurate segmentation, often contain outliers from specular reflections,
eyelashes, and eyelids. A linear transformation applied to the whole vector mixes high-quality
regions with these outliers, corrupting the data. To mitigate this, [52] proposes sectored ran-
dom projections, where each sector of the iris undergoes random projections separately. The
resulting transformed vectors are then concatenated to create a cancelable template, ensuring
that outliers only affect their respective sectors rather than the entire iris vector.

To protect the stored face template, Dong et al. [53] developed a Non-linear multi-dimensional
spectral hashing (NMDSH) technique. First, the Eigen functions Θij(xi) and their correspond-
ing Eigen values λij are calculated and sorted in ascending order. The top K indices are
selected to form the set A = {(i1, j1), (i2, j2), . . . , (i3, j3)}. Each data point x is then encoded
using yij(x) = sin(Θij(x)) for all (i, j) ∈ A. The final output, y, is determined by applying the
softmod function q(Θij(x)), defined as:

q(x) = 2
1 + e−8 sin(πx) − 1 (3.11)

and α is the nonlinear rate to be determined empirically. The technique maintains recognition
performance while achieving other essential properties of cancelable biometrics.

3.3.4 Random Permutations

Random switching is a technique used in cancelable biometrics, where biometric features are
randomly altered to generate the cancelable template. Lai et al. [54] proposed a cancelable
biometric scheme based on iris permutation, where the biometric features (X) are permuted
using P randomly generated permutation vectors to create a permuted iris code (X’). The
Hadamard product code is then generated by multiplying all the permuted iris codes, as detailed
below:

Xp =
P∏

i=1
(X ′

l) (3.12)

Next, the first k elements of each row of the Hadamard product code are selected, and the
value corresponding to the first binary bit 1 is recorded as Cx. Lastly, for every Cx > k − τ , the
output is conducted C ′

x = Cx mod (K−τ), and this procedure is recurrent by using m different
permutation sets to generate an n × m protected template as follows: {C ′

xi ∈ Zn, i = 1, . . . , m}.

In [55], Jinyuan et al. proposed a secure template generation scheme for face recognition
employing a chaotic system. They begin by eliminating internal correlations within the face
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feature vector through permutation. The vector is then transformed using an orthogonal matrix,
ensuring that distances are preserved. Finally, templates are generated by calculating the cosine
values between random vectors and the transformed feature vector.

3.3.5 Biohashing Methods

BioHashing is a technique used in cancelable biometrics to enhance the security and privacy
of biometric data. Rathgeb et al[49] proposed a biohashing method, where the biometric
features are extracted from the input data vector x, which resides in RN . The process involves
generating a user-specific token along with orthogonal pseudo-random vectors vi ∈ RN for
i = 1, . . . , N . The inner product between the biometric feature vector and the user-specific
token is calculated, resulting in a transformed vector. This transformed vector, combined with
the pseudo-random vectors, helps create a secure BioHash code. This approach ensures that
the biometric data is obfuscated, making it difficult to reverse-engineer the original features.
The BioHashing process can be mathematically expressed by the equation :

c = Sign(ΣxT vi − τ) (3.13)

Sign represents the signum function, and τ denotes a threshold determined through experi-
mentation. The BioHashing framework offers a high degree of security by serving as a one-way
transformation for biometric data and mitigating the impact of external factors. This robust-
ness is achieved through a detailed statistical analysis of the framework, which evaluates the
effectiveness of random multispace quantization operations. Such an analysis confirms that Bio-
Hashing effectively obscures biometric features, ensuring secure and resilient data protection.
Figure 3.8 illustrates the bioHashing method

Figure 3.8: Overview of Biohashing method

3.3.6 Hybrid Methods

Hybrid methods combine two or more techniques to create cancelable biometric templates,
often integrating cancelable biometrics with encryption. The use of such hybrid systems aims
to enhance security levels compared to other protection methods, preserve system performance,
and mitigate vulnerabilities associated with the stored template. For instance, Boult et al.
[56] proposed a hybrid biometric system designed to protect facial data, introducing the concept

Biometric Template Protection Methods Page 55



Biometric Template Protection Techniques: Problem Positioning & Existing Works

of the "biocode." This biocode is defined as "a revocable identity code generated by applying
a revocable transformation to biometric data, such that identity matching is performed in the
encrypted/revocable form" [56][57]. Additionally, Wong et al. [58] proposed another hybrid
method, called Cancelable Secure Sketch (CaSS), which integrates Multi Line Code (MLC)
with Secure Sketch (SS). The MLC process involves five stages: (i) extraction of fine details,
(ii) generation of the Multi Line Code (MLC), (iii) random projection, (iv) Kernel Principal
Component Analysis (KPCA), and (v) denoising. The SS method combines the bit string
generated by MLC (obtained from the deduplication step) with a random code word selected
from code books such as Reed-Solomon (RS) and BCH (Bose-Chaudhuri-Hocquenghem) codes.
Figure 3.9 illustrates an example of a hybrid method:

Figure 3.9: Overview of a hybrid methods in biometric template protection algorithms.

3.3.7 Cancelable Multimodal Methods

Unimodal biometric systems face several challenges, including intraclass variability, variations in
data quality, and similarities between interclass samples. To address these issues, multimodal
biometrics combine multiple biometric traits using various feature extraction approaches to
create more secure templates. This approach enhances security and accuracy by integrating
different types of biometric data, such as iris, face, and fingerprint information from the same
individual, for identity recognition. By leveraging multiple biometric traits, multimodal systems
overcome the limitations of unimodal systems and provide a more robust solution for identity
verification. Numerous methods for multimodal biometrics have been proposed in the literature.
These include techniques such as cross-fold random indexes [59], rank-level fusion [60], and real-
time situational awareness [61]. Other notable methods are feature fusion [59], bit extraction
[62], random distance [63], and biometric credential systems [64]. Each of these approaches
addresses different aspects of multimodal biometrics to enhance accuracy and security.

In Table 3.1, we provide a summary of the reviewed CB schemes, highlighting the modality
used, the adopted security approach, and the method employed for ensuring irreversibility.
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CB protection scheme Modality Approach adopted Irreversibility
Functional transformation [8] Fingerprint Non-invertible transformation Many to one mapping

Transformation based perpen-
dicularly projection [41]

Fingerprint Non-invertible transformation Many to one mapping

Polar transformation [38] Fingerprint Non-invertible transformation Many to one mapping

Transformation based on local
minutiae information [40]

Fingerprint Non-invertible transformation Unknown Invariant value
based

DITOM [39] Fingerprint Non-invertible transformation Infinite to one mapping

Bio-hashing [65] ,[66] ,[50] Face, Fingerprint, Face Random projection Random projection

Bloom filter [49] Iris Projection on bloom filter Many to one mapping

Index of Max Hashing (IoM)
[66]

Face Ranking based hashing Many random projection

Indexing-First-One Hashing
(IFO) [54]

Iris Ranking based hashing Many random projection

Non-linear multi-dimensional
spectral hashing (NMDSH)
[53]

Face Random projection Non-invertible randomized
graph based hamming embed-
ding

Two-factor protected minutia
cylinder-code [67]

Fingerprint Permutation User-unique permutation

Bioencoding [44] Iris Non-invertible transformation Many to one mapping

Local ranking cancelable bio-
metrics (LRCB) [45]

Iris Local ranking based transform Many to one transform

Alignment-free fingerprint
hashing algorithm based on
minimum distance graphs [68]

Fingerprint Non-invertible transformation Many to one transform

Irreversible and Revocable
Template Generation Scheme
Based on Chaotic System [55]

Face Local sensitive hashing Many to one transform

Cancelable biometric scheme
based on dynamic salting of
random patches [46]

Face patch-level distortion with ran-
dom noise derived from differ-
ence vectors

non-invertible randomized
based on random noise from
difference vectors

Cancelable Biometric Tem-
plate Generation Using Con-
volutional Autoencoder[47]

palmprint, palmvein, wristvei Non-invertible transformation Random noise and random
convolution

Table 3.1: Summary of multiple CB systems

3.4 Conclusion

Cancelable biometrics are regarded as a solution to address the challenges and vulnerabilities
associated with traditional biometric systems, securing stored biometric templates against theft,
fraud, and other risks that may violate an individual’s privacy. In our discussion, we explored
the various types of cancelable biometric methods presented in the literature. Despite the
differences in their structure and the construction of protection schemes, all of these approaches
share a common goal: to secure biometric data and safeguard individuals’ privacy. This is
achieved by storing a transformed version of the template, rather than the original, thereby
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preventing breaches or theft of the original biometric data. One of the key features of this
approach is that the original biometric template cannot be recovered from the transformed
template, ensuring security and mitigating the risk of hacking the original data. Additionally,
this method allows for the cancellation and regeneration of biometric templates, due to the use of
an individual’s secret key. By simply replacing the secret key with a new one, a new transformed
template can be generated whenever needed, further enhancing security and flexibility.

In this chapter, we introduced the concept of cancelable biometrics, outlining its key charac-
teristics, and explaining the Cancelable Biometric System Architecture. We then provided a
detailed overview of the various types of cancelable biometrics, highlighting numerous schemes
proposed by researchers for each category. Despite the numerous advantages of cancelable bio-
metrics, are they truly sufficient to protect an individual’s data? Can we confidently assert
that cancelable biometrics are resistant to all types of attacks? Is it genuinely impossible for
an attacker to compromise the original template or reverse the transformation function? Or
could an attacker, armed with knowledge of certain transformation tools such as the trans-
formed template, the transformation function, or even the secret key potentially reconstruct
the original template? We will investigate this in the next chapter.



Chapter 4

Attacks Against Cancelable Biometrics

4.1 Introduction

Cancelable biometrics have emerged as a leading solution to address the limitations of tra-
ditional biometric systems, offering enhanced security and flexibility. By allowing biometric
templates to be transformed and replaced without compromising the original data, cancelable
biometrics significantly improve both security and accuracy. Numerous methods in the litera-
ture focus on cancelable biometrics, aiming to create templates that are revocable, irreversible,
and untraceable, which are stored in databases instead of the individual’s original biometric
data. While these approaches offer significant advantages, further investigation is required, as
several studies have highlighted vulnerabilities, proving that many CB schemes are suscepti-
ble to attacks. Consequently, it is crucial to identify and classify these attacks to strengthen
security measures and enhance the overall protection of cancelable biometric systems.

Highlighting the various attacks and vulnerabilities identified in the literature is essential, as
they pose significant security risks and provide attackers with opportunities to breach protec-
tion systems. This serves as a wake-up call for the research community focused on securing
cancelable biometric templates, especially since some of these methods are proposed to secure
sensitive applications, as noted in [69], drawing attention to these weaknesses and raising aware-
ness to mitigate the impact of severe attacks. Classifying attacks and identifying their various
vulnerabilities is crucial for several reasons:

- Limited focus on attack types : The number of documented attacks against cancelable
biometrics in the literature is relatively small compared to protection methods. As a
result, the research community often focuses on the most prominent attacks, such as
ARM and spoofing attacks..., while potentially overlooking others. This underscores the
importance of clearly defining different attack types, as understanding the full spectrum
of attacks is essential for developing effective defense systems.

- Difficulty in building protection systems: Without a deep understanding of the
attack details and how they are executed, it becomes challenging to design robust systems
that can effectively prevent these attacks. A well-defined classification of attack methods
is necessary to anticipate and mitigate security risks.

- Misconception of cancelable biometrics as an ideal solution: There is a miscon-
ception that cancelable biometrics provide an ideal solution for enhancing both security
and privacy. This can lead to a degree of complacency, where protection systems are not
subjected to rigorous evaluations, making them vulnerable to attacks.
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- Balance between security and accuracy: One of the key challenges in biometric
protection systems is the trade-off between security and accuracy. Many methods that
have been compromised prioritize security accuracy at the expense of security, leading to
inadequate defenses against attacks. Achieving a balance that ensures both high accuracy
and robust security remains a complex challenge.

Addressing these details is crucial for enhancing security and privacy. Ignoring them exposes
individuals and organizations to significant risks, including data breaches and cyberattacks.
The loss of personal data can be irreversible, leaving individuals vulnerable, while organizations
may face severe financial consequences, such as compensation costs, regulatory fines, and the
need to invest in new security measures. Furthermore, they may be subject to legal action from
affected individuals and suffer long-term damage to their reputation, which can be even more
costly than the immediate financial impact.

In this chapter, we classify the various types of attacks targeting cancelable biometrics and
examine the vulnerabilities within certain protection schemes that raise significant security
concerns, allowing attackers to compromise the system. Additionally, we provide a comparative
analysis of multiple attacks on cancelable biometric systems, considering several key factors.
Building on this analysis, we propose a rigorous framework for evaluating protection schemes
and mitigating these attacks. By identifying weaknesses and assessing their potential impacts,
we aim to encourage further research and innovation to strengthen the security of cancelable
biometric systems.

4.2 Proposed Classification of Attack Strategies on Can-
celable Biometric Systems

Attacks on cancelable biometric systems can be broadly categorized into presentation and
software-based attacks. Presentation attacks involve using counterfeit or fabricated materials
to deceive the biometric authentication sensor, tricking the system into recognizing the fake
input as genuine and granting unauthorized access to the attacker. In contrast, software-based
attacks require more sophisticated tools and expertise, including hacking or penetration testing
skills, to exploit vulnerabilities within the biometric authentication system. In this section, we
will focus primarily on software-based attacks. We have further classified attacks on cancelable
biometrics into three distinct categories, which will be discussed in the following subsections.
A comprehensive review of each category will be provided, outlining the specific threats and
vulnerabilities associated with these attacks. Figure 4.1 illustrates our developed taxonomy for
the complete classification of these attack types.

4.2.1 Reversibility attacks

A reversibility attack against cancelable biometric methods aims to undo the transformation
applied to a user’s biometric template to recover the original data. Cancelable biometrics
employ transformation functions to alter the original biometric data into a secure, non-reversible
template to protect user privacy. However, in a reversibility attack, an attacker attempts to
reverse-engineer or bypass this transformation, allowing them to reconstruct part or all of
the original biometric template. The danger of such an attack is significant because if an
attacker can recover the original biometric data, they could impersonate the legitimate user
or compromise the integrity of the biometric system. This type of attack undermines the core
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purpose of cancelable biometrics, which is to provide a revocable, secure template that cannot
be easily traced back to the original biometric data. A reversibility attack is executed by
leveraging the appropriate skills and insights to reverse the transformation function, targeting
the specific vulnerabilities inherent in each protection algorithm. Based on this approach, we
can classify the methods of reversibility attacks as follows:

Figure 4.1: Proposed taxonomy of various attacks against CB.

4.2.1.1 Dictionary attack :

In this type of attack, the attacker compiles a set of biometric templates that are most likely
to match the target’s protected template. The attacker then submits these high-probability
templates to the decision-making unit, hoping to achieve a successful match. This type of
attack leverages pre-selected or generated templates to increase the chances of bypassing the
authentication system.

While the folding transformation method proposed by Ratha et al. [8] is an effective approach
to safeguard an individual’s biometric data, a study by Shin et al. [70] highlights its vulnera-
bility. Their research demonstrates that the original template can be reconstructed using two
transformed templates derived from the same source. They showed that if an attacker gains
access to a transformed template and its transformation key, T , they could launch a dictionary
attack. By simulating the transformation, the attacker can generate a set of possible pre-images
for each minutia, ultimately forming A1...An groups and compromising the security of the sys-
tem. Each group includes all possible sources of pre-images for the original minutiae. The fewer
pre-images an attacker has to deal with, the easier it becomes to identify the original minutiae.
If the attacker can obtain two or more transformed templates from the same original template,
along with their transformation keys, they can use the Cartesian product (A1 × · · · × An) or
the union (A1 ∪ A2 ∪ · · · ∪ An) of the candidate pre-image sets. By selecting the intersections
between these sets, the attacker can narrow down the possible pre-images.

4.2.1.2 Attacks via record multiplicity (ARM)

Many cancelable biometric (CB) schemes are vulnerable to the attack known as Attack via
Record Multiplicity (ARM). In this attack, an adversary generates multiple transformed tem-
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plates, T (X1, K1), T (X2, K1), . . . , T (Xn, K1), from the same biometric data X using the same
transformation parameter K1. By analyzing the correlations between these transformed tem-
plates, the attacker can potentially reconstructs the original biometric template. Figure 4.2
illustrates the ARM attack.

Figure 4.2: Attack via record multiplicity principle illustrated in fingerprint system. Xi are
multiple real impressions related to a same user finger. f(Xi) are their respective transformed

templates. Once the intruder gain these last ones, he can launch the attack.

Although Yang’s method [41] is considered an effective scheme for protecting biometric data,
it was successfully attacked by Li et al. [71] using ARM. In this case, the attacker can retrieve
the original template by obtaining two or more transformed versions (circles) with the same
raduis r and identifying the correlations between them. By matching corresponding transformed
minutiae (represented by circles) in both templates and finding the correct intersection points,
the original minutiae can be recovered. Therefore, this CB scheme is not resistant to ARM.

The non-invertible approach proposed by Ahmad et al. [38] is vulnerable to Attack via Record
Multiplicity (ARM) as demonstrated by Li et al. [71]. In this attack, if an adversary obtains
multiple transformed templates and the transformation parameters, he can reconstruct the
original template by recovering the sectors and coordinates (such as radial distances) of the
original template. The primary weakness lies in the sector transformation process, where
the angles remain unchanged before and after transformation. This consistency simplifies the
recovery of sectors, allowing the attacker to retrieve the minutiae in the original sectors by
comparing the angles across the transformed templates. Once the sectors are identified, the
attacker can further reconstruct the original distances between the center point and the minutiae
by using the distance-related parameters and recalculating the new radial distances.

The cancelable scheme proposed by Wang et al. [39] was compromised by Li et al. [71]
through the ARM attack. Despite the real solution being obscured among an infinite set of
possibilities, their attack successfully recovered the original template. Their attack relies on
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collecting numerous transformed matrices and templates to construct a linear equation system,
the solution of which facilitates the recovery of the original template.

Lee et al.’s protection scheme [40] claims that it is challenging for an attacker to recover the
original user’s template even if a single transformed version is obtained, as the recovery of
the original data relies on an invariant feature of the user’s fingerprint image. However, this
protection approach is vulnerable to the ARM attack [71]. If an attacker can acquire multiple
transformed templates along with the user’s PINs, they can potentially reconstruct the original
template. By analyzing the correlations between the transformed templates, the attacker can
narrow down the invariant value to a very small range or even isolate a single invariant value
if a sufficient number of transformed templates are available.

In 2008, Quan et al. [72] launched an ARM attack on the folding transformation proposed
by Ratha et al. [8], drawing parallels to the ARM attack previously introduced by Scheirer
and Boult [73]. Scheirer and Boult demonstrated that by analyzing multiple encodings of
the same biometric template, an attacker could exploit correlations between them to retrieve
the original template and the associated secret. This method had been effectively used to
compromise fuzzy vault systems, where the original minutiae set is mixed with chaff points.
By matching two vaults, they could isolate the original minutiae points projected onto the
polynomial, while chaff points are discarded. Similarly, Quan et al. proposed that using a single
transformed template allows an attacker to extract multiple solutions, some of which are the
original minutiae and others chaff points. With an additional transformed template, they could
refine these solutions, ultimately reconstructing the correct minutiae points by filtering out chaff
points. Ratha’s protection scheme [8] is similarly vulnerable, as the original minutiae can be
inverted and recovered. This scheme’s many-to-one property enables an attacker to match
the correct minutiae points across multiple transformed templates, thereby reconstructing the
original template from among the chaff points.

Ouda et al.[74] evaluated the non-invertibility of the bioencoding algorithm [44] by launching
three attacks: brute force, optimization, and ARM. Their analysis demonstrated that while the
biometric encryption scheme is resilient against brute force and optimization attacks, it remains
vulnerable to ARM attacks. They argued that each bit in the biocode could originate from
2m−1 possibilities; thus, if an attacker can access K biocodes, the number of possibilities can
be reduced from 2m−1 to 2m−K . The optimal case for retrieving the original template occurs
when m = K. To strengthen the bioencoding algorithm against ARM attacks, this study
proposes multiple enhancements. Additionally, Ouda et al. [74] demonstrated that negative
iris recognition [75] is susceptible to ARM attacks, showing that a substantial portion of the
original iris code can be reconstructed if an attacker gains access to several negative databases.

4.2.1.3 Solving equations

This type of attack works by constructing a system of equations, the solution of which enables
the recovery of the original template. One prominent example is the attack on the folding
transformation proposed by Ratha et al. [8], in which a flaw was identified by Quan et al. in
[72]. The issue is that the transformation of minutiae points is limited to small, reversible areas.
Specifically, while the folding process occurs in a localized region, most areas only experience
distortion rather than true transformation. Consequently, by solving nonlinear equations, an
attacker can recover the original minutiae points for most transformed points, even with access
to just a single transformed template.
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4.2.1.4 Brute force attack

A brute force attack systematically sifts through all possibilities to determine the original
biometric data. In this context, the attacker attempts to reverse-engineer the transformation
by exhaustively searching through the transformed template space until they identify a template
that matches the original biometric attributes. This attack is computationally intensive and
relies on the ability to generate or test multiple transformed versions, aiming to bypass the
irreversibility and security measures designed to protect the original biometric information in
cancelable biometric systems.

Quan et al. [72] demonstrated that a brute force attack can be launched on a limited range of
transformations using only a single transformed template. In this approach, the attacker does
not need to precisely recover the exact positions of the original minutiae points; an approxi-
mate restoration is sufficient to produce a matchable result. This approximation increases the
feasibility of a brute force attack, as even a rough alignment can compromise the security of
the transformation.

4.2.1.5 Similarity based attack(pre-image attack/masquerade attack)

The pre-image attack is among the most prevalent and effective methods used against can-
celable biometrics. In this attack, the adversary reconstructs an approximate version of the
original biometric data, allowing them to perform matching within the transformed domain
without needing the exact original biometric template. According to the definition by Dong
et al.[76]. This type of attack is primarily motivated by the distance-preserving property of
many transformations. In these cases, the distance between two biometric templates x1 and
x2 of the same biometric data X remains largely unchanged after transformation. Conse-
quently, the transformed features y1 and y2 in the resulting set Y = f(X) retains the same
distance. This property is attained as follows: ∥d − d̄s∥ < ϵ, ∃ϵ > 0. Where d = ∥x1 − x2∥
and ds = ∥y1 − y2∥. Thus, the pre-image attack leverages this vulnerability and is defined as:
x̂ = argmin[d(f(x̂), f(x)] . Where, x is the original template, x̂ is the pre-image of x, f(.) the
transformation function used to project x̂ on the transformed space and d(.) is the Euclidian
or hamming distance between two feature Sets.

Dong et al.[53] performed a pre-image attack using genetic algorithm(GASAF) on Transforma-
tion Systems Bloom-filter [49] and Bio-hashing [65], leveraging the distance-preserving property
between templates. In these models, it is assumed that the attacker has access to the trans-
formation function, its parameters, and the transformed template. This knowledge enables the
attacker to approximate the original template based on an initial estimation of the transformed
template. The genetic algorithm enhances this approximation by iteratively creating new gener-
ations, guided by a fitness function that minimizes the distance between the approximated and
transformed templates. Through this process, the genetic algorithm progressively reconstructs
a close an approximation of the original biometric template.

Nanawat et al.[77] developed a Particle Swarm Optimization (PSO) algorithm, a metaheuris-
tic approach designed for executing pre-image attacks. They applied this technique to both
Transformation Systems Bloom-filter [49] and Bio-hashing [65]. The PSO algorithm effectively
generated approximation of the transformed template, enabling good attack performance. In
a comparative analysis with a genetic algorithm-based attack, they found that the genetic al-
gorithm outperformed PSO in the case of Bio-hashing, whereas PSO demonstrated superior
performance over the genetic algorithm for the Bloom-filter model.
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Wang et al. [78] introduced a constrained optimization similarity-based attack (CSA) aimed
at enhancing Dong’s protection scheme [79] . By leveraging a genetic algorithm, CSA employs
inequality constraints to optimize the generation of pre-images from a supervised perspective.
This attack specifically targets IOM hashing [51] and Bio-hashing [65], exploiting the similarity-
preserving property of cancelable biometrics. Additionally, the performance of CSA has been
demonstrated to surpass that of dong’s method (GASAF) [79], highlighting its effectiveness in
compromising these biometric protection schemes.

The application of genetic algorithms in this domain has proven to be highly effective. This
study therefore contributes to the ongoing analysis of vulnerabilities and security concerns
within the scope of cancelable biometrics. In 2013, Lacharme et al. proposed an attack on
the Bio-hash algorithm [66], which remains one of the most prominent protection schemes.
This scheme transforms a finger code into a biocode using a random seed. Lacharme et al.[80]
utilized a pre-image attack based on a genetic algorithm, demonstrating that if both the biocode
and its associated random seed are accessible to an attacker, the Bio-hash algorithm can be
reversed. This allows the attacker to reconstruct an approximate biometric template that
closely resembles the original, exposing a significant risk in the security of this scheme.

Lee et al. [81] demonstrated in 2009 that the biohashing approach [66] is vulnerable to pre-
image attacks. They proved that an attacker can reconstruct a pre-image of the original biocode
by using only the lost biocode, without requiring access to the genuine private random vector.
This is achieved through the use of a pseudo-inverse matrix, exposing a significant weakness in
the biohashing method.

In another study, Dong et al [76] conducted a pre-image attack on six security algorithms:
bloom-filter [49], Index of Max Hadhing (IoM)[51],Indexing-First-One hashing [54],spectral
hashing [53], biohashing [65], two-factor protected minutiae cylinder code (2PMCC) [67] us-
ing a genetic algorithm. They highlighted the significant risks posed by pre-image attacks,
particularly information leakage resulting from the distance-preserving property, which creates
a challenging trade-off between accuracy and security. They also theoretically demonstrated
that an attacker’s ability to access multiple transformed templates increases the volume of
leaked information that can be exploited in the attack. Furthermore, the study introduced
the concept of a cross-transformation attack, a more complex variant of the pre-image attack.
In this scenario, different systems may utilize varying transformation functions, significantly
raising security risks compared to a single transformation attack. This underscores the height-
ened vulnerability of systems employing diverse transformations within cancelable biometric
frameworks.

In 2020, two Index-of-Max (IoM) hashing protection schemes Gaussian Random Projection
IoM (GRP-IoM) and Uniformly Random Permutation IoM (URP-IoM) [51] were subjected
to pre-image attacks by Ghammam et al [82]. It was demonstrated that both schemes are
vulnerable to authentication and reversal attacks. An optimization algorithm, incorporating
inequality constraints, was employed to construct a pre-image of the IoM hash codes, thereby
enabling unauthorized access to the biometric system. This approach underscores the security
risks inherent in these CB schemes, revealing how easily an attacker can breach the system by
exploiting its vulnerabilities.

Additionally, a pre-image attack was executed on the Biohashing system [65] by leveraging
perceptron and neural network learning [83]. The researchers demonstrated that it is feasible
to generate a synthetic face image from the binary template and stolen code, effectively com-
promising the user’s identity. This attack unfolds in two scenarios. In the first scenario, where
the attacker knows the binary algorithm, binary parameters are estimated using perceptron
learning to create a synthetic template with real-valued features. Hill-climbing techniques are

Proposed Classification of Attack Strategies on Cancelable Biometric Systems Page 65



Attacks Against Cancelable Biometrics

then applied to reconstruct the face image. In the second scenario, where the attacker lacks
knowledge of the binary algorithm, a Multilayer Perceptron (MLP) is utilized to model the
binary matching process. Hill climbing is subsequently employed to recover the face image
from the real-valued synthetic template.

In their study, Nagar et al. [36] revealed significant vulnerabilities within the Biohashing scheme
[66], showing that it is susceptible to hacking. They conducted a thorough security assessment
of the scheme, utilizing various metrics to evaluate its resilience. Moreover, they demonstrated
that an attacker could feasibly approximate the original biometric template by inverting the
transformed template a process framed as an optimization problem.

Researchers in [84] developed optimization-based attacks targeting Bio-hashing [50] and in-
troduced four distinct approaches for predicting biometric data, including biometric feature
vectors and images. These attacks operate under the assumption that both the user’s secret
key and the Bio-hash vector have been compromised. The first two attack scenarios utilize one-
bit compressed sensing techniques, employing linear programming and binary iterative hard
thresholding to address the reversibility of Bio-hashing. To further enhance the approxima-
tion of feature vectors, they incorporated minimum norm solutions. Additionally, Topcu et al.
proposed a Rainbow attack, which differs from the previous methods in its objective. Instead
of merely reconstructing feature vectors, the Rainbow attack aims to identify a biometric im-
age that, when hashed with the compromised key, produces a Bio-hash vector matchable to
the original. This innovative approach underscores the versatility of their optimization-based
attacks and highlights potential vulnerabilities in Bio-hashing schemes.

Rozsa et al. [85] conducted a pre-image attack on three fingerprint authentication schemes
using a genetic algorithm. This approach employs the genetic algorithm to generate fingerprint
minutiae templates that achieve a high degree of matching. The study also analyzes the security
and privacy of these protected schemes, revealing that the MCC scheme [43] exhibits significant
weaknesses in both privacy and security. In contrast, while the PMCC [42] and basic Biotope
schemes [86], [57] maintain privacy, they compromise security. Notably, the two-part Biotope
scheme effectively preserves both security and privacy. The findings of this attack demonstrate
that even if an attacker manages to achieve a high matching degree, they cannot recover the
original details of the fingerprint template.

Ouda et al. [87] explored the irreversibility property of the LRCB scheme [45], revealing signif-
icant vulnerabilities. They demonstrated that an attacker could recover a close approximation
of the original iris code, achieving 95% accuracy by reversing the rank values. Additionally,
if an attacker knows the transformation function and its corresponding parameters, they can
easily manipulate the distribution of rank statistics as discrete random variables. The close
approximations obtained through this inversion attack are sufficient to facilitate authentication
attacks, allowing unauthorized access to the biometric system. Furthermore, an attacker can
employ an ARM if they acquire multiple transformed templates of the same biometric features.
By reversing these templates, they can obtain close approximations, extracting repeated bits
from identical positions across different reversed templates to reconstruct a code that closely
matches the original biometric features. This process underscores the critical security risks
associated with the scheme’s irreversibility property.

Lacharme et al. [88] examined the irreversibility of the bio-encoding scheme developed by Ouda
et al. [44]. They asserted that if the Boolean function used to generate the random sequences is
compromised, it becomes possible to reconstruct pre-images of the bio-code, thus undermining
the scheme’s irreversibility property.

Ouda et al. [74] recently investigated the non-invertibility of negative iris recognition [75].
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They demonstrated that an attacker could recover the original template by having access to
just one protected template, which would then enable them to launch a pre-image attack using
the retrieved code to perform authentication. This highlights the vulnerabilities associated
with both the bio-encoding and negative iris recognition schemes.

4.2.1.6 Attack via missed record synchronization(AMRS)

This type of attack is regarded as a variation of ARM. In both cases, the attacker must extract
information from multiple transformed templates of the same biometric feature. However,
unlike the ARM attack, where the focus is on leveraging shared information across templates,
this variation exploits the lack of shared information between the templates. This distinction
allows the attacker to capitalize on discrepancies across transformed templates, making the
system more susceptible to compromise.

Belhadj et al. [89], evaluated the effectiveness of transformation-based cancelable fingerprint
algorithms and investigated their vulnerabilities [68]. They introduced an attack, known as
AMRS, targeting the transformation algorithm by exploiting a key weakness: the improper
synchronization of fingerprint points across multiple templates. Typically, fingerprint matching
algorithms attempt to identify positive matches for points between templates of the same
person. However, each incorrect match can lead to information leakage, ultimately enabling
the recovery of the original minutiae. The AMRS attack involves classifying fingerprint points
across multiple templates, then consolidating each class to a single representative minutiae
point. By combining these elements, they formed a system of equations, the solution of which
enables the reconstruction of the original fingerprint minutiae.

4.2.2 Authentication attacks(intrusion attacks)

An authentication attack occurs when an adversary submits falsified cancelable biometric data
to deceive the biometric authentication system, causing it to incorrectly recognize an unautho-
rized individual as an authorized user. Broadly, these attacks can be classified into two types:
spoofing and Doppelganger attacks, which will be discussed in the following subsections.

4.2.2.1 Spoofing attack

In this type of attack, the adversary leverages knowledge of the transformation algorithm, the
user-specific key, or both to compromise an individual’s biometric data. By exploiting these
elements, he can create a falsified sample that the system authenticates as legitimate. This
attack targets weaknesses within the transformation process or vulnerabilities in the biomet-
ric data capture, allowing the attacker to fabricate synthetic biometric samples that match the
cancelable template associated with an authorized user. For instance, a spoofing attack [90] was
launched against a transformation algorithm based on homomorphic encryption [91]. This at-
tack specifically targets binary feature vectors, utilizing an unpredictable vector that maintains
the same Euclidean distance with all binary vectors. This feature enables accurate matching
between the input vector and the captured biometric information, thereby undermining the
security of the system.
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4.2.2.2 Doppelganger attack

The nature of transformation algorithms can sometimes result in transformed templates that
share similar information across different users. This overlap occurs because the transforma-
tion function may lack unique differentiation for each individual. Consequently, an attacker
may gain access to near-matches from multiple users. In large databases, the likelihood of
encountering such doppelganger templates rises due to the sheer volume of data. Durbet et al.
[92] recently introduced various authentication attacks targeting projection-based CB schemes,
including the biohash algorithm [66]. Their approach allows an attacker to make slight modi-
fications to their fingerprint to impersonate other individuals if they have access to protected
fingerprint templates and corresponding passwords of legitimate users. They employed integer
linear programming (ILP) and quadratically constrained quadratic programming (QCQP) to
formulate this attack as a constrained optimization problem, highlighting the vulnerabilities in
these systems.

4.2.3 Linkability attacks

One of the most crucial features of cancelable biometric transformation methods is non-linkability.
This characteristic ensures that a person’s biometric data cannot be used to track or identify
them across multiple applications, thereby safeguarding their privacy. However, various attacks
have been devised to undermine this feature. In these attacks, adversaries attempt to analyze
and correlate biometric features to determine if they originate from the same individual. If
successful, such attacks can establish links between applications, leading to the exposure of the
original user’s identity and potentially compromising their privacy.

A well-known attack targeting this property is the Ghammam attack [82], which demonstrated
that both Gaussian Random Projection-IoM (GRP-IoM) and Uniformly Random Permutation-
IoM (URP-IoM) based on Index-of Max Hashing [51] are vulnerable to correlation attacks.
The attack showed that, despite using different transformation parameters, it is possible to
detect when vectors x1 and x2 are derived from the same biometric features X. The attackers
accomplished this by generating a pre-image for each biometric feature and then comparing the
number of indices where the transformed vectors share the same sign. The experimental results
revealed a significant susceptibility to these attacks, with a 97% success rate for GRP-IoM
and an 83% success rate for URP-IoM in correctly linking features back to the same biometric
source.

Recently, Ouda et al. [87] launched a correlation attack on the (LRCB) scheme [45]. Although
the developers of this protection method assert that their scheme is resilient against correlation
attacks, claiming that templates generated from the same biometric features are indistinguish-
able, Ouda et al.’s findings challenge this robustness. According to the LRCB developers, the
transformation parameters are designed to make templates appear sufficiently distinct, thereby
preventing an attacker from determining if two templates originate from the same individual.
However, the attack involved generating two pre-images, X1 and X2 , from the transformed
templates and calculating the Hamming distance between them. If the Hamming distance falls
below a pre-defined threshold, it indicates that the two templates are indeed derived from the
same user. This approach effectively bypassed the intended security of the LRCB scheme,
suggesting that the transformation parameters may not fully prevent linkability as claimed.

Hermans et al. [93] introduced a linkability attack specifically targeting the Bloom filter-based
cancelable biometric (CB) scheme [94],[49]. Their research revealed that the iris biometric tem-
plate protection system developed by Rathgeb et al. does not adequately achieve unlinkability.
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By exploiting the reuse of the same hash function within the Bloom filters, they demonstrated
a 96% probability of accurately determining whether two Bloom filters were derived from the
same biometric data. This finding highlights a critical vulnerability, indicating that the re-
liance on a consistent hash function can lead to the unintended linking of protected biometric
templates, thus compromising user privacy.

Ouda et al. [74] argued that the negative iris recognition technique [75] is vulnerable to linka-
bility attacks, where an attacker can identify that two protected templates originate from the
same original biometric data. This vulnerability raises concerns about the privacy protection
of the scheme, as it challenges the goal of untraceable biometrics a feature that BioEncoding
aims to achieve by not requiring user-specific keys or tokens while maintaining robust security
against such attacks.

Table 4.1 summarizes several attacks against CB schemes that enable an attacker to crack the
original template easily.

The primary objective of any attack, as previously discussed, is to obtain a biometric template
that allows the attacker to perform matching and compromise the original biometric data.
However, it is important to note that attackers do not necessarily need to acquire the complete
true template. In particular, in attacks such as ARM, brute force attacks, dictionary attacks,
and equation-solving techniques, the attacker can derive a biometric model X that facilitates
the cracking of the original template. In contrast, a pre-image attack enables the retrieval of an
approximation of the original template X ′ , allowing the attacker to perform matching within
the transformed domain.

These attacks exploit vulnerabilities in biometric systems by focusing on the transformation
process that generates the biometric template, rather than the template itself. As a result, even
an approximate or derived model can provide sufficient information for an attacker to bypass
security measures and gain unauthorized access to sensitive information. The procedure of the
attack is depicted in Figure 4.3.

Figure 4.3: Illustration of attack procedure in CB system.
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Furthermore, we can classify the attacks based on the number of transformed templates required
to successfully execute the attack. In certain types of attacks, the attacker only needs a single
transformed template to compromise the cancelable biometric system and gain access to the
original biometric features. This indicates a vulnerability in the system that can be exploited
with minimal effort. Conversely, other attacks may necessitate the acquisition of multiple
protected templates to effectively breach the security measures in place. Figure 4.4 illustrates
the classification of various attacks, providing a visual representation of the varying complexities
involved in different attack strategies.

Figure 4.4: A block diagram explains the number of transform templates needed to lunch the
reversibility attack.

4.3 Comparative study of various attacks

In this section, we present a thorough comparison of various biometric attacks found in the
literature, aiming to assess their effectiveness and underscore the necessity for robust miti-
gation strategies to safeguard biometric data and uphold individual privacy. This analysis
provides deeper insight into the vulnerabilities inherent in protection systems, facilitating the
development of more secure biometric solutions. By systematically examining the weaknesses
exploited by these attacks, researchers can better understand the critical steps required to re-
inforce biometric systems against emerging threats. Furthermore, we identify high-performing
attacks that have successfully breached biometric defenses with minimal effort, exposing sensi-
tive data and compromising user privacy. To ensure a rigorous evaluation, we adopted several
key criteria: the type of attack, the targeted attack scheme, the success rate (SR) which is a
crucial metric indicating an attack’s efficacy in bypassing security, the Equal Error Rate (EER),
time cost, and the attack method. These metrics serve as the foundation for the comparative
analysis.

In addition to evaluating the effectiveness of these attacks, we assess them in terms of their
advantages and disadvantages, offering a clearer introduction to the research community. This
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Attack’s
type

Attack References Database Target scheme Vulnerability

Reversibility
attacks

ARM Attack on folding
transformation
[72]

− Folding transfor-
mation
of Ratha et al. [8]

The original minutiae
can be easily retrieved
by matching two trans-
formed templates.

Reversibility
attacks

Solving
equations

Attack on folding
transformation[72]

FVC2002 DB1 Folding transfor-
mation
of Ratha et al. [8]

Due to the small ranges
of non-linear properties,
it is possible to solve
the non-linear equations
and recover the original
minutiae solutions.

Reversibility
attacks

Brute Force
Attack

Attack on folding
transformation
[72]

− Folding transfor-
mation
of Ratha et al. [8]

Due to the small range
of possible values,
an attacker can try all
possibilities
to find the original
minutiae.

Reversibility
attacks

ARM ARM against four
CB schemes

− Transformation
based on
local minutiae in-
formation
[40]

Ease of retrieving the
invariant value by solv-
ing
a set of non-linear equa-
tions, which
result from combining
multiple transformed
templates.

Reversibility
attacks

ARM ARM against four
CB schemes

− DITOM [39] The possibility of
extracting linear
equations from the
combination of the
transformed templates
and their corresponding
transformation matri-
ces.

Reversibility
attacks

ARM ARM against four
CB schemes

− Polar transforma-
tion of Ahmed
[38]

Preservation of angles’
measures after transfor-
mation.
Ease of retrieval of
the original distances
by combining the new
distances and distance-
related parameters.

Reversibility
attacks

ARM ARM against four
CB schemes

− Transformation
based on
perpendicular
projection
[41]

The presence of original
minutiae on the same
side as the transformed
ones within different
circles, or their align-
ment on the same line
as the original minutiae,
facilitates finding points
of intersection.
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Reversibility
attacks

ARM Analysis of the se-
curity
of the bio-
encoding
protection scheme
[74]

CASIA-IrisV3-
Interval

Bio-encoding
protection scheme
[44]

Bits in different bio-
codes
are addressed by the
same value.

Reversibility,
authentica-
tion,
and link-
ability
attacks

Similarity
Attack

Attacks on Local
Ranking-
Based Cancelable
Iris
Recognition [87]

CASIA-IrisV3-
Interval

LRCB protection
scheme
[45]

Vulnerability to similar-
ity
preservation property.

Reversibility,
authentica-
tion,
and link-
ability
attacks

ARM Attacks on Local
Ranking-
Based Cancelable
Iris
Recognition [87]

CASIA-IrisV3-
Interval

LRCB protection
scheme
[45]

Repetition of K bits
across
multiple pre-images of
the
original template.

Reversibility,
authentica-
tion,
and link-
ability
attacks

Correlation
attack

Attacks on Local
Ranking-
Based Cancelable
Iris
Recognition [87]

CASIA-IrisV3-
Interval

LRCB protection
scheme[66]

Correlation among mul-
tiple
protected iris codes can
reveal
that they originate from
the
same biometric data.

Reversibility
attack

Dictionary
attack

Dictionary attack
on folding
transformation
[70]

FVC2002 DB1 Folding transfor-
mation of
Ratha et al. [8]

An attacker can simu-
late all
possible minutiae pre-
images
and attempt those that
may
succeed.

Reversibility
and
authentication
attacks

Similarity
Attack

Preimage attack
using
genetic algorithm
[79]

CASIA-IrisV4-
Interval

Bloomfilter [49] Vulnerable to similarity
preservation property.

Reversibility
and
authentication
attacks

Similarity
Attack

Preimage attack
using
genetic algorithm
[79]

LFW Biohashing [65] Vulnerable to similarity
preservation property.

Reversibility
and
authentication
attacks

Similarity
Attack

Preimage attack
using
PSO [77]

CASIA-IrisV4-
Interval

Bloom filter [49] Vulnerable to similarity
preservation property.

Reversibility
and
authentication
attacks

Similarity
Attack

Preimage attack
using
PSO [77]

LFW Biohashing [65] Vulnerable to similarity
preservation property.
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Reversibility
and
authentication
attacks

Similarity
Attack

Analysis of the se-
curity
of six CB schemes
[76]

FVC2002 DB2 2PMCC [67] Vulnerable to similarity
preservation property.

Reversibility
and
authentication
attacks

Similarity
Attack

Analysis of the se-
curity
of six CB schemes
[76]

CASIA-IrisV4-
Interval

IFO [54],
Bloom filter [49]

Vulnerable to similarity
preservation property.

Reversibility
and
authentication
attacks

Similarity
Attack

Analysis of the se-
curity
of six CB schemes
[76]

LFW Biohashing
[65], IoM,
Biohashing
[51],
NMDSH
[53]

Vulnerable to similarity
preservation property.

Reversibility
and
authentication
attacks

Similarity
Attack

Pre-image attack
on Bio-Hashing
using GA [80]

FVC2002 DB3 Biohashing [65] Vulnerable to similarity
preservation property.

Authentication
attacks

Similarity
Attack

A constrained
optimization
similarity-based
attack [78]

LFW Biohashing algo-
rithm [65],
IoM hashing [51]

Vulnerable to similarity
preservation property.

Reversibility,
authentica-
tion,
and link-
ability
attacks

Similarity
Attack

Cryptanalysis of
URP-IoM
and GRP-IoM
[82]

FVC2002 DB1 IoM-hashing
[51]

Vulnerable to similarity
preservation property.

Reversibility,
authentica-
tion,
and link-
ability
attacks

Similarity
Attack

Intrusion and
linkage
attack [36]

FERET Biohashing [66] Vulnerable to similarity
preservation property.

Authentication
at-
tack

Similarity
Attack

Attack on pro-
tected template
fingerprint sys-
tems using
genetic
algorithm [85]

FVC2006 DB2 MCC [43],
BPMCC [42],
Biotope [86], [73]

Vulnerable to similarity
preservation property.

Reversibility,
authentica-
tion, and
linkability
attacks

Similarity
Attack

Attacks against
biometric hashing
using sparse re-
covery [82]

BioSecureds2
face database
[95]

Biohashing [50] Vulnerable to similarity
preservation property.

Authentication
attacks

Spoofing
attack

Spoofing attack
[90]

Homomorphic
encryption algo-
rithm [91]

Distance constancy of
all binary vectors.
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Reversibility
and authen-
tication
attacks

Similarity
Attack

Authentication
attacks on
projection-based
CB schemes [92]

Biohashing [66] Vulnerable to similarity
preservation property.

Linkability
attack

Correlation
attack

Security analy-
sis approach on
Bloom filter [93]

Bloom filter [49] Due to the use of
the same hash function
in multiple transforma-
tions.

Reversibility
attack

Similarity
Attack

Attack against
bio-encoding
scheme [88]

Bio-encoding pro-
tection scheme
[44]

Due to the knowledge
of the Boolean function,
an attacker can con-
struct an iris code that
produces the same bio-
code.

Reversibility
and Link-
ability
attacks

Similarity
Attack

Analysis of the
security of nega-
tive iris recogni-
tion [74]

CASIA IrisV3
Interval

Negative
iris recogni-
tion scheme
[75]

Vulnerable to similarity
preservation property.

Reversibility
and Link-
ability
attacks

ARM Analysis of the
security of nega-
tive iris recogni-
tion [74]

CASIA IrisV3
Interval

Negative iris
recognition
scheme [75]

A repetition code of
K bits in multiple pre-
images of the original
template.

Reversibility
and Link-
ability
attacks

Correlation
attack

Analysis of the
security of nega-
tive iris recogni-
tion [74]

CASIA IrisV3
Interval

Negative iris
recognition
scheme [75]

Multiple p-hidden-
NDBs can be correlated
jointly, resulting in the
discovery that they
are generated from the
same biometric data.

Reversibility
attack

AMRS Attack via missed
record synchro-
nization on
transformation-
based fingerprint
template protec-
tion algorithms
[89]

FVC2002,
FVC2004,
FVC2006

DAS’ algorithm
[68]

Vulnerable to missed
synchronization of in-
formation.

Table 4.1: Summary on several attacks on cancelable biometric systems
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approach contributes to enhancing the security of biometric systems by highlighting areas that
demand attention.

A concise summary of this comparison is presented in Table 4.2, while Table 4.3 delves into a
detailed analysis of each attack’s advantages and disadvantages. This comprehensive evaluation
not only sheds light on the diverse range of attacks but also provides an in-depth understanding
of the most prominent threats currently discussed in the literature. Moreover, it underscores
the pressing need for continuous advancements in biometric security to stay ahead of evolving
attack strategies.

4.3.1 Evaluation of the Comparative Analysis

The comparative study provides a structured and multi-dimensional assessment of the most
prominent threats targeting cancelable biometric systems. By organizing the attacks based
on vulnerability points, performance metrics (such as EER, SAR, and time cost), and their
respective advantages and disadvantages, the study facilitates a comprehensive understanding
of each attack’s impact.

Notably, attacks such as ARM, AMRS and similarity-based attacks consistently demonstrate
high success rates with minimal computational effort, revealing critical weaknesses in the design
of many protection schemes. The evaluation shows that certain transformation-based systems
are more susceptible due to weak irreversibility or reusability of transformation parameters.
Moreover, the analysis highlights the lack of robustness in systems that rely on static or poorly
diversified keys, which makes them prone to linkability and reversibility attacks. The use of
detailed criteria in the evaluation tables enhances the comparability of different approaches and
pinpoints the trade-off between security and performance. Overall, this multi-faceted evaluation
not only guides the selection of resilient protection techniques but also emphasizes the urgent
need for adaptive and strongly diversified transformation functions in future system designs.

4.4 Databases used in attacks against cancelable biomet-
ric schemes

A wide range of databases has been developed by researchers to facilitate experiments on can-
celable biometrics and evaluate the effectiveness of various attack strategies. These databases
play a critical role in validating experimental results and providing insights into the vulnerabil-
ities that attackers may exploit. By using diverse datasets, researchers can simulate real-world
scenarios, enabling them to test the robustness of cancelable biometric systems against differ-
ent types of attacks. In this section, we review the primary databases employed in studies of
cancelable biometrics, as summarized in Table 4.4. This review highlights the specific datasets
that have proven useful for assessing attack methodologies and helps to identify patterns that
could inform the development of more secure biometric systems.

4.5 Evaluation framework

Cancelable biometrics generally offer a promising approach to safeguarding individuals’ data
and privacy. However, their effectiveness cannot be fully assured due to numerous documented
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Study Attack Target
scheme

Success
Rate

EER Time cost Modality

Dong et
al.[79]

Similarity
attack us-
ing genetic
algorithm
(GASAF)

Biohashing
(l = 500),
Bloom filter
(w = 8, l =
26)

FAR@ET=
85.54%
FAR@ET=
38.03%

14.07%
5.259%

30 min
(1500 gen-
erations)

face
iris

Nanwate et
al.[77]

Similarity
attack us-
ing Particle
swarm op-
timization
(PSO)

Bio-
hashing(l =
500)

FAR@ET=
97.025%

5.29% 100 genera-
tions

Face

Bloom filer
(w = 8, l =
26)

FAR@ET=
11.05 %

14.07% 2000 gener-
ations.

Iris

Wang et
al.[78]

Similarity
attack
based con-
strained
optimiza-
tion (CSA)

IoM-
Hashing(K =
16l = 512)

SAR=
99.19%

0.60% 3661.63 s
(5 genera-
tions)

Face

Bio-
hashing(l =
512) (K =
16, l = 512)

SAR=34.43% 0.63% Face

Wang et
al.[78]

Similarity
attack us-
ing genetic
algorithm
(GASA)

IoM-
Hashing
(K =
16, l = 512)

SAR=
64.12%

0.60% 97.84 s (94
genera-
tions)

Face

Bio-
hashing(l =
512)

SAR=
34.43%

0.63% Face

Ghammam
et al.[82]

Authentication
attack

GRP-IoM
URP-IoM

100% Fingerprint

Linkability
attack

GRP-IoM 97% Fingerprint

URP-IoM 83% Fingerprint
Reversibility
attack

GRP-IoM Fingerprint

Lee et
al.[81]

Similarity
attack us-
ing pseudo
inverse-
matrix

Biohashing Fingerprint

Belhadj et
al. [89]

AMRS Das
(FVC2002
DB1)

SAR=70.4 16.99s Fingerprint
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Das(FVC2002
DB2)

SAR=69.8 19.694s Fingerprint

Das(FVC2002
DB3)

SAR=95 15.207s Fingerprint

Das(FVC2004
DB1)

SAR=87 15.841s Fingerprint

Das(FVC2002
DB3)

SAR=95 15.207s Fingerprint

Das(FVC2004
DB2)

SAR=80.08 16.216s Fingerprint

Das(FVC2004
DB3)

SAR=60.08 20.699s Fingerprint

Das(FVC2006
DB1)

SAR=37.8 30.467s Fingerprint

Das(FVC2006
DB2)

SAR=81.6 23.817s Fingerprint

Das(FVC2006
DB3)

SAR=81.4 16.963s Fingerprint

Dong et al.
[76]

Similarity
attack

Biohashing
(l = 500)

SAR=
85.54%

5.29% 17s (100
generations

Face

IoM-
Hashing(l =
500)

SAR=
41.01%

5.57% 14s(100
genera-
tions)

Face

NMDSH(α =
0.1, l =
250)

SAR=
69.11 %

5.43% 13 min (100
max gener-
ations)

Face

2PMCC(k =
c = 64)

SAR=
28.37%

3.11% 21 min (100
genera-
tions)

Fingerprint

IFO (m =
800, τ =
50)

SAR=
81.45%

9.83% 9 min (300
genera-
tions)

Iris

Bloom
filer (w =
10, l = 24)

SAR= 8.6% 11.95% 33
min(1500
genera-
tions)

Iris

Nagar et al.
[12]

Similarity
attack

Biohashing ...

Rozsa et
al.[85]

Similarity
attack
based on
GA

MCC,PMCC,Biotope Fingerprint

Quan et
al.[72]

ARM

Brute force
attack

Ouda et
al.[74]

ARM Bioencoding
algorithm

More than 75% of
the true template
can be recovered

100 itera-
tions

Iris
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Feng et al.
[83]

Similarity
attack

Biohashing
Scenario1
(bina-
rization
algorithm is
known)

100% rank
one recogni-
tion rate for
CMU PIE
and 98.3%
FRGC
databases

≈ 8 (s)
for CMU
PIE DB,
≈ 33 (s) for
FRGC DB

Face

Biohashing
Scenario2
(bina-
rization
algorithm is
known)

Wihin
the range
of 20.59,
85.29% for
CMU PIE
database
and 15.14,
46.57%
for FRGC
database

2541 (s)
for CMU
PIE DB ≈
8551 (s) for
FRGC DB

Face

Ouda et al.
[87]

Similarity
attack

LRCB More than
95% of the
true tem-
plate can be
recovered.

1.4Ö10−3
whene
b = 1and
d = 2
to 377(s)
when b = 8
and d = 6

Iris

Authentication
attack

LRCB

ARM LRCB
Linkability
attack

LRCB

Shin et
al.[70]

Dictionary
attack

The surface
folding
transform

85.2% no
difference
between
the stored
template
and the
recovered
one.

1 and 2
of the al-
gorithms
require
464.16s
And Line 3
to 5 require
54.31ms

Fingerprint

Solving
equations

The surface
folding
transform

90.2% in
the valid
case have
only one
solution

Fingerprint

Izu et al.
[90]

Spoofing
attack

Homomorphic
encryption algo-
rithm

Iris

Durbet et
al. [92]

Similarity
attack

Bio-hashing Fingerprint

Hermans et
al. [93]

Linkability
attack

Bloom filter Iris

Lacharme
et al. 2012
[80]

Preimage
attack

Bioencoding
algorithm

Iris
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Li et al.
[71]

ARM DITOM Fingerprint

Polar-
transformation

Fingerprint

Transformation
Based
perpen-
dicularly
projection.

Fingerprint

Transformation
based on
local minu-
tiae infor-
mation

Fingerprint

Table 4.2: Comparison between several attacks against CB schemes.

attacks that have successfully targeted various protection schemes. These attacks often exploit
vulnerabilities in transformation processes, potentially allowing attackers to reverse-engineer
the transformation function and compromise individual privacy. As a result, there is a pressing
need for ongoing research to enhance the security of cancelable biometric systems and to develop
robust defenses against these evolving threats.

Many protection methods have been subjected to limited or no comprehensive evaluations,
which leaves them vulnerable to sophisticated attacks and undermines their reliability. Con-
sequently, it is crucial to establish a rigorous evaluation framework that can thoroughly test
cancelable biometric systems under diverse threat scenarios. This methodology is comprehen-
sive for all protection systems in cancelable biometrics, ensuring a thorough assessment that
enhances their resilience against potential attacks. By implementing such a framework, re-
searchers can better assess the resilience of these systems and ensure their long-term viability
as secure biometric solutions. The evaluation framework is explained in detail in the following
subsections.

4.5.1 Evaluation for intrusion risks

4.5.1.1 Performance degradation

The effectiveness of the biometric system should be assessed while implementing the biometric
protection scheme, which can be achieved using the following measures:

A = 1 − AUC(FART , FRRT )
AUC(FARO, FRRO) (4.1)

The AUC, or area under the ROC curve, represents the performance of the two systems. An
AUC value of 1 indicates that the cancelable biometric scheme achieves perfect accuracy, with
no errors. Conversely, a negative AUC value suggests that the biometric system’s effectiveness
deteriorates when using the protection scheme. Intrusion risks can further be evaluated by
analyzing various attack scenarios, where the success probability of these attacks is measured
by the False Accept Rate (FAR).
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Study Advantages Disadvantages
Dong et al.[79] This research proved that both

of biohashing and Bloom-filter
are vulnerable to similarity
based attack using GA.

Requires the knowledge of
the transformation function, a
transformed template and the
corresponding parameter

Nanwate et al.[77] This research proved the vul-
nerability of both of biohash-
ing and Bloom-filter to the
similarity based-attack using
PSO.

Requires the knowledge of
the transformation function, a
transformed template and the
corresponding parameters.

Wang et al.[78] This research proved that both
of biohashing and IoM-hashing
are vulnerable to similarity
basedattack.

Requires the knowledge of
the transformation func-
tion, a transformed tem-
plate and the corresponding
parameter.
- The constraints imposed
by the algorithm pose a dif-
ficulty in its application to
some cancelable biometric
schemes. -The absence of
the produced pre-image.

Dong et al.[76] This research proved the vul-
nerability of six cancelable bio-
metric schemes to the similar-
ity based-attack using GA.

Relies on less-realistic assumptions

Ghammam et al.[82] This research proved that of
both of GRP-IoM and URP-
IoM are vulnerable to linkabil-
ity and authentication attacks.

The contraints imposed by
the algorithmpose a diffi-
culty in its application to
some cancelable biometric
schemes.
-Requires the knowledge of
the transformation func-
tion, a transformed tem-
plate and the corresponding
parameter.
-The linkabilty attack is not
practical

Lee et al.[81] This research proved the
vulnerability of biohashing
scheme to a preimage attack.

- Not practical. Requires the
Knowledge of the protected
template (biocode).

Nagar et al.[81] This research proved the vul-
nerability of biohashing to
preimage attack.

Requires the knowledge of the
transformed template and the
corresponding parameter.

Rozsa et al.[85] This research proved the vul-
nerability of MCC, PMCC and
Biotope to a similarity attack
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Ouda et al.[87] More than 95% of the orig-
inal template can be recov-
ered. -Proved the vulnerabil-
ity of LRCB to authentication
ARM and linkability attacks.

Relies on lessrealistic assump-
tions

Shin et al.[70] The attack is simple. More
than 85% of the original fea-
tures can be recovered.

Requires the knowledge of the
transformation function, one
or multiple transformed tem-
plate(s) with their correspond-
ing parameters

Quan et al.[72](ARM ) This research proved the vul-
nerability of the solving trans-
formation to ARM.

Not practical.

Quan et al. [72](Solving equations) Most of the exact minutiae can
be recovered.

Requires the knowledge of
the transformation func-
tion, the parameters and
one transformed template.

Ouda et al.[74] More than 75% of the original
template can be recovered.

Requires the knowledge of the
random sequence, the bio-
encoding algorithm, and mul-
tiple bio-codes

Li et al.[71] The attacks are simple. -
The study shows theoretically
the vulnerability point of each
analyzed cancelable biometric
scheme against ARM

Not practical.Requires the
knowledge of the transfor-
mation function, multiple
transformed templates, and
their corresponding param-
eter

Izu et al.[90] This research proved the vul-
nerability of Homomorphic en-
cryption algorithm

The attack can be imple-
mented only on binary fea-
tures

Durbet et al.[92] This research proved the vul-
nerability of biohashing to sim-
ilarity attack

Requires the knowledge of
the transformed template
and the corresponding pa-
rameter. The attack is im-
plemented only on small im-
ages size

Hermans et al.[93] The linkability attack is suc-
cessful with a probability of
96%.

Not practical

Lacharm e et al. 2012[88] This research proved the vul-
nerability of bioencoding to a
preimage attack.

Require the knowledge of
the Boolean function.

Ouda et al. 2020[74] More than 75% of the original
template can be recovered.

Requires the knowledge of
the transformation function
and the corresponding pa-
rameters.
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8 Lacharm et al. 2013[80] This research proved the
vulnerability of biohashing
scheme to the similarity based-
attack using GA.

Requires the knowledge of
the transformed template
and the corresponding pa-
rameter.

Topcu et al. 2016[84] This research proved the vul-
nerability of biohashing to
preimage attack.

Requires the knowledge of the
transformation parameter.

Feng et al.[83] The attack corresponds to two
different scenarios based on the
knowledge of the transforma-
tion algorithm. Achieve high
rank one recognition for two
different databases.

Complex realization.

Table 4.3: Advantages and disadvantages of attacks against cancelable biometric schemes

4.5.1.2 Zero force attack scenario

The attacker lacks knowledge of both the original biometric features and the transformation
parameters specific to the user and attempts to impersonate the user’s identity by using their
own biometric data, b′

A, and parameters, KA.

FART (ε) = P (DT (f(bA, KA), f(b′
A, KA)) ≤ ε) (4.2)

4.5.1.3 Stolen biometric data scenario

The attacker is aware only of the biometric features of a legitimate user, b′
z, and proceeds to

attempt various values of the transformation parameters K.

FART (ε) = P (DT (f(bz, Kz), f(b′
A, K)) ≤ ε) (4.3)

4.5.1.4 Stolen token scenario

The attacker knows only the transformation parameter of a legitimate user, Kz, and tries
various random values for the biometric features, b′.

FART (ε) = P (DT (f(bz, Kz), f(b′, Kz)) ≤ ε) (4.4)

4.5.1.5 Brute force attack scenario

The attacker attempts authentication by using various values of Az (biometric data and pa-
rameters):

FART (ε) = P (DT (f(bz, Kz), Az) ≤ ε) (4.5)
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Database Modality Number of im-
ages

Number of sub-
jects

Image resolution Image for-
mat

FVC2002(DB1) Fingerprint 800 110 500 dpi .tif
FVC2002(DB2) Fingerprint 800 110 569 dpi .tif
FVC2002(DB3) Fingerprint 800 110 500 dpi .tif
FVC2006(DB2) Fingerprint 800 110 569 dpi .bmp
CASIA-v3-
IrisInterval

Iris 2639 249 320 × 280 .jpeg

CASIA-v4-
IrisInterval

Iris 2639 249 320 × 280 .jpeg

LFW Face 13233 5749 250 × 250 .jpg
CMU PIE Face 41368 68 640 × 486 .jpg and

.png
FRGC Face 4007 465 1200 × 1600 .jpeg
FERET Face 14126 1199 181 × 241 RGB
BioSecure-ds2
database

Face 1680 210 3504 × 2336 .JPG

Table 4.4: Databases used in various attacks against CB

4.5.2 Evaluation for reversibility risks

4.5.2.1 Inverse estimation from one or multiple protected template(s)

This approach aims to evaluate the likelihood of obtaining a partial or complete biometric
template from one or multiple transformed templates to achieve authentication. Suppose an
attacker knows a single transformed template f(bz, Kz) along with its corresponding parameter
Kz, or multiple protected templates f(bz, k1

z), ..., f(bz, kn
z ) with the parameter set K1

z , ..., Kn
z ,

and attempts to find the inverse function f−1 of f to estimate bz.

FARO(ε) = P (DO(bz, f−1(f(bz, Kz), Kz)) ≤ ε) (4.6)

4.5.2.2 Estimation of pre-image from one or multiple protected template(s)

This objective is to assess the likelihood of obtaining an approximation bz̃ of the original tem-
plate. Assume an attacker has access to either a single transformed template f(bz, Kz) or
multiple transformed templates f(bz, K1

z ), f(bz, K2
z ), ..., f(bz, Kn

z ). In this context, bz̃ is distinct
from bz, and f(bz̃, Kz) corresponds to the transformation f(bz, Kz). The aim is to enhance the
inversion process when estimating f−1 is not obvious.

FART (ε) = P (DT (f(bz, Kz), f ((bz̃, Kz))) ≤ ε) (4.7)

4.5.2.3 Inversion in different biometric systems

In this scenario, an attacker possesses a transformed template f(bz, K1
z ) along with the corre-

sponding parameter K1
z from System A, as well as the parameter K2

z associated with the same
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user z in another System B. The attacker attempts to recover either a complete or partial
version of the original template to impersonate the user z in system B.

FART (ε) = f
(
f−1

(
f(bz, K1

z ), K1
z

)
, K2

z

)
, f
(
b′

z, K2
z

)
≤ ε (4.8)

4.5.3 Evaluation for linkability risks

Various scenarios are examined to assess the unlinkability of the protected templates belonging
to the same user. In this context, an attacker attempts to establish a correlation among multiple
templates associated with the same user.

4.5.3.1 Cross matching

To establish a correlation between two protected templates of the same user z with different
parameters, an attacker can first invert the protected templates and then match them in the
original domain. The cross match rate (CMR) is represented by:

CMRO(ε) = P
(
DO

(
f−1

(
f(bz, K1

z ), K1
z

)
, f−1

(
f(b′

z, K2
z ), K2

z

))
≤ ε

)
(4.9)

Alternatively, the attacker can directly match the templates in the transformed domain as
follows:

CMRT (ε) = P
(
DT

(
f(bz, K1

z ), f(bz, K2
z )
)

≤ ε
)

(4.10)

Moreover, the unlinkability property can also be assessed from an information theory perspec-
tive by using mutual information.

4.5.3.2 Mutual information

It is a metric that quantifies the amount of shared information among several transformed
templates. If Eq. (4.8) equals zero, it indicates that the transformed versions are independent.

I(x, y) =
∑

x

∑
y

P (x, y) log
(

P (x, y)
P (x)P (y)

)
(4.11)

Where x and y represent two random variables, and P denotes the estimated probability. The
maximum value of mutual information between multiple protected templates is quantified to
assess unlinkability by calculating the average for all users in the database, as expressed in the
following equation:

1
N

N∑
i=1

M∑
j=1

max
(
I
(
f(bz, Kz), f

(
(bz, Kj

z)
)))

(4.12)

Where N represents the number of individuals in the database, M denotes the number of
protected templates for each individual, and Kj

z signifies the jth parameter of individual z.

4.6 Discussion

Many cancelable biometric security algorithms are designed to protect individuals’ original
biometric data and prevent unauthorized access. However, significant vulnerabilities persist
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within these systems and insufficient evaluation frameworks hinder the development of robust,
attack-resistant algorithms. As a result, these systems remain exposed to various attack vectors,
undermining their intended security.

Enhancing the security of protection systems is crucial from multiple perspectives. A primary
focus should be on conducting comprehensive evaluations based on strict criteria (as outlined
in Section 4.5) to minimize the risk of hacking biometric systems. This approach strengthens
defenses against various attack vectors, particularly prevalent threats like ARM. Additionally,
some research initiatives, such as those referenced in studies [96][97], have explored the in-
tegration of multiple biometric features with distinct characteristics to improve recognition
performance. Furthermore, researchers in [98] introduced a dynamic multi-filtering approach,
featuring two layers of reversible template designs and a sophisticated multi-layer fingerprint
matching system. Their findings demonstrate competitive resilience against a range of attacks,
including ARM, pre-image, and hill climbing attacks, while effectively reducing the risk of
impostor acceptance.

In [99], researchers employed feature-adaptive random projection to enhance biometric tem-
plate protection, effectively mitigating record multiplicity attacks and improving recognition
accuracy by emphasizing local features. They tackled vulnerabilities associated with ARM by
dynamically generating projection matrices from a base matrix, which is paired with local fea-
ture slots. This innovative approach not only strengthens the overall security of the biometric
system but also optimizes performance by tailoring the projections to the unique characteristics
of the data. Similarly, [100] proposed an innovative security system designed for identifying
finger veins, utilizing the Rivest-Shamir-Adleman (RSA) encryption algorithm. This advanced
system focuses on verification processes that leverage four distinct public databases, signif-
icantly enhancing security while ensuring high recognition accuracy. By integrating robust
encryption methods with multiple data sources, the researchers aim to provide a more reliable
and secure biometric identification solution.

Although many researchers have contributed to developing secure biometric systems, there is
still considerable work needed to defend against a wide array of malicious threats. One of
the critical gaps in cancelable biometric protection systems that researchers must address is
the delicate trade-off between security and accuracy. While efforts to enhance security are
paramount, they often result in a corresponding decline in accuracy. Conversely, striving for
higher accuracy can inadvertently expose the system to significant security vulnerabilities.
Researchers need to find a balanced approach that safeguards both aspects effectively.

Security in revocable biometric systems is closely tied to the revocation property, while accuracy
depends on preserving the distances between biometric features in the original domain, which
must be maintained in the transformed domain by the transformation function. Unfortunately,
systems that prioritize accuracy without ensuring robust security are vulnerable to attacks
exploiting the very property of distance preservation.

On the other hand, Another critical aspect to consider is the attacker’s potential reliance on
knowledge of the transformation function, the secret key, or both, as well as access to one or
more transformed templates. While this scenario is common in biometric attacks, it introduces
significant challenges when testing the effectiveness of the protection system, as it can impose
constraints that complicate the evaluation of security measures.

In another aspect, , it is noticeable that most successful attacks have predominantly targeted
specific biometric traits, such as fingerprints, eyes, and facial features, due to their widespread
use and accessibility in security systems. In contrast, other biometric modalities, such as
fingervein, palmprints..., have received far less attention from attackers, often because they are
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less commonly integrated into high-security applications or present greater technical challenges
for exploitation.

It is essential to investigate a broader range of attack types and conduct thorough, comprehen-
sive analyses to strengthen security in the field of cancelable biometrics. Additionally, exploring
other potential vulnerabilities in various protection schemes will be critical in enhancing the
resilience of these systems against emerging threats.

4.7 Conclusion

Over recent years, numerous algorithms have been developed to protect stored biometric tem-
plates, with a primary focus on transformation functions that secure biometric data through
their irreversibility. However, despite these advancements, significant vulnerabilities in revoca-
ble biometric systems continue to hinder their effectiveness. In this chapter, we have examined
various attacks on revocable biometrics, providing a detailed analysis of the weaknesses in pro-
tection mechanisms that have allowed such breaches. Additionally, we explored studies that
evaluated the irreversibility and unlinkability properties of transformation functions, which are
critical to securing biometric systems.

Furthermore, we reviewed a range of databases commonly used in cancelable biometrics re-
search and highlighted several revocable schemes that remain vulnerable to attacks due to
inherent security flaws. A comparative analysis of these attacks was presented to demonstrate
their varying degrees of success in compromising protection systems. In addition, we proposed
an evaluation framework based on stringent criteria to assess the robustness of revocable pro-
tection schemes. We hope that the insights provided in this chapter will guide scientists and
researchers in developing stronger defenses for revocable biometric data, making these systems
more resilient to emerging attack strategies.



Chapter 5

Efficient Cancelable Multispectral
Palmprint templates based on
Cartesian Transformation

5.1 Introduction

One of the most widely adopted methods for securing biometric data is through biometric tem-
plate protection schemes, particularly those leveraging the concept of "cancellable biometrics"
(CB). This approach relies on applying a transformation function to distort the individual’s
original biometric template into a fully transformed version that bears no resemblance to the
original. A key feature of cancellable biometrics is that the transformation is irreversible, mean-
ing that the original template cannot be reconstructed from the transformed one. Even if an
attacker gains access to the transformed template, part of it, or the transformation function
itself, it remains impossible to reverse-engineer the original biometric data. Furthermore, this
method provides flexibility, allowing individuals to generate an infinite number of transformed
templates. If one transformed template is compromised, a new one can be easily created by
altering the secret key used in the transformation. These attributes significantly strengthen the
security and reliability of cancellable biometric systems, offering enhanced protection against
potential breaches.

In this chapter, we introduce a robust transformation approach to safeguard cancelable multi-
spectral palmprints [101] using the Cartesian transformation (CT) applied to minutiae points,
as proposed in [8]. We also demonstrate that palmprint templates can be effectively protected
using CT, making it applicable in various real-life scenarios. This method involves the design
of a transformation function that distorts the original palmprint template by altering the posi-
tions of its minutiae points. The approach strengthens security by enforcing the irreversibility
property, ensuring that the original template cannot be reconstructed under any circumstances.
Even if an attacker gains access to the transformed template, the original minutiae points re-
main completely confidential. Additionally, the approach supports the revocability feature,
allowing for the creation of a new transformed template if a security breach occurs. Figure 5.1
illustrates the core functioning model of a Cartesian transformation of palmprint templates.
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Figure 5.1: Cancelable Biometric Recognition Process

5.2 Related works

Fingerprints are among the most widely used biometrics in security applications, due to the
rich set of distinctive features they contain. A key characteristic of fingerprints is the presence
of minutiae points, which are defined by four attributes: (x, y, θ, t). Here, x and y represent
the Cartesian coordinates, θ denotes the orientation of the minutiae, and t indicates the type
of minutia. The two primary types of minutiae used in fingerprint matching are ridge endings
and bifurcations. These features play a critical role in the matching process, helping to ensure
accurate identification.

Ratha et al. [8] introduced a method for safeguarding fingerprint templates by applying a
distortion function that repositions the fingerprint points to entirely new locations, ensuring
that the original positions cannot be reconstructed from the transformed ones. Their approach
works by dividing the fingerprint area relative to a reference point, typically the core, using
orthogonal x and y axes, with the x-axis aligned with the core point. The coordinates of the
fingerprint minutiae are then mapped based on this core point as the reference, effectively
transforming the original layout while maintaining the protection of the original fingerprint
data.

The fingerprint area is then partitioned into uniformly sized cells, each containing one or more
original minutiae points. These cells are sequentially numbered in ascending order . The
transformation process involves multiplying the original grid of numbered cells by a binary
matrix that serves as the secret key for the transformation function. This operation alters the
arrangement of the original cells, effectively relocating the minutiae points to new positions
within different cells while preserving their original orientation. By doing so, the minutiae
points’ spatial arrangement is changed, while maintaining the integrity of their direction.

Equation Number 5.1 illustrates the transformation process through an example where the
fingerprint is divided into a (2x2) grid, resulting in 4 cells. This grid is then multiplied by a
transformation matrix K of size (4x4). The transformation matrix is a randomly generated
binary matrix, where the value 1 specifies the new positions of the cells, guiding the rearrange-
ment of the minutiae cells to their transformed locations. This operation effectively alters the
spatial arrangement of the original cells while ensuring the integrity of the transformation.

[
1 2 3 4

]

0 1 0 0
1 0 1 0
0 0 0 1
0 0 0 0

 =
[
2 1 2 3

]
(5.1)
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The cancelability property lies in its ability to replace the transformation matrix if compro-
mised. In such cases, a new, randomly generated binary matrix is created, entirely different
from the original. This difference extends to the newly distorted template, which uses the same
transformation function, results in completely different cell arrangements and minutiae point
locations compared to the compromised template. This feature provides flexibility, enabling
the cancellation of a breached template and the creation of a new, secure transformed template.

The irreversibility of this transformation lies in the fact that an attacker cannot trace the
original minutiae points, even with access to the transformed template. This is due to the
many-to-one mapping, where multiple original cells can be mapped to the same transformed
cell. For instance, in equation 5.1, cells 1 and 3 are both mapped to cell 2. As a result, even
if the attacker has knowledge of the transformation function, the transformed template, or
both, it remains impossible to determine the original minutiae positions associated with cell 2,
ensuring the security of the template.

Palmprints are a significant biometric modality in recognition systems due to their unique
characteristics, including large surface areas rich in distinctive features, high user acceptance,
and the convenience of image acquisition. These attributes make them particularly effective
for secure and accurate identification. Yang et al. [102] proposed a new cancelable scheme
for protecting palmprint templates, known as the dual-Level Cancelable Palmprint Verification
Framework. Their approach begins by extracting palmprint data and encrypting it using a
proprietary technology referred to as a competitive hash network token. This token acts as
a key to safeguard the data. Subsequently, the encrypted data undergoes a second layer of
encryption, further enhancing the security and robustness of the biometric data. This dual-
layer approach ensures that even if an attacker compromises the data at the first level, accessing
the second level remains significantly challenging.

Ali et al. [103] developed a cancelable approach for storing and protecting palmprint data using
two hash tables. Before storing the palmprint data, each segment is combined with a random
array to introduce variability. Next, random hashing is applied, incorporating different gray
encoding methods to obscure the data. An additional layer of protection, known as MinHash, is
then employed. This technique enhances efficiency while safeguarding the data against linkage
attacks, which attempt to correlate different parts of the data to compromise security.

Despite the advantages of palmprints, their application in cancelable biometrics remains rela-
tively limited especially due to feature extraction. Palmprints contain a dense array of minutiae
points and intricate texture patterns, which introduce significant computational complexity.
This complexity can make the transformation process not only computationally intensive but
also challenging to optimize for security and efficiency [104]. In our approach, we addressed the
computational complexities typically associated with processing palmprints by leveraging the
PolyU multispectral palmprint database. By applying accurate and effective image enhance-
ment, we significantly reduced the number of redundant minutiae [105]. This optimization
improved the feature extraction process, minimizing computational demands while preserving
the integrity and security of the cancelable biometric transformation.

5.3 Cartesian Transformation On Palmprint Templates

As previously discussed with fingerprints, we demonstrate that this approach can also be ef-
fectively applied to palmprints, offering a comparable level of protection. Palmprints are rec-
ognized as one of the most important biometrics in the security field due to their reliability in
identifying individuals and the abundance of distinctive features they contain [104]. Similar to
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fingerprints, palmprints possess minutiae points, including ridge terminations and bifurcations.
Each minutiae point is characterized by four attributes: (x, y, θ, t), where x and y represent the
Cartesian coordinates, θ indicates the orientation of the minutiae, and t denotes the minutiae
type.

In this Cartesian transformation approach, the palmprint’s minutiae coordinate space is first
divided into a grid of uniformly sized cells, with the grid size determined by the dimensions of
the palmprint image and a reference point. These cells are then arranged in a spiral pattern
following a fixed sequence, with each cell containing one or more minutiae points. The trans-
formation process begins by generating a secret key in the form of a randomly created binary
matrix, whose size corresponds to the palmprint’s cell grid, as described in Section 5.2 The
transformation itself involves multiplying two matrices: one representing the cell grid and the
other, the binary matrix acting as the secret key. This multiplication results in new minutiae
coordinates, effectively changing the minutiae positions while maintaining their original orien-
tation. This method ensures a secure transformation of the minutiae positions without altering
their orientations.

As with typical cancelable biometric systems, this approach involves two stages. The first is
the registration stage, where the palmprint template is transformed using the Cartesian trans-
formation and securely stored in the database along with the corresponding secret key. In the
matching stage, the same transformation key is used to apply the Cartesian transformation to
the newly acquired palmprint template, which is then compared against the stored template in
the database for matching and verification. The following steps outline the complete procedure.

- Step 1: Generation of a rectangular coordinate system. We partition the coordinate
space into grid cells of size (W ∗ H), using the core point as the origin. Each original
minutia point is assigned a corresponding cell number based on its position within the
grid.

- Step 2: Generation of a transformation matrix.
In this step, we generate a random binary matrix.

- Step 3: Obtain the transformed square. Multiply the original cell square by the trans-
formation matrix.

M ′ = M ∗ K (5.2)

- Step 4: Obtain the transformed minutiae templates.
Each original minutiae point is assigned new coordinates based on its updated position.

5.4 Experimental results and analysis

In this section, we conduct an experimental evaluation of the proposed Cartesian transformation
applied to the palmprint template, following the method outlined in this study step by step.
We then analyze and interpret the results by comparing the performance and accuracy of the
system in both the original and transformed domains, providing insights into the effectiveness
of the transformation. The implementation is performed on a machine running Python 3 with
Jupyter notebook, powered by an Intel(R) Core(TM) i7-6700 CPU @ 3.40 GHz with 16GB of
RAM.
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5.4.1 The PolyU palmprint database description

To demonstrate the effectiveness of the proposed method, we conducted an experimental study
using the PolyU multispectral palmprint database [106], developed by Hong Kong Polytechnic
University, to perform a comprehensive transformation analysis.

The PolyU multispectral palmprint database includes captures from both near-infrared (NIR)
and visible light spectrums, covering red, green, and blue channels. It contains a total of 6,000
palmprint images collected from 500 individuals, with 12 samples per person. For ease of use,
the Hong Kong Polytechnic University (HKPU) has provided region of interest (ROI) images,
which are available in 128 × 128 pixels and stored in JPG format (*.jpg). The database is
designed to support a wide range of research in palmprint recognition and biometric analysis.
Its multispectral nature offers enhanced feature extraction capabilities, making it ideal for
evaluating transformation methods like the one proposed in this study. Figure 5.2 shows some
multispectral palmprint samples in the PolyU database.

(a) (b) (c) (d)

Figure 5.2: Multispectral Palmprint samples: (a) Blue .(b) Green.(c)Red.(d)Nir databases

5.4.2 Results

The experimental results clearly demonstrate the success and effectiveness of the Cartesian
transformation in safeguarding palmprint templates. Table 5.1(a) presents the experimental
results of the authentication process in the original domain, while Table 5.1(b) displays the
results in the transformed domain. The outcomes of the experiments are presented in Tables
5.1(a) and 5.1(b), respectively. To provide a thorough validation of our findings, we further
present the results using Equal Error Rate (EER) plots and Receiver Operating Characteristic
(ROC) curves, as illustrated in Figures 5.3,5.4,5.5 and 5.6. These visualizations offer deeper in-
sights into the system’s performance, confirming the robustness of the proposed transformation
method.

5.4.3 Exploring the Performance Implications

From Tables 5.1a and 5.1b , and the EER and ROC curves 5.3,5.4,5.5 and 5.5, we can observe
the effectiveness of the Cartesian transformation in securing palmprint templates by analyzing
its impact on the FRR at a FAR of 1%. For instance, in the Blue database, the FRR in the
original domain is 1.02%, while in the transformed domain, it increases to 3.49%. Similarly,
the EER rises from 2.06% in the original domain to 4.60% in the transformed domain. This
slight trade-off in recognition performance, reflected in the higher FRR and EER, is acceptable
in exchange for the added layer of security. Although there is a slight performance decline
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DB EER FRR
FAR=1%

FRR
FAR=0.1%

Blue 2.06% 1.02% 99.94%

Green 2.29% 0.76% 99.49%

Red 2.61% 1.02% 99.98%

Nir 3.28% 1.01% 99.49%

(a) Performance values in original domain

DB EER FRR
FAR=1%

FRR
FAR=0.1%

Blue 4.60% 3.49% 99.46%

Green 10.55% 4.60% 98.31%

Red 5.50% 1.01% 99.49%

Nir 8.33% 1.03% 99.49%

(b) Performance values in transformed domain

Table 5.1: Comparison of performance values in original and transformed domains

(a) (b) (c)

(d)

Figure 5.3: Graphics of System Performance of Blue dataset: (a) EER diagram in original
domain,(b) Roc curve in original domain, (c) EER diagram in Transformed domain (d) Roc
curve in Transformed domain
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(a) (b) (c)

(d)

Figure 5.4: Graphics of System Performance of Green dataset: (a) EER diagram in original
domain,(b) Roc curve in original domain, (c) EER diagram in Transformed domain (d) Roc
curve in Transformed domain

(a) (b) (c)

(d)

Figure 5.5: Graphics of System Performance of Red dataset: (a) EER diagram in original
domain,(b) Roc curve in original domain, (c) EER diagram in Transformed domain (d) Roc
curve in Transformed domain

Experimental results and analysis Page 93



(a) (b) (c)

(d)

Figure 5.6: Graphics of System Performance of Nir dataset: (a) EER diagram in original
domain,(b) Roc curve in original domain, (c) EER diagram in Transformed domain (d) Roc
curve in Transformed domain

post-transformation, it remains within acceptable limits. This minor reduction is primarily due
to the introduction of increased intra-user variability, which affects the consistency of minutiae
point positioning. As a result, some minutiae points, which were initially located in specific
cells, may shift to completely different cells after the transformation. This variability can cause
overlaps in minutiae points that were previously well-separated, leading to a redistribution of
points within the Cartesian grid. Despite this, the transformation still provides strong security,
and the performance impact is outweighed by the protection it offers.

5.5 Conclusion

Despite the numerous protection methods proposed in the field of cancelable biometrics, some
approaches fail to adhere to established protection standards and fall short of providing the
required level of security [5] [27]. This vulnerability arises from the variety of threats and attacks
they face, compounded by inherent weaknesses within these methods, which pose significant
risks to individuals’ data and privacy.

For these reasons, it is essential to develop robust and rigorously evaluated protection schemes
capable of defending biometric data against a wide range of attacks. Such schemes must ensure
that attackers are unable to compromise the data through any means, whether by retrieval at-
tacks, linkage attacks, or other forms of malicious activity [107]. In this chapter, we discussed
the significance of cancelable biometrics and the need to safeguard stored biometric templates
against retrieval attacks, particularly for biometric traits that are less commonly used in this
field. We also proposed a robust system, known as the Cartesian transformation, to protect
palmprint templates from various attacks. We applied the Cartesian transformation approach
to various databases, which are represented by the multispectral palmprint database (blue,
green, red, and NIR). Initially, data was extracted from the palmprint images, represented as
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a set of minutiae points, which were then mapped onto a grid of numbers. A secret key, repre-
sented as a binary matrix, was generated for the transformation process. The transformation
function involved repositioning the minutiae points to new locations based on the transforma-
tion key. This Cartesian transformation satisfies the critical requirements for establishing a
robust protection scheme. It is an irreversible process, ensuring that attackers cannot reverse
the transformation function or recover the original minutiae positions from the transformed
ones. Furthermore, this approach allows for the creation of a new transformed template if the
stored template is compromised, simply by generating a new secret key. Experimental results
demonstrate the effectiveness of this method in protecting palmprint data.
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Chapter 6

Attack against key-dependent
transformation-based fingerprint
template protection Algorithms

6.1 Introduction

Cancelable biometrics has been introduced to address the security and privacy concerns as-
sociated with traditional biometric systems, particularly by protecting stored templates from
misuse. This approach has gained significant traction, leading to the widespread adoption of
revocable biometric protection schemes across various domains [69] . The transformation func-
tion must be irreversible, ensuring that the original biometric data cannot be reconstructed
from the transformed template (one-way transformation). This irreversibility is achieved by
constructing non-invertible mathematical operations or increasing the dimensionality and ran-
domness of the transformed template, making the reversal process computationally infeasible.
Additionally, the transformation expands the range of possible outputs for a given biomet-
ric input, mitigating the risk of brute-force attacks. To ensure revocability, the transformation
function incorporates a user-specific parameter (user-specific key), which acts as a secret known
only to the system and the legitimate user. This key allows for the generation of multiple dis-
tinct transformed templates from the same biometric data, enabling users to revoke and replace
compromised templates without affecting the original biometric traits [27] [6]. Furthermore,
by assigning different transformed templates for different applications, this approach prevents
cross-application tracking, ensuring that a compromised template in one system does not expose
the user’s identity elsewhere, thereby significantly enhancing privacy.

Despite the advantages of cancelable biometrics in securing individuals’ biometric templates
and the numerous studies conducted to develop high-performing transformed templates, most
of these approaches remain vulnerable to attacks [89] [76] and often rely on insufficient or
impractical security analyses against various threats. Moreover, they often receive more at-
tention than they truly merit. Attacks in the literature aim either to retrieve the original
biometric data such as those exploiting the distance preservation property between templates
in the transformed domain[53][79][77] or to identify computational weaknesses in the trans-
formed system. Another type of attacks focuses on key-dependent transformation functions,
where vulnerabilities in user key management [19] can lead to the direct reconstruction of the
original biometric data if the key is compromised. In practice, the user’s specific key is typically
stored on a separate token to ensure its secrecy. In the event of a compromise, an intruder
may attempt to either reverse-engineer the transformation function or guess the transformation
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key, both of which are challenging tasks. However, if the design of the transformation function
relies heavily on key management, a key compromise could lead to the complete recovery of
the original template. In this chapter, we will describe the development of an attack against
a key-dependent cancelable fingerprint algorithm proposed by [8]. We have demonstrated a
security gap in the Cartesian transformation and shown that the use of a secret user-specific
key, intended to ensure the revocability property, negatively impacts the security of fingerprint
templates. This key introduces a vulnerability that allows the original fingerprint templates to
be recovered.

This security algorithm has never been attacked before, making this the first analysis of its weak-
ness. We exploited the lack of properly managed shared information across multiple templates
of the same user to reconstruct the secret key, ultimately enabling the recovery of fingerprint
templates.

6.2 Fingerprint Recognition

A fingerprint is a unique pattern of ridges and valleys found on the surface of a fingertip. These
patterns are formed during fetal development and remain unchanged throughout a person’s
lifetime, making fingerprints a reliable biometric trait for identity verification. Fingerprints are
characterized by various global and local features that contribute to their uniqueness. Ridges
are the raised lines on a fingertip that come into direct contact with a surface when touched,
while valleys are the recessed areas between these ridges. Each fingerprint is characterized by
a distinct arrangement of ridges and valleys, with ridges containing unique features, such as
Minutiae points, that define the fingerprint’s individuality. Figure 6.1 illustrates an example
of fingerprint features.

Figure 6.1: Fingerprint characteristics
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Each minutia in a fingerprint image is defined by a triplet (x, y, θ), where (x, y) denotes its
spatial coordinates, specifying its position within the image, and θ ∈ [0, 2π], represents its
orientation.

6.2.1 Intra-Class Variability in Fingerprint Templates

In biometrics, intraclass variability is unavoidable across multiple instances of the same bio-
metric trait, as the samples captured during authentication differ from those recorded during
enrollment [3]. This variability can arise from various factors, such as the pressure applied to
the fingerprint sensor, modifications to the sensor’s parameters, or even changes in the sensor
itself. Additionally, noise and other environmental influences contribute to these variations.
Despite the biometric system’s ability to authenticate a user’s identity, there remains a risk of
misidentification, where a genuine user may be mistakenly classified as an impostor. In our
case, this variability can be exploited to launch an attack against the biometric system. Figue
6.9 illustrates the inta-class between two impressions of the same finger.

Figure 6.2: An illustrative representation of extracted minutiae points from two impressions
of the same finger, highlighting intraclass variability. The variations in the set of minutiae

points between the two images demonstrate the natural differences that occur across multiple
acquisitions.

6.3 Cartesian Transformation Proposed by Ratha et al.

In the cartesian transformation (CT) the core point is utlized as a reference to divide the
fingerprint coordinate system as illustrated in Figure 6.3.

In this approach, the minutiae point coordinates are transformed into new coordinates, where
the fingerprint’s core point serves as the center of the Cartesian system, and the x-axis is
aligned with the core point’s orientation. In this coordinate system, the space is divided into
equal-sized cells (h × w), with each cell potentially containing one or more minutiae points.
The cells are sequentially numbered from 1 to N , where N=(H × W ), with H representing
the total number of rows (height) and W the number of columns (width). The numbering
scheme is influenced by both the fingerprint structure and the chosen cell dimensions. During
the transformation, minutiae points are relocated from their original cells to new ones, while
their orientations remain unchanged, as illustrated in Fig. 6.4.
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Figure 6.3: A sample fingerprint demonstrating a grid axis aligned with the core point’s
orientation.

Mathematically, this transformation is performed by applying a transformation matrix K to
the minutiae-index vector. To illustrate this process, consider a coordinate system divided
into four cells (2×2), where the transformation matrix K is a binary matrix that indicates the
locations of the new cells. A value of 1 in the matrix specifies where the minutiae should be
relocated. For example, the minutiae initially located in cell 1 are reassigned to cell 2, while
those in cell 3 are also transferred to cell 2. This merging of minutiae from multiple cells into
a single destination enhances the transformation’s irreversibility.

[
1 2 3 4

]

0 1 0 0
1 0 1 0
0 0 0 1
0 0 0 0

 =
[
2 1 2 3

]
(6.1)

The revocability of this protection scheme is ensured by allowing the transformation matrix to
be modified. This flexibility enables the cancellation of a compromised transformed template
and the creation of a new one by updating the transformation matrix. The scheme’s irreversibil-
ity is demonstrated in Equation 6.1, where multiple cells (e.g., cells 1 and 3) are mapped to
the same cell (cell 2). As a result, even if an attacker obtains the transformation function
or the transformed template, identifying the original minutiae locations within cell 2 remains
infeasible without resorting to a brute-force attack. During registration, instead of storing the
original minutiae positions, only their transformed coordinates and the secret transformation
matrix are retained. The following steps detail the overall process :

- Step 1: Generation of the Rectangular Coordinate System
The coordinate space is divided into a grid of cells (H × W ) based on a reference point,
assigning each original minutia a corresponding cell number.

- Step 2: Creation of the Transformation Matrix
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Figure 6.4: The Cartesian space is segmented into uniformly sized cells using the core point as
a reference. In (a), the initial minutiae points are displayed, while in (b), the transformed
minutiae illustrate how each point is assigned to a different cell. The figure also highlights

examples of cell transformations using distinct colors.

A binary matrix is randomly generated, consisting of values 0 and 1, which will determine
the new mapping of the minutiae locations.

- Step 3: Transformation of the Grid
The original cell arrangement is modified by applying the transformation matrix, following
the equation:

M ′ = M × K (6.2)

- Step 4: Computation of Transformed Minutiae Templates
Each minutia point is reassigned new coordinates based on the updated cell positions
resulting from the transformation.

Figure 6.5 illustrates the transformation process.

Figure 6.5: Cartesian transformation process.

When applying the Cartesian transformation approach, it is crucial to consider the impact of
intra-user variations across different fingerprint instances. Minutiae points positioned near cell
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boundaries may shift between instances, causing them to misalign with their corresponding
points after transformation. This discrepancy arises due to the non-smooth nature of the
transformation function, which can reduce matching accuracy. Additionally, some minutiae
may be displaced to entirely different regions within the fingerprint image.

In the experiment, a predefined maximum width and height were chosen, set as X = 32, with
a cell size of X × X, following the approach used in [8]. This selection aimed to reduce
the likelihood of cell exchanges during the transformation process. The coordinate system
was segmented into a grid based on this parameter, and the key dimensions were determined
accordingly. Each fingerprint was assigned a specific grid size tailored to its size.

For instance, Figure 6.4 illustrates an example using a fingerprint from the FVC2002 DB1
database [108], where a grid size of 12 × 12 was applied to match the fingerprint’s dimensions.
The transformation matrix is represented as a binary structure, where each column contains a
single ’1’ to indicate the new cell number, while the remaining entries in that column are set
to ’0’.

6.4 Security and Performance Considerations

The non-invertibility of the Cartesian transformation in [8] depends primarily on the dimensions
of the transformation matrix. The complexity further increases due to the mapping of multiple
cells to a single cell, making it challenging to reconstruct the original fingerprint. The authors
assert that: "We want to make it hard to invert the transformed version of the points back into
the original point configuration. To be strictly non-invertible, it must be impossible to create
a function that takes a transformed point and regenerates a unique input point".

The binary representation of the transformation matrix offers an initial estimate of the infor-
mation contained in the key, with each matrix column encoding log2(HW ).

Given the robustness of the transformation, each resulting cell can potentially originate from
H.W possible source cells, forming a many-to-one mapping. Consequently, in a brute-force
attack scenario, approximately HW HW possibilities must be evaluated for a successful breach.
Due to this vast search space, an attacker faces significant difficulty in tracing each transformed
cell back to its original state and uncovering the key, as the sheer number of required attempts
makes system penetration highly impractical.

6.5 Proposed Missing Template Information Attack

In most existing attacks, the primary vulnerability lies in information leakage during the trans-
formation process. This leakage occurs due to the transformation’s distance-preserving prop-
erty, which adversaries can exploit to reconstruct the original biometric template [79] [76] [77].

The objective of Our attack is to reconstruct the original minutiae locations by exploiting the ex-
posure of the transformation matrix. It is assumed that the attacker interacts directly with the
identification system, allowing them to input multiple fingerprints and obtain the corresponding
transformed templates. That is, the attack algorithm initiates with a real-world scenario where
multiple original fingerprint templates are available alongside their corresponding transformed
versions.
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When discussing the exploitation of multiple templates to launch an attack on revocable bio-
metrics, the concept of ARM [71] often comes to mind. However, our approach differs. Our
attack can be considered a subvariant of ARM, yet it introduces a novel perspective. The
key distinction lies in the point: traditional ARM-based attacks leverage multiple transformed
templates derived from the same original biometric trait, exploiting shared information among
them. In contrast, our attack begins with multiple templates and focuses on identifying and
reconstructing the missing shared information, which represents leaked data. This ultimately
enables the inference of critical details that can be used to approximate the original fingerprint
template.

Most minutiae points in each pair of matched fingerprints correspond, however, due to intra-
class variability, some points do not match. We refer to these isolated minutiae points. This
matching relation is maintained in the transformed domain, where the isolated minutiae points
remain preserved. In our approach, we leverage these isolated minutiae to uncover their trans-
formations by tracking them across multiple fingerprints and their corresponding transformed
versions using the matching relation.

To apply the attack, consider a scenario where we have N original fingerprint templates from
the same user {OT}N

i=1, along with their N corresponding protected templates {PT}N
i=1. Each

template comprises a set of minutiae points {m}N
i=1 and a designated core points {CP}N

i=1. To
illustrate the idea, we take two original fingerprint templates, Fp1 and Fp2, along with their
corresponding transformed ones, Fp′1, Fp′2 , respectively.

In Fp1, the minutiae set consists of {m1
0, m1

1, m1
2, m1

3}, while in Fp2, it includes {m2
0, m2

1, m2
2, m2

3}.
Their counterparts in the transformed domain Fp′1, Fp′2 contain the minutiae points {m′1

0 , m′1
1 , m′1

2 , m′1
3 },

and {m′2
0 , m′2

1 , m′2
2 , m′2

3 } respectively.

We lunch the matcher between Fp1 and Fp2 to identify the corresponding minutiae pairs:
{(m1

0, m2
0), (m1

2, m2
2), (m1

3, m2
1)}. Similarly, in the transformed domain, the matching is applied

between Fp′1 and Fp′2 to determine the mapped minutiae: {(m′1
0 , m′2

0 ), (m′1
2 , m′2

2 ), (m′1
3 , m′2

1 )}.
Although Fp1 and Fp2 are from the same finger, in each matching relation we discover an
isolated minutiae points : m1

1 in Fp1 , m′1
1 in Fp′1 , m2

3 in Fp2, and m′2
3 in Fp′2. In this case,

it is possible to determine the mapping of each isolated minutia from the original template to
its counterpart in the transformed template. Specifically, m1

1 in Fp1 corresponds to in m′1
1 in

Fp′1, while m′3
2 in Fp2 is mapped to m′3

2 in Fp′2.

For further illustration, we refer to Figure.6.6 to explain the exploitation of minutiae relation
retrieval.

In our attack scenario, numerous minutiae points remain unmatched, making it impossible to
determine the transformation of all original minutiae positions directly. However, increasing
the number of templates to the maximum allows for better inference. Alternatively, expanding
the set of constraints helps recover a greater part of the original minutiae mappings, effectively
narrowing the search space and facilitating the reconstruction of their original coordinates. In
other words, the search space decreases as the number of constraints increases.

As mentioned in the previous section, all fingerprint minutiae points are contained within
cells that are repositioned using a secret binary matrix. Analyzing the relation between the
original and transformed minutiae through the matching process enables the reconstruction
of the transformation matrix. This is achieved by determining how the original cell indices
correspond to their transformed counterparts.

In summary, the attack procedure is illustrated in Figure.6.7. It begins with multiple templates
in both the original and transformed domains, followed by applying the matching relation to
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Figure 6.6: An illustrative example showcases two matched templates in both the original and
transformed domains. The dotted blue arrows between impression 1 and impression 2, in both
domains, represent the constraint imposed by paired minutiae based on a matching relation.
The minutia m1

1 (respectively m2
3) is present in original template 1 (respectively template 2)

but absent in original template 2 (respectively template 1). This lack of alignment between
the templates facilitates the identification of the transformed minutiae m′1

1 and m′2
3 within

transformed template 1.
.

establish exemplar minutiae sets across all templates. This process increases the number of
constraints, effectively reducing the search space. A brute-force attack is then performed to
determine the key for the transformation matrix.

6.5.1 Main Representative Minutiae Organization

The process of matching fingerprint templates is often affected by various factors such as the
resolution of the sensor, the angle and pressure applied during finger placement, the naturally
poor quality of certain fingerprints, and distortions introduced during acquisition. As a result,
the set of minutiae points extracted from multiple impressions of the same finger may vary.
By integrating the different minutiae sets during the matching phase, it becomes possible to
infer information about specific minutiae. This approach enables most minutiae to be matched,
albeit in a unique manner, with their counterparts in other templates, thereby facilitating the
identification of new constraints among them.

When working with information derived from multiple fingerprint templates of the same finger,
a fundamental preliminary step involves organizing the primary exemplar minutiae of the model.
Directly processing raw minutiae points from different impressions without prior structuring is
impractical. Therefore, this phase is essential for classifying the minutiae types that appear
across various templates of the same fingerprint. Since many templates may share overlapping
data, it is important to consolidate redundant minutiae and exploit any new insights contributed
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Figure 6.7: Attack Process Flow: The process begins with the construction of the matching
relation, followed by the formulation of the equation system. It involves distinguishing

between constrained and unconstrained minutiae points and applying a brute-force approach
to reconstruct the fingerprint template

.

by each template. To ensure efficient processing and eliminate repetition, each unique piece of
information should be handled once. This method employs a mathematical equivalence relation
to group minutiae points, assigning a principal exemplar to each group. This strategy simplifies
the retrieval process by focusing only on these representative minutiae rather than considering
the entire set.

Let S = {pk} be a set of minutiae points, and define ∆ as a matching relation over S, where each
point pk ∈ S is associated with a corresponding point pl ∈ S through a fingerprint matching
technique. The relation ∆ can be regarded as an equivalence relation [89], as it satisfies the
following criteria:

- Reflexivity: Every minutia point matches with itself.

- Symmetry: If a point pk is matched with pl, then pl is also matched with pk, for all
pk, pl ∈ S.

- Transitivity: If pk matches pl, and pl matches pm, then pk also matches pm, for any
pk, pl, pm ∈ S.

These properties ensure that the relation ∆ partitions the minutiae set S into equivalence
classes, where each class contains minutiae corresponding to the same anatomical feature ob-
served in different fingerprint impressions.

The initial phase of the retrieval process involves organizing all minutiae from the various fin-
gerprint templates into distinct groups, referred to as the “matching class set.” Within each
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group, a single representative minutia termed the “exemplar minutia” is selected to stand for
the entire class. Leveraging the transitivity property of the matching relation, each fingerprint
template is compared with the others to identify sets of corresponding minutiae across tem-
plates, ultimately leading to the construction of these matching classes and the selection of their
respective exemplars. Notably, an exemplar minutia encapsulates the common characteristics
of matched minutiae appearing in multiple fingerprint samples.

Figure 6.8 depicts the established matching relation between fingerprint templates FP1 and
FP2 shown in Figure 6.6. In this illustration, the minutiae points M1

0 , M1
2 , M1

3 , M1
1 , and

M2
3 serve as an exemplar minutiae in the original domain. These exemplars correspond to the

equivalence classes {m1
0, m2

0}, {m1
2, m2

2}, {m1
3, m2

1}, {m1
1}, and {m2

3}, respectively.

In the transformed domain, the corresponding main exemplar minutiae are M ′1
0 , M ′1

2 , M ′1
3 , M ′1

1 ,
and M ′2

3 , which represent the equivalence classes {m′1
0 , m′2

0 }, {m′1
2 , m′2

2 }, {m′1
3 , m′2

1 }, {m′1
1 }, and

{m′2
3 }, respectively.

Figure 6.8: An illustrative example of a fingerprint template that demonstrates the use of the
matching relation in both the original and transformed domains. In this case, each main

exemplar minutia corresponds to a set of associated minutiae, defined as follows:
M1

0 = {m1
0, m2

0}, M1
1 = {m1

1}, M1
2 = {m1

2, m2
2}, M1

3 = {m1
3, m2

1}, and M2
3 = {m2

3}. A similar
grouping is applied in the transformed domain, preserving the correspondence between

matched minutiae across different fingerprint impressions.

6.5.2 Recovery Process

One key outcome of applying the matching relation in this context is the potential to uncover
new insights regarding the correspondence between minutiae cells across different templates.
As illustrated in Equation 6.1, consider an example where the original domain contains cells
labeled [1, 2, 3, 4], and their respective transformed counterparts are [2, 1, 2, 3]. Each of these
cells may hold one or more minutiae points, highlighting how transformations can result in
reassignments that reflect underlying structural relation.

Additionally, as depicted in Figure 6.8, we consider M1
0 to be a main exemplar minutia within

the minutiae set of the original domain, associated with m1
0 and m2

0 at cell 1. Its transformed
counterpart, M ′

0
1, derived from the matching relation, serves as the exemplar minutia in a

different cluster within the transformed domain, corresponding to m′
0

1 and m′
0

2 at cell 2. By
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establishing the mapping of minutiae from cell 1 to cell 2, we can identify the complete set of
correspondences from the equivalence class of M1

0 to cell 2. equations 6.3 and 6.4 illustrate the
cell’s numbers of the representative minutiae and its equivalalence class.

CellNumberO{M1
0 } = CellNumberO{m1

0, m2
0} (6.3)

CellNumberT {M ′
0

1} = CellNumberT {m′
0

1, m′
0

2} (6.4)

The key retrieval process leverages the matching relation and takes advantage of the lack of
information sharing between different fingerprint templates. Each time the templates are com-
pared, information is gathered about the transformation of minutiae cells that is, it constrains
the mapping of certain sets of minutiae points, thereby narrowing down the possible transfor-
mations to a limited set or even a single cell (Reducing the search space of transformations.).
As a result, this approach enables the exploration of cell mappings within the transformed
domain, ultimately leading to the partial or full generation of the user key, depending on the
number of templates available.

The complexity of the transformation matrix increases due to the inherent randomness, com-
pounded by the fact that each cell may originate from one of approximately HW potential
source cells, analyzing of cell transformations challenging. It is important to note that each
column in the transformation matrix contains a 1, marking the cell’s transformation, with all
other entries being 0. By identifying the transformation of a given cell, we can pinpoint the
location of the 1 in the matrix and generate the potential key by assuming the other entries
are 0.

On the other hand, it is important to retrieve the original minutiae locations from the dis-
covered constraints, which represent the mapping connections between the original and trans-
formed minutiae points. As a result, a subset of minutiae points can be recovered using these
constraints, while others remain confined within a limited set of transformed points. In such
cases, a brute-force attack becomes the only viable approach, involving the substitution of po-
tential values to explore possible solutions. Ultimately, this process yields a set of candidate
solutions, among which the correct one is to be found.

6.6 Experimental Results and Discussion

This section provides an experimental assessment of the proposed attack on the Cartesian
transformation.

6.6.1 Databases

The experimental evaluation is conducted using the Fingerprint Verification Competition (FVC)
datasets from the years 2002, 2004, and 2006. Specifically, we utilize databases DB1_B, DB2
_B, DB3 _B, and DB4 _B from both FVC2002 and FVC2004, and databases DB2 _B, DB3
_B, and DB4 _B from FVC2006.

Each database in the FVC2002 and FVC2004 collections contains fingerprint images acquired
from 100 distinct individuals, with 8 impressions per finger, totaling 800 images per dataset.
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These datasets differ in sensor type and image quality, offering diverse acquisition conditions.
In contrast, the FVC2006 dataset includes 12 images per subject and is designed to reflect
more challenging scenarios, including higher variability in fingerprint impressions and the use
of both real and synthetic data, thereby providing a more robust benchmark for performance
evaluation.

6.6.2 Experiment results

The results presented in the table 6.1 demonstrate the effectiveness of the proposed attack
algorithm. The implementation was carried out using MATLAB for extracting and matching
minutiae points, following the method described in [105], while the remaining components of
the algorithm were developed in Python (version 3) using the Jupyter environment.

The system used for testing features an Intel(R) Core(TM) i7-6700 processor running at 3.40
GHz, with 32 GB of RAM and operating on Windows 10.

Before running the experiments, each fingerprint undergoes a preprocessing phase, where minu-
tiae and core points are extracted using the selected minutiae extraction technique. Afterward,
a Cartesian transformation is applied to the extracted features using a randomly generated
key unique to each subject. Both the original and transformed fingerprint templates are then
utilized during the attack process.

6.6.2.1 Search Space Reduction via Multiple Template Utilization

The number of templates plays a crucial role in our attack strategy for narrowing the search
space, as each additional template contributes new insights that help impose more constraints,
thereby reducing the search space to a manageable size.

For example, the second subject in the FVC2002 DB1_B dataset has approximately 1031 po-
tential combinations to impersonate the original fingerprint. This immense number makes it
practically infeasible if not entirely impossible for an impostor to recover the genuine finger-
print. However, when eight different templates of the same fingerprint are utilized, the search
space significantly narrows to around 107 ≈ 8709120 possibilities. This demonstrates a clear
inverse correlation between the number of available templates and the resulting search space
size.

Figure 6.9 illustrates how the search space decreases with the number of templates used for the
second subject across the FVC2002, FVC2004, and FVC2006 databases.

Figure 6.10 demonstrates how the effectiveness of the proposed algorithm influences the reduc-
tion of the search space when applying multiple templates across the different databases. As
shown, it is important to note that not all fingerprints are suitable for the recovery process, as
some do not result in a sufficiently reduced search space. This limitation can be attributed to
factors such as poor fingerprint quality or an insufficient number of extracted minutiae points.
In such cases, a greater number of fingerprint templates beyond the eight initially used may be
necessary to achieve a more manageable search space size.
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Figure 6.9: The Variation in Search Space Size for the Number of Transformed Templates
Used to Impersonate Individuals in Different Datasets: (a) FVC2002(the second person) , (b)
FVC2004(the first person) and (c) FVC2006 (the first person)

Figure 6.10: The count of potential configurations for each individual in every database, uti-
lizing 8 transformed templates for FVC2002 and FVC2004, and 12 transformed templates for
FVC2006.

6.6.2.2 Evaluating how the number of templates influences the number of con-
straints obtained

Defining the number of constraints is essential for the recovery process, as an increased number
of constraints significantly enhances the likelihood of a successful reconstruction. Initially,
when only a single template is available, the recovery process is nearly unconstrained, making
it extremely difficult if not impossible to carry out a successful attack. Figure 6.11 presents
how the number of inferred constraints progresses with the increasing number of templates for
the first subject in each database of the FVC2002 dataset.

Figure 6.11: The progression of inferred constraints in relation to the number of transformed
templates for the FVC2002 dataset.
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6.6.2.3 Effectiveness of the Attack Algorithm

This section evaluates the performance of the proposed inversion attack using our minutiae-
template reconstruction framework. To offer a qualitative perspective, example reconstructions
are displayed in Figure 6.12. The attack’s effectiveness is assessed using Spoof False Accept
Rate (SFAR) and False Acceptance Increment (FAI), following evaluation approaches similar
to those in [89],[79] and [109].

Figure 6.12: Reconstructed fingerprint images. Original minutiae in blue and the recovered
minutiae in Red: (a) FVC2002 DB1, (b) FVC2002 DB2, (c) FVC2002 DB3, (d) FVC2002
DB4, (e) FVC2006 DB4

In our setup, the reconstructed template is matched against the original template of the cor-
responding subject. SFAR is defined as the proportion of impostor attempts that are wrongly
accepted as genuine matches at the system’s standard threshold derived from the Equal Er-
ror Rate (EER). This metric serves as an indicator of the system’s vulnerability under attack
conditions: a higher SFAR reflects greater susceptibility, while a lower value signifies stronger
resilience.

Our experimental analysis spans multiple datasets, including FVC2002, FVC2004, and FVC2006.
First, we compute the EER and the baseline False Acceptance Rate (FAR) under normal sys-
tem operations. The decision threshold θ is then set based on the EER. Using this threshold,
we conduct the attack and compare the reconstructed template with the original to calculate
SFAR. The FAI is determined by the difference FAI = SFAR − FAR, as detailed in Table
6.1.

In a false accept scenario, an attacker with access to multiple transformed templates can attempt
to breach the system by simulating authentication attempts. The likelihood of success in such
attacks is influenced by the system’s FAR, implying that one in approximately every 1/FAR
attempt could result in unauthorized access.

In addition, we compare the performance of our algorithm with the attack methods described
in [25] and [42], focusing specifically on the Spoof False Accept Rate (SFAR). A summary of
the outcomes is presented in Table 6.2.

6.6.2.4 Performance Evaluation and Discussion

As outlined earlier, the instability and high intra-class variability of biometric templates along
with the absence of several minutiae points due to poor sensor interaction can compromise the
security of an individual’s biometric data. This variability forms the core rationale behind our
proposed targeted attack. The method proved effective on a wide range of fingerprint samples
from the FVC2002, FVC2004, and FVC2006 databases. The key factor behind this success lies
in the noticeable variations observed among different impressions of the same user’s fingerprints,
which were sufficient to enable data reconstruction through the attack.
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Competition DB Threshold
θ

EER FAR SFAR FAI

FVC2002

DB1_B 0.64 3.68 1.25 60.00 58.75
DB2_B 0.69 5.00 2.64 78.75 76.11
DB3_B 0.66 8.75 7.22 80.14 72.92
DB4_B 0.61 3.75 3.75 77.65 73.90

FVC2004

DB1_B 0.63 2.78 1.53 88.75 87.22
DB2_B 0.68 7.89 9.56 65.69 56.13
DB3_B 0.64 7.50 5.14 77.50 72.36
DB4_B 0.61 1.32 1.39 80.00 78.61

FVC2006

DB2_B 0.68 2.31 2.78 68.33 65.55
DB3_B 0.62 8.33 11.57 76.67 65.10
DB4_B 0.65 6.67 9.17 84.17 75.00

Table 6.1: Attack evaluation on cartesian transformation(%)

FVC2002 FVC2004 FVC2006

DB1 DB2 DB3 DB1 DB2 DB3 DB2 DB3 DB4

Quan et al[72] 44.2 45.0 83.6 62.4 59.4 44.6 16.2 69.4 76.2
Belhadj et al[89] 70.4 69.8 95.0 87.0 80.8 60.8 37.8 81.6 81.4
Proposed Attack 60.00 78.75 80.14 88.75 65.69 77.50 68.33 76.67 84.17

Table 6.2: A comparison of SFAR metric across different attack approaches

Nevertheless, we faced difficulties in reconstructing certain fingerprints from specific datasets.
These issues stemmed from a lack of distinct features and limited variability between some
samples belonging to the same individual. As a result, the evaluation of our attack limited to
successfully reconstructed cases is illustrated through ROC curves presented in Figures 6.13,
6.14, and 6.15.

6.7 Conclusion

This chapter presents a security analysis of the cancelable biometrics scheme called cartesian
transformation, originally introduced by Rtaha [8] Our study critically reexamines the irre-
versibility property of the CT scheme. Both theoretical and empirical findings demonstrate
that CT is susceptible to reversibility attacks. The proposed attack exploits synchronization
errors in minutiae alignment, which arise during the matching process in both the original and
transformed domains across multiple fingerprint templates. The attack begins by identifying
these errors and then categorizing the matched minutiae from different templates into key ex-
emplar sets.By establishing links between templates in both domains, the transformation key
is recovered, leading to the formulation of a set of constraints. These constraints enable the
retrieval of certain original minutiae points. Moreover, the proposed attack is easy to imple-
ment and does not require extensive computational resources or processing time. This analysis
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Figure 6.13: Comparison of ROC Curves for Original and Reconstructed Templates of the
database FVC2002.

Figure 6.14: Comparison of ROC Curves for Original and Reconstructed Templates of the
database FVC2004.
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Figure 6.15: Comparison of ROC Curves for Original and Reconstructed Templates of the
database FVC2006.

suggests that the CT scheme fails to ensure security and requires further evaluation. Specifi-
cally, the protection of the original template should be independent of key leakage to maintain
privacy. In this regard, it is essential to ensure that the confidentiality of both the original
template and the user’s secret key remains unlinked. Additionally, evaluating the robustness
of the transformed template demands thorough examination against established attack tech-
niques and scenarios, necessitating careful assessment and in-depth study. Addressing these
vulnerabilities is a critical direction for future research to enhance this CB scheme.



Chapter 7

General Conclusion

Biometrics play a crucial role in enhancing security and safeguarding individual privacy, with
applications spanning various fields to authenticate personal data. They provide a reliable alter-
native to traditional authentication methods, such as passwords which are vulnerable to being
lost or forgotten. However, the inherent weaknesses in biometric systems, such as susceptibility
to spoofing or unauthorized access, highlight the urgent need for innovative methods to ensure
robust protection of personal privacy. As such, efforts to develop advanced biometric protection
mechanisms are increasingly critical to addressing these vulnerabilities and strengthening user
security. For these reasons, cancelable biometric systems have been introduced as a secure and
innovative alternative for protecting biometric data. However, despite their potential many
cancelable biometric schemes have faced significant challenges in proving their effectiveness due
to various vulnerabilities and the numerous attacks targeting these systems.

In this thesis, we focused on attacks targeting cancelable biometrics and the inherent vulner-
abilities of these systems. While cancelable biometrics represent a promising approach, their
effectiveness requires further investigation and study. In this thesis, our focus has been primar-
ily directed toward addressing these main challenges :

- Examine the effectiveness of cancelable biometrics and investigate the various types of
existing attacks along with their associated vulnerabilities : We conducted a compre-
hensive study of various attacks on cancelable biometric systems, analyzing in depth the
biometric systems most vulnerable to such attacks and identifying the security weaknesses
that make these protection methods susceptible. Highlighting these vulnerabilities aims
to drive the development of more advanced and secure revoked biometric systems, ulti-
mately strengthening user privacy and trust in biometric technologies. Additionally, we
assessed the robustness of these systems against known attack methods and introduced a
novel classification of attacks based on their methodologies. We also compared different
types of attacks using established criteria to evaluate their severity and potential risks.
Furthermore, we developed an evaluation framework based on strict criteria to assess the
resilience of protection systems and mitigate various attacks.

- Cancelable palmprint protection scheme : Given the numerous vulnerabilities in existing
protection systems, it is crucial to develop new methods that safeguard biometric data and
resist attacks effectively. To address this, we have developed a protection system based on
the Cartesian transformation of palmprints, offering enhanced security and privacy. This
system transforms data extracted from palmprints, represented by minutiae points, into
different locations using the Cartesian transformation function. This approach ensures
the confidentiality of the original data by making it computationally infeasible to recover
the original palmprint, even if the transformed template is compromised. Furthermore,
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the system allows for the cancellation of a compromised template and the generation of
a new one by simply updating the secret key used in the transformation function.

- Attack against cancelable biometric scheme: In this work, we presented an attack tar-
geting a key-dependent cancelable fingerprint scheme initially introduced in [8]. Our
analysis uncovered a significant vulnerability within the Cartesian transformation mecha-
nism. Specifically, we demonstrated that although the user-specific secret key is intended
to support the revocability of biometric templates, it inadvertently introduces a weak-
ness that can compromise their security, potentially allowing for the reconstruction of the
original fingerprint data. The proposed attack takes advantage of the improperly isolated
information shared across different fingerprint templates belonging to the same individ-
ual. By exploiting this gap, we were able to reconstruct the secret key and consequently
regenerate the protected fingerprint templates.

7.1 Perspectives and future researche

The current work paves the way for many future research directions, including :

- The use of hybrid systems and multibiometric approaches represents a critical area for
future research, aiming to enhance the security and robustness of biometric systems. By
combining different biometric modalities, such as fingerprints, facial recognition, and iris
scans, with non-invertible transformations, these systems can provide stronger protection
against attacks like forgery and identity theft. Moreover, hybrid systems can improve
security by making it significantly harder to reverse-engineer biometric templates or track
users, thereby mitigating the severity of potential attacks.

- Addressing the trade-off between security and accuracy remains a critical challenge in
cancelable biometrics that demands significant attention. Enhancing security measures
often comes at the expense of system performance, potentially reducing accuracy and
usability, while prioritizing accuracy can leave systems vulnerable to attacks. Future
research should focus on developing a protection method that ensures both high security
and reliable performance.

- A future research direction is to investigate cancelable protection systems to identify
vulnerabilities and safeguard against a broader range of potential attacks. Additionally, it
is essential to develop advanced protection mechanisms specifically designed to counteract
the types of attacks discussed in this thesis.

- Most attacks on cancelable biometrics rely on the attacker’s knowledge of specific parame-
ters, such as the secret key, transformation function, or transformed template. Therefore,
it is crucial to address this issue by enhancing the security of cancelable systems and by
developing attack models that are independent of these parameters.
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