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Abstract

Cybercrime is considered a modern colonization of the world, this is attributed to
the availability of the opportunities for the cybercriminals, in addition to the lack of
experience among those working in the field of information security. Also, there is
the deficiency in educational institutions and civil society in carrying out their
educational and preventative roles in combating these crimes. Therefore, countries
have placed the responsibility on the scientific police forces to combat this
category, providing them with necessary means according to the state’s capacity.
All these efforts are aimed at finding solutions to the issues and assisting the judge

in making decision.

On the other hand, reality collides with the several obstacles, which had led to
the necessity of amending and adding new penal laws. This research paper sheds
light on these measures, explaining provision and regulation, especially since they

involve encroachments on human rights and fundamental freedoms.
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