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Summary of note (Abstract) :

This study talks about the crime of electronic blackmail and a comparative
study of it, and ways to combat it, by determining the size of this study and
knowing the various factors that interfere with it, and the most important risks
and the horrific losses resulting from it, which necessitated the intervention of
legislation in some countries in order to confront such phenomena, and among
them These legislations include the Saudi system, the Emirati law, the
Algerian legislator, and some Arab laws. They dealt with this crime at its
beginning as a form of electronic crime, by presenting a definition of its
nature, types, characteristics, methods of committing it, and those means and
modern forms used in implementing the crime of electronic blackmail. It also
addressed the causes of electronic blackmail and the effects. The
consequences of it, as well as its components, including a legal element in
some legislation in Arab countries and a comparative study between them, as
well as the material element and the moral element, as well as addressing the
proposed solutions to reduce falling victim to electronic blackmail by
studying its two sides, the internal preventive side and the external side.
This study also addressed ways to combat this crime, by highlighting the
study of general procedures and deterrent penalties for the crime of electronic
extortion. Arab laws in some countries did not ignore the seriousness of this
crime and the danger of its perpetrator, so they took the initiative to enact
various legal texts whose provisions included severe penalties and others that
were exempt. As well as the punishment for criminal attempt and
participation, comparing it in some Arab legislation and punishing the

perpetrator with the aim of achieving deterrence and reducing these crimes



that have entered our society like a malicious virus whose infection has spread
throughout the world and has spread in it, and it has become difficult today to
get rid of it. We should also not forget the procedural problems raised by this
crime in terms of the procedures for investigating it, by addressing the
difficulties of discovering the crime of electronic blackmail and the
difficulties facing the investigator or the investigating authorities, as well as
the procedures associated with proving the crime under study, in which we
discussed the specificity of these procedures. We also discussed the most
important methods of proof related to this crime, which is digital evidence, by
addressing its definition and characteristics, as well as the difficulties of proof
associated with the digital evidence itself, as well as the difficulties of
international cooperation, and the difficulties related to the lack of

experience...
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